






9

Critical 
infrastructure:   
it's time to make 
security a priority

▸	 Critical systems at risk
▸	 Information asset management as a key factor
▸	 Common threats targeting industries indiscriminately
▸	 Healthcare – among the most affected sectors
▸	 Highly vulnerable medical devices
▸	 Record theft: more than just exposed data
▸	 Focusing on security to prevent intrusion

Author 
Camilo Gutiérrez 
Amaya



50

CRITICAL INFRASTRUCTURE: IT'S TIME TO MAKE 
SECURITY A PRIORITY

9

The security of industrial systems has 
been a matter of analysis and debate for 
years, especially after the onset of threats 
against them such as the Stuxnet worm in 
2010, and the recognition of the vulnera-
bility of these systems to external attacks.

Five years after Stuxnet and in the wake 
of other threats that followed, such as 
Flame or Duqu, IT security teams face nu-
merous challenges in the quest to safe-
guard critical data against threats which 
no longer differentiate among different 
types of industries.

Thus, one question becomes clear: are all 
these businesses and industries prepared 
to face future challenges?

▸ Critical systems at risk

The importance of ensuring informa-
tion security on critical infrastructure has 
been recognized for years, yet there are 
still cases that illustrate the need for im-
provement.

To a large extent, one of the major sourc-
es of security deficiencies is the fact that 
a  large number of the manufacturers of 
these platforms do  not allow the intro-
duction of changes or updates to the 
hardware-controlling systems.

In summary, organizations are manag-
ing critical infrastructure using operating 
systems that are obsolete, vulnerable and 
yet connected to the Internet, increas-
ing the likelihood of a  security incident. 
Thus, there is a  need for manufacturers 
and industries to join forces to update 
their infrastructure and mitigate security 

breaches that leave the door open to po-
tential attacks.

▸	Information asset manage-
ment as a key factor

In addition to the fact that many industries 
still have obsolete operating systems in 
place, what is also striking is that, because 
of the functions they have been designed 
to perform, control devices tend to have 
a  public-facing connection to the Inter-
net in order to carry out maintenance and 
management tasks. This presents a ma-
jor security risk, as access is available at 
all times, so unless proper management 
actions are taken, unauthorized individu-
als might be able to access the systems. 
Thus, a good management policy should 
consider granting access only for techni-
cal support purposes, or implementing 
a  secure connection such as a  VPN to 
send and receive data.

In addition, it is necessary to consider 
the functionality of control and protec-
tion mechanisms such as firewalls. Many 
organizations base the configuration of 
these devices on predetermined and ge-
neric rulesets that control in what cir-
cumstances two computers can establish 
a communication over a certain network. 
However, there is no analysis of the traffic 
that may be unique to that connection, 
as each control system has specific pro-
tocols in place, and these are unknown 
to firewalls designed for more generic 
environments. This means we are deal-
ing with easy-to-interpret communica-
tion protocols, so analysis tasks should be 
performed there when setting up exist-
ing firewalls, so as to enhance the control 

→ 
Organizations are 
managing critical 
infrastructure using 
operating systems 
that are obsolete, 
vulnerable and yet 
connected to the 
Internet, increasing 
the likelihood of 
a security incident.

http://www.welivesecurity.com/media_files/white-papers/Stuxnet_Under_the_Microscope.pdf
http://www.welivesecurity.com/2012/07/20/flame-in-depth-code-analysis-of-mssecmgr-ocx/
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→ 
The saying 'if 
something works, 
don't touch it,' 
sometimes means 
that the security 
teams fail to 
do the appropriate 
maintenance work.

capacity and the identification of propri-
etary protocols used in industrial systems. 
Although there are now industrial firewall 
developers that are starting to implement 
devices with these capacities, the evolu-
tion of such hardware in the industrial 
sector is very slow and there is still much 
to be done.

In addition to all of this, a  big problem 
closely connected to business manage-
ment is that management and security 
tend to be handled as two separate mat-
ters. This has a very negative impact on 
communication, and can lead to consid-
erable security problems within an or-
ganization: if the business management 
people consider security to be an 'obsta-
cle' rather than an integrated, essential 
growth driver for the company, this in-
creases the likelihood of security incidents 
occurring, ultimately creating problems 
for organizations. The availability of cer-
tain critical industrial services, in both 
public and corporate sector infrastruc-
ture, usually ranks above the proper con-
figuration of security systems, potentially 
enabling remote attacks on industrial sys-
tems exposed to the Internet. Even when 
the concept of availability is very impor-
tant in this particular case, the confiden-
tiality and integrity of data must be con-
sidered as well.

Finally, in some cases, with the aim of 
achieving business goals, a prevailing ap-
proach – and one that is very question-
able in terms of security – is the saying 
'if something works, don't touch it,' which 
means that on occasion, for fear of tinker-
ing with something that allegedly works 
just fine, the security teams fail to do the 
appropriate maintenance work. This 
poses several security problems, since 
outdated, unpatched operating systems 

could lead to their failure or even to unau-
thorized access by an attacker. Basically, 
the fact that something works right now 
doesn't mean that you shouldn't protect it 
against future risks. It's a good thing to fix 
the roof before it starts to rain.

▸	Common threats targeting 
industries indiscriminately

When it comes to cybercriminals target-
ing industries such as energy, oil, mining 
and various industrial systems, attacks are 
not restricted to sophisticated, complex 
threats such as Stuxnet, Duqu or Flame. 
During 2015, several cases were reported 
of energy companies being attacked by 
malware dubbed Laziok, used to collect 
data on compromised systems, includ-
ing machine name, CPU details, RAM size, 
hard disk size and what antivirus software 
was installed.

With this information, cybercriminals can 
determine if the computers are viable 
targets for future attacks. What is curious 
about these cases is that it was an attack 
based on emails containing an attach-
ment that exploited a Microsoft Windows 
vulnerability. Even more problematic was 
that although a patch for this vulnerability 
was created in April 2012, many industries 
had not applied it yet.

▸	Healthcare – among the 
most affected sectors

In addition to the industrial sector, the 
healthcare industry has been an impor-
tant component of the security debate 
over the past year. During 2015 and as part 
of Verizon's Data Breach Investigations Re-
port, analysts identified approximately 

http://securityaffairs.co/wordpress/35567/cyber-crime/energy-companies-laziok-trojan.html
http://www.virusradar.com/en/Win32_Laziok.A/description
http://www.welivesecurity.com/2015/04/15/healthcare-security-shows-little-sign-improvement-finds-verizon-report/
http://www.welivesecurity.com/2015/04/15/healthcare-security-shows-little-sign-improvement-finds-verizon-report/
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80,000 security incidents, of which 234 
were healthcare-related, and 2,100 data-
loss breaches, with 141 occurring in the 
healthcare industry.

A large number of security issues have 
become more evident, including primar-
ily insider abuse or bad practices, which 
caused 15 percent of security incidents in 
the healthcare industry in 2014, compared 
to 20% in 2015, according to Verizon's re-
port.

Also, healthcare organizations have be-
come more vulnerable to web application 
attacks and distributed denial-of-service 
(DDoS) attacks, as this industry suffers 
four percent more of this type of attack 
than all other industries combined.

Add to this the findings of the Ponemon 
Institute report, which revealed that the 
root cause of security breaches in health-
care organizations has shifted from ac-
cidental to intentional. Criminal attacks 
are up 125 percent compared to five years 
ago, and lost laptops are no longer the 
most common data breach threat.

In addition, a 2015 study called Fifth An-
nual Benchmark Study on Privacy and Se-
curity of Healthcare Data found that most 
organizations are unprepared to respond 
to new cyber threats and lack the proper 
resources to protect patient data. 45 per-
cent of healthcare organizations said the 
root cause of data breaches were cyber-
attacks, compared to 40 percent in 2013.

▸	Highly vulnerable medical 
devices

In addition to the security management 
issues mentioned above, new medical 
equipment also brings with it significant 
risks. Improved capabilities in these de-
vices include the fact that they feature 
an Internet connection, but this can be 
a mixed blessing. For instance, in the case 
of implantable medical devices (IMDs), 
which are intended to treat a variety of 
conditions, security concerns are often 
underestimated and even overlooked.

The threat posed by this medical gear is 
very real, and numerous types of device 
have been infected by malware, in most 
cases inadvertently. In fact, during 2014 
over 300 different surgical devices report-
edly suffered a  vulnerability that might 
allow attackers to alter their configura-
tions.

As is the case with industrial security, 
connectivity is a  critical aspect. In this 
sense, it can be argued that the security 
level of wireless connections is often very 
low, and that the medical equipment in-
dustry continues to put off the inclusion 
of security mechanisms on their devices.
For these reasons, medical devices are 
considered an easy target, as they feature 
outdated applications with insufficient 
security. The large majority of networked 
biomedical devices do not enable modi-
fications and do  not support third-par-
ty-vendor authentication agents, mak-
ing them vulnerable to access via web 
browsers.

→ 
The healthcare sector 
should be more 
aggressive in its 
defense planning, and 
should adopt a faster 
pace in assessing risks.
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http://www.healthcareitnews.com/news/report-healthcare-state-security-mixed-bag
http://www.healthcareitnews.com/news/report-healthcare-state-security-mixed-bag
http://www.ponemon.org/blog/cost-of-data-breach-grows-as-does-frequency-of-attacks
http://www.ponemon.org/blog/cost-of-data-breach-grows-as-does-frequency-of-attacks
http://media.scmagazine.com/documents/121/healthcare_privacy_security_be_30019.pdf
http://media.scmagazine.com/documents/121/healthcare_privacy_security_be_30019.pdf
http://media.scmagazine.com/documents/121/healthcare_privacy_security_be_30019.pdf
http://www.welivesecurity.com/2013/06/14/fda-issues-cyber-attack-warning-over-300-medical-devices/
http://www.welivesecurity.com/2013/06/14/fda-issues-cyber-attack-warning-over-300-medical-devices/
http://www.welivesecurity.com/2013/06/14/fda-issues-cyber-attack-warning-over-300-medical-devices/
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In 2015, security researchers found vulner-
abilities in critical medical systems which 
put them at risk of being exploited by 
attackers. In the report detailing their re-
search, they say they were able to access 
Internet-connected devices, and that 
they accessed the network of a  United 
States health provider and found up to 
68,000 medical systems and equipment 
with vulnerabilities that were exposed to 
attacks.

This is why the healthcare sector should 
be more aggressive in its defense plan-
ning, and should adopt a  faster pace in 
assessing risks, to guarantee that funds 
are well invested and that resources and 
assets are well protected. Ideally, risk as-
sessments should be carried out continu-
ously rather than periodically. This helps 
to guarantee that new assets, as well as 
physical and digital strategies and de-
fenses, are promptly included in business 
plans and incident response plans.

▸	Record theft:
	 more than just exposed data

Successful attacks exploiting the flaws 
discussed so far allow cybercriminals to 
gather a wealth of information, especially 
from the healthcare industry, such as pa-
tients' names, health insurance numbers, 
telephone numbers, home addresses, 
email addresses and other personal data. 
However, even more critical data can be 
breached, such as medical records con-
taining diagnoses and medication de-
tails. This information is very valuable to 
attackers, and if stolen, it can be sold for 
profit, along with the personal data men-
tioned above, on a much more specialized 
black market.

Regardless of where the information is 
obtained – whether it is openly-available 
data that was published online or very 
specific information stolen from medical 
records – if criminals manage to harvests 
a  large amount of information, they can 
sell it and even steal victims' identities 
to commit various crimes such as creat-
ing false IDs, opening bank accounts and 
applying for credit cards, committing tax 
fraud, and even using the data to reply to 
security questions in order to access on-
line accounts, thus taking the threat to 
new digital horizons.

Clearly, the benefits of the Internet and 
wireless networks are very appealing to 
the healthcare industry. Above all, they 
provide the user with immediate access 
to a treasure trove of information about 
patients' medical records from any loca-
tion with an Internet connection. How-
ever, these are very sensitive data, and it is 
essential not only to have smart protec-
tion systems on the devices that hold or 
access them, but also to add further bar-
riers such as encryption and multi-factor 
authentication, as well as sound network 
segmentation and reliable incident recov-
ery strategies.

▸ Focusing on security 
to prevent intrusion

Analysis of these cases makes it clear that 
there is still much to do to raise aware-
ness and provide education on informa-
tion security in private and public sector 
organizations. Attackers are always look-
ing for ways to access a system through 
any kind of gate that is left open, and once 
they have managed to trespass the lim-
its, they can not only steal information, or 

→ 
Medical devices 
are considered an 
easy target, as they 
feature outdated 
applications with 
insufficient security.
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https://ics-cert.us-cert.gov/alerts/ICS-ALERT-13-164-01
https://ics-cert.us-cert.gov/alerts/ICS-ALERT-13-164-01
http://www.pcworld.com/article/2987813/thousands-of-medical-devices-are-vulnerable-to-hacking-security-researchers-say.html
http://www.pcworld.com/article/2987813/thousands-of-medical-devices-are-vulnerable-to-hacking-security-researchers-say.html
http://www.pcworld.com/article/2987813/thousands-of-medical-devices-are-vulnerable-to-hacking-security-researchers-say.html
http://www.eset.com/us/products/secure-authentication/
http://www.eset.com/us/products/secure-authentication/
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→ 
The systems handle 
truly sensitive 
information, which 
explains the criticality 
of the associated risks 
and the great impact 
in case of vulnerability 
or failure.
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compromise equipment so as to upload 
data to a malicious network and misuse 
it at will, but they can also alter the func-
tioning of industrial equipment for im-
proper purposes.

In an effort that illustrates the focus on 
the protection of critical infrastructure, 
the National Science Foundation in the 
United States awarded Texas Chris-
tian University (TCU) approximately USD 
250,000 in funding to help it come up with 
effective measures that will protect medi-
cal devices from cyberattacks. Similarly, 
the European Union Agency for Network 
and Information Security (ENISA) has re-
vealed that it will be looking to focus on 
developing good practices when it comes 
to 'emerging smart critical infrastructure' 
in 2016.

The industries that use these systems 
with major security flaws are ones that 
provide essential services to the popula-
tion. Their infrastructures include water 
treatment, electric power generation 
and distribution, natural gas distribution 
plants, and even medical record database 
facilities. Their systems handle truly sensi-
tive information, which explains the criti-
cality of the associated risks and the great 
impact in case of vulnerability or failure.

Although some changes that improve se-
curity have been introduced in many of 
these industries, there is still a long way to 
go in the various sectors. The number of 
attacks against this kind of infrastructure 
will rise by 2016 unless protection actions 
continue to be taken at a fast pace, and 
that is why all activities related to infor-
mation security in these sectors will con-
tinue to gain prominence as a key man-
agement factor.

http://www.welivesecurity.com/2015/11/03/medical-device-cybersecurity-research-boost/
http://www.welivesecurity.com/2015/11/03/medical-device-cybersecurity-research-boost/
http://www.welivesecurity.com/2015/11/03/medical-device-cybersecurity-research-boost/
http://www.welivesecurity.com/2015/10/28/enisa-invest-emerging-smart-critical-infrastructure-security/
http://www.welivesecurity.com/2015/10/28/enisa-invest-emerging-smart-critical-infrastructure-security/


10

Laws 
and regulations: 

▸	 Meeting standards and better security practices
▸	 Laws protecting personal information 

around the world
▸	 Information Security: an effort shared between 

governments, companies and users

Author
Miguel Ángel 
Mendoza



56

LAWS AND REGULATIONS10

Compliance is considered essential for the 
achievement of goals in the management 
of security information. It can be defined 
as conformity with previously established 
requirements that are applicable to the 
companies, according to their functions 
and characteristics, which is why it is vital 
to satisfy these requirements. Among the 
set of conditions that organizations are 
looking to cover, we can list specifications 
imposed in the areas of politics, standards, 
laws or regulations.

In information security it is mandatory 
to comply with some requirements: for 
example, legislation focused on protect-
ing the personal information of users or 
companies’ clients. In the same way, or-
ganizations commit to the protection of 
their own information and also, with third 
parties, comply with security regulations 
that have been adopted voluntarily.

So, it does not matter if it is a public or 
a  private organization, a  big or a  small 
one, for-profit or not: the sensitive in-
formation that they process, archive or 
transmit requires protection measures 
that can be established by their own ini-
tiative or by any interested party: suppli-
ers, partners, clients or the government.

Lack of data protection has played a large 
part in the big information leakage stories 
of the past year, such as those concerning 
Sony, Ashley Madison or Target. The per-
sonal information of users and the com-
promising of the companies' systems are 
very important issues and will continue to 
be in the future.

The requirements codifying the rules 
must be fulfilled in order to satisfy basic 
security necessities, which are established 

according to the value of the information. 
Among these requirements, the most rel-
evant issues in recent years are related 
to the laws that protect information and 
adopt and mandate security standards.

▸	Meeting standards and 
better security practices

Organizations can adopt regulations ei-
ther as a  personal initiative in the inter-
ests of data protection or in order to fulfil 
a  contractual or regulatory requirement. 
In the same way, there are reference 
frameworks or standards that support 
and certify the security measures adopted 
and adapted in companies.

One reference in security issues still is 
ISO/IEC 27001, a  standard used interna-
tionally to provide a model for establishing 
and maintaining an Information Security 
Management System (ISMS). It repre-
sents the experience of experts in security 
standards. Since it is an open document, 
everyone can read the documentation; its 
implementation must be done according 
to the characteristics, necessities and con-
ditions of each organization, no matter 
what their activities are.

The structure of the standard is reduced to 
two basic issues: the requirement clauses 
for an organization to work in alignment 
with an ISMS, a  system for managing 
information security, and a set of objec-
tives to control the security, which con-
siders different approaches for protection. 
Based on that, companies can manage 
the risks associated with the information.
In accordance with this principle, organi-
zations have aligned themselves with the 
guidelines and good practices defined in 

→ 
Organizations can 
adopt regulations 
either as a personal 
initiative in the 
interests of data 
protection or 
in order to fulfil 
a contractual 
or regulatory 
requirement.

http://www.iso.org/iso/home/standards/management-standards/iso27001.htm
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ISO/IEC 27001. Since the publication of the 
2005 version, and with its update in 2013, 
the number of certificates granted has 
grown every year. (Graph 13) 

According to a study by the International 
Organization of Standardization (ISO), in 
2014 there were 23,972 ISO/IEC 27001certifi-
cates granted around the world, represent-
ing an increase of seven percent compared 
to the previous year. Compared with the 
preceding years, ISO/IEC 27001 experi-
enced a slight slowdown in growth.

Japan heads the list of countries in the in-
formation security sector with 7,181 certifi-
cates, although the UK also occupies an 
important place and had the most signifi-
cant growth in absolute terms, with 2,261 
certificates obtained in 2014; in the third 
place was India, with 2,170.

On the basis of these results, it is obvi-
ous that there is a trend towards increas-
ing certification around the world in re-
cent years, but it is also true that there is 
a need for more effort, considering that, 
for example, there are serious gaps be-

tween the countries.

The following map shows the quantity 
of certificates obtained by each country. 
(Graph 14) 

Although a  certificate by itself doesn't 
guarantee that an organization is im-
mune to threats, certification is proof 
that actions related to the protection 
of information are being undertaken. 
It shows that the management of risks 
and security is being considered at 
a high level within the organization, ful-
filling three very important aspects: cor-
porate governance, risk management, 
and compliance (GRC).

▸	Laws protecting personal 
information around 
the world

Another compliance issue is related to the 
laws pertaining to protection of personal 
information. Privacy has acquired more 
relevance and visibility over the years, 
since the appearance of the right to pri-

10 Laws and regulations

ISO/IEC 27001 certificates around the worldGraph 13

Source: ISO

http://www.iso.org/iso/iso_survey_executive-summary.pdf?v2014
http://www.iso.org/iso/iso_survey_executive-summary.pdf?v2014
http://www.iso.org/iso/iso_survey_executive-summary.pdf?v2014
http://www.iso.org/iso/home/standards/certification/iso-survey.htm?certificate=ISO/IEC%2027001
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vacy as part of the Declaration of Human 
Rights, which affirms says in Article 12: 'No 
one shall be subjected to arbitrary inter-
ference with his privacy, family, home or 
correspondence, nor to attacks upon his 
honour and reputation. Everyone has the 
right to the protection of the law against 
such interference or attacks.'

With the growth of new information 
technologies, more and more informa-
tion is in digital format, which represents 
more challenges that demand a  balance 
between the right to privacy of the indi-
viduals and the manipulation of the infor-
mation by third parties, as a result of the 
use of technology.

This refers to any type of information that 
is concerned and associated with a  per-
son and that allows the identification, 
characterization and determination of 
the individual's activities, private or public. 

Each individual owns his or her personal 
information and decides to share it or not, 
as well as the way in which it should be 
treated by the entities that have access to 
it.

Among personal information we include 
data that identifies the person (Personally 
Identifiable Information) or allows com-
munication with the principal: information 
related to employment, physical charac-
teristics such as appearance, anatomy or 
traits of the person. It is also considered 
to include information related to training 
and professional activities, their property 
and their biometric information.

In addition, other information could be 
important, such as the information that 
involves the individual's personal value 
system. Its misuse could lead to a negative 
impact, such as discrimination. This type 
of information includes aspects like ethnic 

ISO/IEC 27001 certificates around the worldGraph 14

source: http://www.iso.org/iso/home/standards/certification/iso-survey.htm
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http://www.un.org/en/universal-declaration-human-rights/
http://www.un.org/en/universal-declaration-human-rights/
http://www.un.org/en/universal-declaration-human-rights/
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origin, health, religious beliefs, sexual pref-
erences, affiliations and political opinions.

This is the reason why international or-
ganizations urge countries to legislate on 
these aspects. According to a  study con-
ducted at the end of 2014, more than 100 
countries had adopted laws governing 
privacy and the protection of information 
in the possession of governments and pri-
vate companies. The map below shows 
the countries that have this kind of law 
and the ones that have pending initia-
tives for the adoption of such legislation..
(Graph 15) 

Different protection initiatives have tend-
ed to incorporate the protection of per-
sonal information rights afforded by the 
laws and rules developed in different parts 
of the world, as such protection is consid-
ered – in theory, at any rate – a universal 
right that offers people the power to con-

trol their personal information.

Another driving force behind laws relat-
ing to the protection of information is 
business. Privacy has become a  neces-
sary condition for trade between coun-
tries. Non-compliance with the rules 
could mean the loss of business oppor-
tunities. International trade agreements 
that consider the protection of personal 
information urge countries that sign up 
to them to legislate in this area.

One example is the principles of safe har-
bor privacy, established in 2000, which 
affirmed a framework for the recompila-
tion, use and retention of personal infor-
mation transferred from European Un-
ion member states to the USA as being 
in compliance with the European Union's
Data Protection Directive. This directive 
forms much of the basis for data pro-
tection legislation in the EU, and this af-

Privacy and data protection laws around the worldGraph 15

Source: http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1951416
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http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1951416
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1951416
http://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:31995L0046
http://papers.ssrn.com/sol3/papers.cfm%3Fabstract_id%3D1951416
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firmation was the basis for exchange of 
data between the US and the EU.

However, last October 6th, the agree-
ments of safe harbor were declared no 
longer valid by a  European court, since 
the European Court of Justice considered 
that it has flaws because it had allowed 
the authorities of the US government to 
have access to the information of Eu-
ropean citizens exceeding the scope of 
the Data Protection Directive and other 
regulations still under discussion at time 
of writing.

The court's declaration includes the 
statement that "legislation permitting 
the public authorities to have access 
on a generalized basis to the content of 
electronic communications must be re-
garded as compromising the essence of 
the fundamental right to respect for pri-
vate life."

▸	Information Security: an 
effort shared between 
governments, companies and 
users

Compliance with rules and regulations is 
necessary if organizations are to achieve 
their objectives, and remain aligned with 
requirements made voluntarily or by an 
interested party.

It is possible to forecast that the adop-
tion of information protection measures 
as a way of self-regulation will remain in 
force, especially if we consider that the 
constant development of threats and 
the continuous identification of vulner-
abilities determine the dynamic nature 
of the risks associated with information 
storage and processing. These last fac-
tors, which could be considered “exter-
nal” to the interests of organizations, are 
the ones that could weigh in favor of the 
decision to adopt and comply with the 
rules, given the importance that personal 
information has nowadays.

In addition, privacy will continue to be 
crucial to conducting business in the 
coming years if we consider that the 
exfiltration of information we have seen 
in recent years. The information of citi-
zens and of the world in general, con-
tinues to reverberate in the sphere of 
international relationships. Here we find 
another factor that could continue to 
push public and private organizations 
toward the adoption and fulfillment of 
privacy protection rules and legislation: 
the pressure that could be exerted by in-
dividuals towards the protection of their 
personal information.

The importance now afforded to laws 
or standards shows us the relevance 
that information security continues to 
acquire, if it is associated with the pro-
tection of information and its privacy. 
To achieve those objectives requires the 
participation of governments that are 
interested in legislating security-driven 
issues and promoting the creation of in-
stitutions entrusted with the making and 
fulfilment of laws enforcing those objec-
tives.

→ 
It is possible to 
forecast that 
the adoption 
of information 
protection 
measures as a way 
of self-regulation 
will remain in 
force, especially 
if we consider 
the constant 
development 
of threats.

COMPLIANCE 
WITH RULES AND 
REGULATIONS 
IS NECESSARY IF 
ORGANIZATIONS ARE 
TO ACHIEVE THEIR 
OBJECTIVES

10 Laws and regulations

http://www.export.gov/safeharbor/eu/eg_main_018475.asp
http://www.export.gov/safeharbor/eu/eg_main_018475.asp
http://www.welivesecurity.com/2015/11/12/continuous-vulnerability-assessments-necessary/
http://www.welivesecurity.com/2015/11/12/continuous-vulnerability-assessments-necessary/
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On the other hand, it is also necessary 
that companies process user information 
within the framework of regulations, 
standards, legislation and rules; that us-
ers participate by acting in accordance 
with the application of good security 
practices; and, finally, that companies 
and organizations regard as one of their 
principal aims the preservation of the 
confidentiality, integrity and availability 
of such information.

THE IMPORTANCE NOW 
AFFORDED TO LAWS OR 
STANDARDS SHOWS US 
THE RELEVANCE THAT 
INFORMATION SECURITY 
CONTINUES TO ACQUIRE, IF 
IT IS ASSOCIATED WITH THE 
PROTECTION

10 Laws and regulations
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THREATS TO KIDS ON THE WEB11
The relationship between minors and 
computers has in recent years become 
a  full-time and, in some cases, depend-
ent one. Whereas just a  few years ago 
"being online" represented specific seg-
ments of time scattered throughout a life 
lived mostly offline, children today almost 
"live online". In the digital world, its young 
inhabitants use computing devices from 
a very early age; smartphones, tablets and 
computers are used daily, allowing young 
people to not only stay connected, but 
to "live" on the Internet. Their social life is 
split between what is done in the physical 
world and their intense life in the digital 
world. 95% of adolescents use the Internet 
through social networks, where they share 
dialogue and information, generally inter-
act with their friends and also, perhaps, 
with their not-quite-friends.

In addition to social networks, tools such 
as WhatsApp, online games and other 
portals enhance the use of the Internet 
for communication, and the type of data 
consumed and shared. In the same way, 
the number of portals and communities 
for minors has grown and many of these 
have paid features and services, so there 
is a financial risk associated with the use 
of credit cards in connection with children 
and teenagers.

How prepared are adults to handle this 
situation? The digital gap between parents 
and children has increased in recent years. 
Surveys show that 50% of parents do not 
know what their children do  on the In-
ternet, and one in every ten children says 
that their parents do not know about the 
technologies they use.

In this context, cyber attacks against mi-
nors on the Internet are confirmed as 
a significantly growing trend, and attacks 
on the Internet privacy of minors emerge 
as a  risk based on three pillars: personal 
data, financial data, and sexuality..

▸	Privacy and sexting

Privacy on the Internet can be defined as 
the power exercised by users to control 
access to their information by limiting the 
extent of that access according to what 
they authorize, and to whom. This in-
cludes personal information, photos, files, 
and so on. When it comes to minors, ef-
fective control requires skills that children 
do not yet possess, such as social aware-
ness of the risks associated with sharing 
certain information; that awareness de-
velops (in the best cases) during adoles-
cence or adulthood.

Both social networks and games with so-
cial features (chats, interaction, friendships 
and so on) that are targeted towards child 
audiences are environments in which the 
malevolent can deceive minors, and thus 
access their data or information through 
social engineering manipulation.

On the other hand, children often share 
their own information with others with-
out being aware of the wide range of 
people it might reach. A clear example of 
the latter is sexting, a  term that means 
voluntarily sending sexually explicit con-
tent through digital channels. It is a com-
mon practice among young people and is 
observed among large groups of adoles-

→ 
How prepared are 
adults to handle 
this situation? 
The digital gap 
between parents 
and children 
has increased in 
recent years.

http://www.lanacion.com.ar/1845037-los-padres-el-eje-de-una-encuesta-sobre-la-web
http://www.lanacion.com.ar/1845037-los-padres-el-eje-de-una-encuesta-sobre-la-web
http://www.lanacion.com.ar/1845037-los-padres-el-eje-de-una-encuesta-sobre-la-web
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cents. The surveys quoted above suggest 
that at least 25% of children interviewed 
have at some time sent or published 
nude or semi-nude photos electronically. 
Moreover, more than half of young peo-
ple claim to have seen private images that 
were not intended for them.

Often these materials, which originally 
were explicit content shared between 
two people, are passed on to a less limited 
group of people, without thought being 
given to the potential for them going vi-
ral. The mainstream platforms involved in 
this behavior are applications for smart-
phones such as WhatsApp, Kik, Snapchat 
or Twitter.

▸	Grooming

Grooming is one of the crimes whose 
impact on children has grown on the 
web in recent years. It is the deliberate 
manipulation of a minor by an adult via 
the Internet aimed at culminating in ac-
tions of a sexual nature, such as sending 
explicit photographs or performing sex-
ual actions in front of a web camera. In 
other cases, this action is a precursor to 
initiating a  physical encounter with the 
minor.
The adult usually pretends to be of 
a  similar age when they make online 
contact with the minor, in order to earn 
the friendship of the victim, thus creating 
an emotional connection. That is, they 
create enough empathy in order to re-
duce the child's inhibitions.

In many cases, once certain material has 
been obtained, the criminal may attempt 
to blackmail the minor by threatening to 
share the explicit content among their 
friends and relatives if they do not con-

tinue complying with the requirements 
of the “groomer”.

This type of problem, although not new 
in offline crime, has begun to emerge 
also in the digital world, where it's easy 
for the attackers to exploit their own an-
onymity, steal the identity of the victim, 
and work on many potential victims at 
the same time. In the majority of cases, 
communication starts on social net-
works and then extends in some cases 
to the physical world; thus leading in ex-
treme cases to situations linked to pedo-
philia or child rape.

The groomers can be men or women 
of any age and any economic or social 
stratum. The process often starts online 
and on many occasions, the attacker in-
vests considerable time during this cycle: 
building trust with the minors; repeat-
edly changing identities, giving gifts, or 
simply spending time with them in a vir-
tual community or online gaming envi-
ronment.

▸	Cyberbullyng

The same lack of control that minors 
exhibit on the Internet may extend to 
difficulties in identifying a  reasonable 
criterion when publishing content, not 
only around privacy, but also around 
aggressive or violent content.

Harassment is referred to as cyberbully-
ing through computer-borne traffic such 
as social networks, chat, email, or web 
sites. It consists of annoying, threaten-
ing, humiliating or harassing a  person 
using such means. The most common 
forms are the spread of false rumors, 
humiliating videos or photos, and the 

http://mattica.com/sexting-al-limite-de-la-pornografia-mattica/
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creation of profiles or sites promoting 
physical or psychological assault against 
the victim. It may also happen that the 
aggressors impersonate other people in 
order to say nasty things or to threat-
en the victims with publication of their 
personal information. Generally, those 
affected are vulnerable people who are 
seen as "different" by those who victim-
ize them. Cyberbullying expands virally 
on the web and is difficult to stop. For 
this reason, it is particularly invasive and 
harmful.

Many years ago, harassment was only 
conducted in person at school or in 
clubs, but since the emergence of cy-
berbullying, this harassment is more 
constant and traumatic for children be-
cause it can be kept going and spread 
even further over the Internet and social 
networks throughout the day.

Although it is not a  practice unique to 
minors, cyberbullying is more difficult to 
control in this segment of the popula-

tion. Additionally, attacks may remain 
in cyberspace for a  long time, so they 
affect those who suffer them over the 
long term.

According to the results of a  survey 
conducted by ESET Latin America, so-
cial networks are the most likely place 
to find this kind of incident, with instant 
messaging in second place, especially 
via mobile devices. (Graph 16)

According to this survey, 42% of the peo-
ple surveyed know someone who has 
encountered this type of threat over the 
Internet, and 80% of those affected were 
in the age range of 11 to 18 years, which is 
already curious since Facebook, for exam-
ple, only allows people older than 14 years 
old to create accounts. (Graph 17)

Without being specifically a  computer 
threat, cyberbullying is already becoming 
one of the main risks to minors on the 
Internet and this trend will deepen in the 
next few years.

Places where cyberbullying actions were seenGraph 16

Source: ESET Latinoamérica
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children's behavior or mood. If a child 
exhibits sudden sadness, a  decline in 
school performance or desire for solitude, 
it is necessary to talk in confidence to un-
derstand what it is happening, since he/
she could be a victim of any of the situ-
ations described above. In this context, 
addressing the child's digital social life in 
these dialogues is essential for a correct 
understanding of any such issues that 
might be emerging in their lives.
Moreover, parental control applications 
(for both desktop and mobile environ-

▸	Law and social contract 
as prevention

The big challenge that adults now face 
is how to become aware of these types 
of incident when they occur among chil-
dren; it is therefore advisable for spe-
cialists to pay attention to changes in 

Age range of cyberbullying victims

Do you know any law in your country that 
penalizes these acts?

Graph 17

Graph 18

Source: ESET Latinoamérica

Source: ESET Latinoamérica

ments) are becoming an indispensable 
tool for adults, due to the increasing use 
of technology by children.

Unfortunately, the trend tends to be to-
wards an increase in the problems al-
ready mentioned. According to 75% of 
those surveyed by ESET in Latin America, 
this type of problem occurs frequently; 
nevertheless, a sizeable proportion of the 
population is unaware of laws punishing 
these types of acts.

In this context, it is essential not only to 
continue creating laws to give support 
and protection to minors affected by 
such incidents in the online world, but 
also to promote and raise awareness of 
these laws.

Such legislation must be accompanied 
by "home rules"; that is, social stand-
ards. Fathers and mothers at home, and 
teachers and principals at educational 

YesNo
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Between 16 and 18 years old inclusive; 36.9%

6 years old or less; 1.5%

Between 7 and 10 years old; 18.5%

Between 11 and 15 years old; 43.1%

Yes

No

http://www.eset.com/us/products/smart-security/
http://www.eset.com/int/home/products/parental-control-android/
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institutions should promote awareness 
of such standards by encouraging the 
use of the Internet in an orderly fashion, 
with clear rules and guidelines.

For example, the non-profit organiza-
tion Securing Our eCity proposes the use of 
an Internet Contract, so that parents talk 
with their children about these issues and 
make basic agreements about the use of 
computers, mobile phones, the Internet, 
and technology in general.

One of the biggest concerns among 
adults about this topic is how they can 
monitor minors in social networks and 
online games. Communication and 
awareness form the first barrier of de-
fense for dealing with this kind of abuse, 
and so it is of vital importance to encour-
age discussion periodically between chil-
dren and adults, with the aim of narrow-
ing the generation gap and so that at the 
first hint of doubt or suspicion, minors 
can alert their parents. It is essential to 

deal with the notion of anonymity and 
false identity on the web, by explaining 
how easy it is to generate a profile with 
false data.

Ultimately, awareness between adults 
and minors will be essential to better ad-
dress these issues as these disquieting 
trends continue to grow.

ULTIMATELY, AWARENESS BETWEEN ADULTS AND MINORS 
WILL BE ESSENTIAL TO BETTER ADDRESS THESE ISSUES AS 
THESE DISQUIETING TRENDS CONTINUE TO GROW

11 Threats to kids on the web

http://securingourecity.org/wp-content/themes/soec2013/pdf/InternetUseContract_20130607.pdf
http://securingourecity.org/wp-content/themes/soec2013/pdf/InternetUseContract_20130607.pdf
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2016: THE SECURITY CHALLENGE12
Throughout the preceding sections of this Trends Report by the ESET Research 
Laboratories, we have reviewed and discussed the problems, events and challenges 
that information security will have to face in 2016 and the years to come. In an in-
creasingly dynamic and challenging situations, individuals and businesses will need 
to undergo regular training in order to protect their information properly.

It is a fact that attacks are growing more 
sophisticated. Protecting a  company's 
information and data seems to be an 
arduous and complicated task, and find-
ing trained personnel willing to combat 
continuing attacks gets more difficult all 
the time. However, though it seems to be 
an uphill struggle, at ESET Research Labo-
ratories we believe that it is possible to 
protect individuals and businesses, and 
that technology, management and edu-
cation, combined together, are key fac-
tors for security. 

As we have stated, technological ad-
vances bring new possibilities for indi-
viduals and for businesses. And cyber-
criminals are well aware of this fact. 
Given that technology affects so many 
aspects of everyday life, insecurity could 
be "everywhere". Consequently, at ESET, 
we believe instead that security should 
be everywhere, and insecurity banished. 
And therein lie the challenges for busi-
nesses, governments and individuals. 

The challenges for the future are not im-
possible to accept: the fact that in 5 years 
there will be 25 billion devices connected 
to the Internet, according to Gartner, does 
not mean that users must become para-
noid about their privacy and information 
security. As well as needing to continue 
investing in security, companies will have 
to assess the technologies they use to 
detect and eliminate the threats from their 
networks. The implementation of layers of 
protection, or technologies able to detect 
an attack in its various stages, to mini-

mize the exposure to cases of informa-
tion leakage and data hijacking, to reduce 
the exposure gap and the response time 
of each incident – all these factors need 
to be considered. 

Employees’ ability to detect possible 
attacks, which occur mainly through 
emails, helps to reduce the time need-
ed for the identification of such attacks. 
This ability is not possible, though, with-
out education and training in informa-
tion security. However, this will not be 
developed if the organization does not 
see user involvement in security as an 
important aspect of its business. In oth-
er words, if the company does not care 
about the education of its employees 
and the correct implementation of pro-
tection technologies, it will be a lot more 
vulnerable to cyberattack. 

Based on what we expect to see in the 
future, it is important to stress that infor-
mation security does not wholly depend 
on advances in cybercriminals' attack 
methodology, but also on the measures 
taken by individuals, governments and 
companies to defend their information, 
systems and infrastructure. Indeed, each 
group has to accept the challenge and 
assume responsibility for improving and 
maintaining information security.

There are different challenges for the 
years to come: from users' demands for 
higher levels of security and privacy, the 
importance of keeping children safe on 
the Internet, and the actions that secu-

http://www.welivesecurity.com/2015/10/07/global-cost-cybercrime-continues-rise/
http://www.welivesecurity.com/2015/10/07/global-cost-cybercrime-continues-rise/
http://www.welivesecurity.com/wp-content/uploads/2014/11/AVAR2014-Harley-Bortnik.pdf
http://www.welivesecurity.com/wp-content/uploads/2014/11/AVAR2014-Harley-Bortnik.pdf
http://www.gartner.com/newsroom/id/2905717
http://www.welivesecurity.com/2015/09/23/global-information-security-spend-grows-5-2015/
http://www.welivesecurity.com/2015/09/23/global-information-security-spend-grows-5-2015/
http://www.welivesecurity.com/2015/04/15/apt-protect-multi-layered-detection/
http://www.welivesecurity.com/2015/04/15/apt-protect-multi-layered-detection/
http://www.welivesecurity.com/2015/10/13/millennials-need-assurance-online-data-security/
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rity agencies should take to combat cy-
bercrime, to the implementation of mil-
lions of new devices that interconnect 
the lives of individuals, businesses and 
governments. Security software com-
panies, protection technologies and the 
education of consumers and end-users 
will play major roles in the understand-
ing, analysis and protection of the most 
diverse technologies. 

The role of the user is becoming more 
important and this is a  trend that will 
continue to grow. For some years now, 
users have been demanding that com-
panies provide more and better security 
to protect their data and information. 
But beyond these demands, it is more 
important to educate individuals about 
Internet security and how to be protect-
ed. In other words, users can no longer 
be indifferent towards their information, 
since most of it is stored in different digi-
tal formats and in many different places 
far beyond the borders of their own sys-
tems. In 2016 and the years to follow, us-
ers will have to play a more active role 
regarding their own security, by continu-
ally learning to protect their data as well 
as relying on the protection afforded by 
software security companies and the 
services they use. 

Companies will have to base their strat-
egies on three pillars: technology, man-
agement and education of employees. 
That said, the roles of the state and the 
security agencies should be stressed as 
well, in terms of passing laws that serve 
to encourage the secure evolution of 

→ 
2016 will be a most 
challenging year. 
We must face it 
with a proactive 
attitude of security 
awareness.

new technologies, defining standards 
and rules that promote respect for users' 
privacy, and ensuring that services and 
infrastructure continue to serve to facili-
tate countries’ development. In addition, 
investment in research and development 
into new technologies must be accompa-
nied by a security plan that assesses and 
describes the security measures to follow.

Therefore, with a larger potential attack 
surface and new vulnerabilities emerging 
in widely-used technologies, the great-
est challenge for 2016 will be to focus on 
protecting networks, Internet access and 
the way in which devices are intercon-
nected. From the router that provides 
access to the Internet in the home to 
the infrastructure of the most modern 
cities, the best security practices should 
be applied to protect data, information 
and privacy. This is collaborative work 
that requires more active participation 
from users, companies with a critical un-
derstanding of information protection 
and a  proactive role in security strat-
egy, and governments promoting eco-
nomic development while ensuring the 
establishment of (and compliance with) 
standards, so that both companies and 
individuals will be protected in the event 
of a cyber incident. 

2016 will be a most challenging year. We 
must face it with a proactive attitude of 
security awareness.  We must take ac-
count of all the aspects of security pre-
sented in this report; we must focus on 
all the new devices that will come onto 
the scene in the near future.
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