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Interview with Dr. Paul Vixie

ESET security evangelist Tony Anscombe sat down with Internet pioneer and Farsight Security CEO

Dr. Paul Vixie, who co-invented some of the services that are central to the internet’s fabric, to discuss
a range of issues that affect the global internet today. Here's the transcript of the entire interview.
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I'm sitting here with Dr. Paul Vixie, who's an internet pioneer, and currently
the chairman, CEO and co-founder of Farsight Security Inc. Dr. Vixie

was inducted into the Internet Hall of Fame in 2014 for his significant
contributions to work related to the Domain Name System (DNS) since
1989. This includes the invention of many of the monitoring and filtering
capabilities now used by nearly all DNS services and anti-spam technologies.
Hello Dr. Vixie!

So, Dr. Vixie, you're presenting at AVAR later this year. Now, AVAR has been
taking place for some 20 years, along the way marking, in a fashion, the
internet’s evolution. What's on your mind ahead of delivering the keynote at
this year's AVAR?

Right, okay, that's a jolly interesting use of plumbing. What do you think: a
big blockage is on its way?
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And there’'s something we don’t want to happen! So, given the growth in the
Asia-Pacific area, how do you see the evolution of the internet in that region?

Yeah, they've probably not had some of that legacy either; the internet
started more in the West, so they've kind of had that leapfrog effect.
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Yes, | still have copper at home, | kind of enjoy that circle thing when I'm
streaming video! Yeah, | thought that was actually part of the program!

So, this year's theme at AVAR is hacker vs counter-hacker, from retribution
to attribution: what role does DNS, or better DNSSEC, have to play in this
most serious of games? Do you think researchers, developers and educators
generally pay enough respect to the fact that DNS underpins so much of the
function of the internet, and more importantly internet security?
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Yeah, | mean, if you take a standard enterprise company, do you think
some of the attacks against DNS infrastructure have helped bring it to the
awareness of a board level in enterprise companies where DNS would have
probably been an IT acronym they would never have heard of?

Okay, so a new, a more collaborative approach to cyber security seems to

be afoot, I'll give you an example, I'm from ESET and we contribute to the
MITRE ATT&CK framework, and also we've provided 10C detections from EDR
solutions and domain name system protection services, to build use cases and
get feedback on products and data. Do the wider shifts favoring a collaborative
approach to cybersecurity strike you as a boon for the security industry?
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Yeah, an interesting point comes from what you've just said: we all compete,
in the security industry a lot of us compete with each other, but at the end

of the day the people that work in all these companies have a common

goal, and that's actually to provide the protection of the systems, and a safer
internet, a safer environment for communications to happen. So | think that's
areally valuable point just to highlight.

Yes, absolutely, and | think that's one of the things | value within the security
industry is the collaboration across the board. So you've co-founded SIE
Europe, an organization that aims to secure the digital economy via the
collection, aggregation and sharing of data, without personally identifiable
information. However, profiting from data, which until data protection
regulations with teeth and low-cost high-return gambit, has become a

wide-spread business model. How can SIE Europe and other parties protect

the wider digital economy while in some way undermining the gold rush
taking place around data collection that is with the tens of billions of dollars,
certainly in the US.
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Yes, | love that analogy, the walls and roads, that's a very visual way of
thinking about it. Yeah, spam continues to be an interesting issue. | think |
actually receive more spam than | do good email in my personal inbox these
days, but maybe that's just because I've subscribed to too many things. Now,
with stronger hints at both government and business seeking to carve up
the World Wide Web into regional internets, firewalled environments etc.,
how far have we stepped away from a free and global internet? As for the
perceived trade-offs, restrictions for better, more perceived security: are
there other ways forward?
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Yes, well | think there’s two sides to that isn't there? There's the nation-state
piece and the much bigger picture, but I'm going to get back to your analogy
of the girl scout selling her cookies. The danger is of course, the internet is

a monetization pit for cybercriminals and people wishing to make money in
the wrong way. Unfortunately, they're dressing as the girl scout and selling
their cookies, which have unfortunately gone past their expiry date, they're
not good cookies. | think it's a big challenge, of how you validate somebody’s
identity on the internet going forward to make sure that it's the right person
that you're dealing with.
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Yes, it's interesting, maybe there’s some type of solution there that your
identity is never transmitted, but trusted.
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Yeah, so DNS, security, filtering, there are a lot of points of intersection
around how users may leverage the World Wide Web in the future. Amongst
the points that you would like to drive forward at AVAR, is there any
homework you'd like to see researchers and AVAR's attendees do to prepare
for your discussion?

So, for the attendees of AVAR, Dr. Vixie did just set you homework, so I'm sure
he'll be marking your attendance and whether you've diligently done your
homework! So how do you see the increasing push of recursive domain name
servers, RDNS, away from customer networks and towards ISPs and then over
the internet affecting concerns over loss of privacy? Has this very process been
a key driver into pushing us into the current situation with GDPR and CCPO?

Interview with Dr. Paul Vixie


https://www.darkreading.com/vulnerabilities---threats/benefits-of-dns-service-locality/a/d-id/1333088
https://www.darkreading.com/vulnerabilities---threats/benefits-of-dns-service-locality/a/d-id/1333088

Yes, yeah, | like your discussion there of: If you're not paying for something,
then you're probably the product. It's something I've told my son for many
years, especially when you're downloading apps on phones, because
sometimes it's not always obvious how the app vendor is actually being paid.
Do you see a time where, with this growth of privacy legislation coming
across many places in the world, do you see a time where actually consumers
will understand what their data is valued at? And maybe see how to trade
their data in that way?
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Yeah, | think a lot of the world is, you have CCPA coming here in California,
you have legislation in Chile coming, you've got legislation in Australia, and
Canada have got their anti-spam laws and data-protection laws, so | think
the world is moving that way. It'll be interesting to see where that ends up,
and hopefully from a personal perspective, I'd like to see global legislation.
Maybe I'm being far too optimistic, but wouldn't it be great if my identity was
protected everywhere in the world? But, I'm truly the optimist on this.
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Yeah, absolutely, because the world is becoming a far smaller place - we're all
becoming much easier, mobile, to move around. So, what is driving the new
web-based DNS over HTTPS or DOH protocol how being strongly pushed by
Mozilla and others? Is this a project that will actually increase and stabilize
privacy?
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Wow, that was an education for me, Dr. Vixie, so thank you. So how can we
better protect the log of Stub DNS transactions where personal information
is present in the future, to ensure privacy for all users of the internet? Is

privacy the strongest weapon that security practitioners have in their
pockets?

Interview with Dr. Paul Vixie



Yeah, | hope so, | think looking at it from a slightly different perspective,
it's the abuse of those look-ups that are unencrypted. We're back on those
people that are monetizing that data, somehow we need to combat their
misuse of data, to allow the correct use of data.
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No, well the good part of what you just said is that | am also a Comcast
customer, so I'm feeling a lot better now being a Comcast customer, because
maybe | didn't trust them before you just said that, but however their
customer support...well, we won't talk about that. So, Dr. Vixie, I'd like to
thank you for spending some time with me today, it's been fascinating, I'd like
to wish you good luck with your presentation, your keynote at AVAR.

Thank you.

Interview with Dr. Paul Vixie






