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80°%

of companies

acknowledge that the use
of multiple point solutions
hampers their team’s effi-
ciency in detecting, respond-
ing to, and recovering from
incidents.

Source:
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Understanding
Cybersecurity Complexity

What exactly does complexity mean in the cybersecurity context? There are various
aspects to this. It could mean:

° Number and ° Likewise, it ° And of course,
type of security could relate to it can mean the

tools that IT teams the distributed, rapidly evolving
must manage and the heterogeneous IT threat landscape, which
processes they need to systems that they many in-house security
work through to keep an must defend — from teams struggle to keep
organization safe. mobile phones, through pace with.

computers, to entire
cloud networks stretched
wide by remote working.

In fact, one of the greatest challenges these often overstretched and under-resourced
IT security professionals must face is the sheer speed at which new threat actor tactics,
techniqgues, and procedures (TTPs) emerge.

What's more, their job is made much harder by having to work with siloed data,
difficult-to-use tools, and constrained budgets, while facing an extensive and
expanding attack surface.



https://www.techtarget.com/searchsecurity/feature/Cybersecurity-budget-trends

What Does Cybersecurity
Look Like?

All'in all, complexity is a great enemy of cybersecurity. Hence understanding how it
can impact a typical business is the first step towards defeating it. It can be mostly
encountered in:

MULTIPLE TOOLS AND SOLUTIONS

Cybersecurity is often treated as an afterthought by business leaders. That's unfortunate
because reactive spending following an incident or a breach is usually piecemeal and
leads to investment in point solutions which only have a single use case.

So rather than solve the underlying cause of a breach, these solutions may focus only
on one aspect of the security stack, making the IT team’s day-to-day tasks harder. This
pushes security teams to operate “swivel-chair” environments, having to constantly flit
between different screens and management portals.
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Be that as it may, threats invariably hide in the interoperability and visibility gaps that
these tools create. Plus, much of IT's time is spent learning new tools rather than solving
important problems. The average business reportedly runs dozens of security solutions,
with most planning to increase the number of vendors in their stack over the coming
years.



https://siliconangle.com/2024/04/27/security-budgets-growing-vendor-sprawl/
https://pentera.io/resources/reports/the-state-of-pentesting-2024-survey-report/
https://pentera.io/resources/reports/the-state-of-pentesting-2024-survey-report/
https://pentera.io/resources/reports/the-state-of-pentesting-2024-survey-report/
https://pentera.io/resources/reports/the-state-of-pentesting-2024-survey-report/

SECURITY TOOL COMPLEXITY

There aren't just too many security tools. Often, the tools that businesses do have in
place are too complex, with unintuitive interfaces or poor workflows. This can erode the
productivity of already understaffed teams and mean that IT practitioners are unable
to optimize all the features at their disposal.

In some other cases, enterprise-grade solutions like SIEM are purchased but left largely
untouched because the company can't devote the required resources to configuring and
managing them on an ongoing basis.

REMOTE WORK AND BYOD (BRING YOUR OWN DEVICE)

Complexity extends beyond an organization’'s security tooling. Today, more businesses
than ever benefit from the flexibility that remote working
affords their employees. In the US, around a third of
employees in professional, managerial, and related

occupations work from home. 730’
»0

This usually means happier, more productive staff and
potentially even lower building/office costs. But it also Of ‘_’p G
exposes these same organizations to extra cyber risk. C'S“lte IT

leaders

Remote working means employees could be logging

in from unprotected or unpatched devices and laptops, believe rerm O
. . ' . pose a greater risk than

potentially from insecure home or public networks. This onsite employees.

could imperil corporate passwords and provide n N

an unguarded attack path for threat actors to reach force

company networks and data.

Protecting this distributed computing environment may
add extra management overheads and headaches, especially when considering the
number of different internal and external devices a company has to monitor at once.

A RAPIDLY EVOLVING THREAT LANDSCAPE

The threat landscape is in constant flux. As network defenders and security vendors
continue to build protections, their adversaries work out new ways to bypass them in

a never-ending arms race. Threat actors have the advantage of surprise and need only be
lucky once to penetrate a corporate network or data store.

They have plenty of avenues to do so, thanks to ongoing investments in cloud
infrastructure and software, APIs, and other digital technologies, opening new avenues
for an attack.



https://www.linkedin.com/pulse/do-smessmall-medium-sized-enterprises-really-need-siem-birakoglu-jyi8f/
https://www.bls.gov/opub/ted/2023/about-1-in-3-workers-in-management-professional-and-related-occupations-teleworked-november-2023.htm
https://www.eset.com/us/business/resource-center/handbooks/cloud-explainer-why-move-to-cloud-based-security-management/?utm_source=pdf&utm_medium=referral&utm_campaign=US_prevention-first&utm_content=reducing_cyber_complexity_a_critical_pillar_of_prevention_first_cybersecurity
https://www.eset.com/us/business/resource-center/handbooks/cloud-explainer-why-move-to-cloud-based-security-management/?utm_source=pdf&utm_medium=referral&utm_campaign=US_prevention-first&utm_content=reducing_cyber_complexity_a_critical_pillar_of_prevention_first_cybersecurity
https://openvpn.net/blog/remote-workforce-cybersecurity-quick-poll/
https://openvpn.net/blog/remote-workforce-cybersecurity-quick-poll/
https://openvpn.net/blog/remote-workforce-cybersecurity-quick-poll/

The number of newly discovered common vulnerabilities and exposures (CVEs) has

hit record highs over the past several years, while new Al-powered TTPs are predicted
to increase the volume and impact of attacks like ransomware. Complex supply chains
introduce extra opportunity for adversaries to reach their targets, and stolen passwords
remain an Achilles heel. The use of stolen credentials has featured in almost a third (31%)
of breaches over the past decade, all of which can be a challenge for even well-resourced
enterprises to manage.

The number of unique
exploit

detections
increased

by

93%
of _
companies

have suffered a
cybersecurity breach
because of weaknesses in
their supply chain / third
party vendors in 2023.
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CYBERSECURITY SKILLS SHORTAGES AND GAPS

Another problem for small and mid-market businesses is that they rarely have sufficient
numbers in their IT team dedicated to cybersecurity. The global cybersecurity workforce
gap now stands at nearly five million, up 19% annually. Smaller organizations unable to
match the salaries of their larger peers often miss out on talent.

These skills shortages are exacerbated by budget constraints which can hit SMBs harder
than large enterprises, and labor-intensive security tooling and processes which eat away
at productivity. Overburdened staff are also more likely to make mistakes. Skills gaps
are another problem.

Just a quarter (26%) of hirers surveyed by ISACA believe at least half of their applicants
are well qualified, with cloud computing (47%) and security controls (35%) two of the top
three areas for skills gaps.



https://www.infosecurity-magazine.com/news/cves-surge-25-2022-another-record/
https://www.ncsc.gov.uk/report/impact-of-ai-on-cyber-threat
https://www.verizon.com/about/news/2024-data-breach-investigations-report-emea
https://www.isc2.org/Insights/2024/09/Employers-Must-Act-Cybersecurity-Workforce-Growth-Stalls-as-Skills-Gaps-Widen
https://www.isc2.org/Insights/2024/09/Employers-Must-Act-Cybersecurity-Workforce-Growth-Stalls-as-Skills-Gaps-Widen
https://www.isaca.org/state-of-cybersecurity-2023
https://www.wsj.com/articles/third-party-cyber-risk-management-primer-aug-2023-update-797c7377
https://www.wsj.com/articles/third-party-cyber-risk-management-primer-aug-2023-update-797c7377
https://www.wsj.com/articles/third-party-cyber-risk-management-primer-aug-2023-update-797c7377
https://www.fortinet.com/content/dam/fortinet/assets/threat-reports/threat-report-1h-2023.pdf
https://www.fortinet.com/content/dam/fortinet/assets/threat-reports/threat-report-1h-2023.pdf

As technology continues to advance and become more complex, the danger is that IT
security skills will not keep pace, giving threat actors a further advantage.

DATA OVERLOAD

From a SecOps perspective, the large number of point solutions many organizations
run can spit out data and alerts at an overwhelming rate, submerging analysts to the
point where they're unable to prioritize with any accuracy.

This can lead some teams to waste time on false positives while allowing false negatives
to sneak through and cause damage. It can also lead to stress and burnout, turning the
heat up further on those remaining colleagues. Half of cybersecurity professionals claim-
to have experienced burnout and 65% have considered leaving their jobs due to stress.
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https://digitalsecurityguide.eset.com/en-us/navigating-cybersecurity-fatigue-challenges-and-solutions
https://digitalsecurityguide.eset.com/en-us/navigating-cybersecurity-fatigue-challenges-and-solutions
https://www.isaca.org/state-of-cybersecurity-2023
https://www.isaca.org/state-of-cybersecurity-2023
https://www.gartner.com/en/newsroom/press-releases/2023-05-10-gartner-survey-reveals-47-percent-of-digital-workers-struggle-to-find-the-information-needed-to-effectively-perform-their-jobs
https://www.gartner.com/en/newsroom/press-releases/2023-05-10-gartner-survey-reveals-47-percent-of-digital-workers-struggle-to-find-the-information-needed-to-effectively-perform-their-jobs
https://www.gartner.com/en/newsroom/press-releases/2023-05-10-gartner-survey-reveals-47-percent-of-digital-workers-struggle-to-find-the-information-needed-to-effectively-perform-their-jobs
https://www.gartner.com/en/newsroom/press-releases/2023-05-10-gartner-survey-reveals-47-percent-of-digital-workers-struggle-to-find-the-information-needed-to-effectively-perform-their-jobs
https://www.gartner.com/en/newsroom/press-releases/2023-05-10-gartner-survey-reveals-47-percent-of-digital-workers-struggle-to-find-the-information-needed-to-effectively-perform-their-jobs
https://www.gartner.com/en/newsroom/press-releases/2023-05-10-gartner-survey-reveals-47-percent-of-digital-workers-struggle-to-find-the-information-needed-to-effectively-perform-their-jobs

Prioritizing Prevention to
Beat Complexity

Tackling this kind of complexity isn't easy. But with a prevention-first approach as
a guiding principle, it's within the reach of any business. Why does prevention make most
sense?

Because by focusing on building resilience into systems through better cyber-hygiene,
blocking threats outright, and rapidly detecting and containing any that sneak
through, organizations stand the best chance of mitigating risk before it escalates. It's
about enhancing the first line of defense, because prevention is always better (and
cheaper) than a cure.

However, prevention requires robust but simple-to-operate security which is heavily
automated, out-of-the-box ready, maintenance-free, and designed with SMBs in mind
— with a price tag to match. In short, it should favor simplicity over complexity. \With
this in mind, here’s how to tackle the complexity challenges cited above:

TOOL CONSOLIDATION

ESET PROTECT

ESET LiveSense

SIMPLIFIED USER INTERFACE


https://www.eset.com/us/business/protect-platform/?utm_source=pdf&utm_medium=referral&utm_campaign=global_prevention-first&utm_content=reducing_cyber_complexity_a_critical_pillar_of_prevention_first_cybersecurity
https://help.eset.com/glossary/en-US/technology_livesense.html

Incident
Creator ESET Al Advisor

Zero Trust

ESET Secure Authentication

ESET PROTECT MDR

bring down threat detection times



https://www.eset.com/blog/new-products/reducing-the-complexity-of-security-tasks-with-the-involvement-of-ai/
https://www.eset.com/blog/new-products/reducing-the-complexity-of-security-tasks-with-the-involvement-of-ai/
https://www.eset.com/blog/enterprise/a-new-era-of-efficiency-for-xdr-with-eset-ai-advisor/
https://www.eset.com/us/business/resource-center/white-papers/zero-trust-the-key-to-unlocking-value-from-security-projects/?utm_source=pdf&utm_medium=referral&utm_campaign=global_prevention-first&utm_content=reducing_cyber_complexity_a_critical_pillar_of_prevention_first_cybersecurity
https://www.eset.com/int/business/solutions/multi-factor-authentication/?utm_source=pdf&utm_medium=referral&utm_campaign=US_prevention-first&utm_content=reducing_cyber_complexity_a_critical_pillar_of_prevention_first_cybersecurity
https://www.eset.com/us/business/mdr-protection/?utm_source=pdf&utm_medium=referral&utm_campaign=global_prevention-first&utm_content=reducing_cyber_complexity_a_critical_pillar_of_prevention_first_cybersecurity
https://www.eset.com/blog/business/etec24-prevention-first-success-second-an-eset-mdr-tale/

ESET Threat Intelligence

AUTOMATION & Al

Picture 1: Integration of ESET Al Advisor in the ESET Threat Intelligence console.



https://www.eset.com/us/business/resource-center/white-papers/prevention-first-leveraging-cyber-threat-intelligence-for-proactive-defense/?utm_source=pdf&utm_medium=referral&utm_campaign=global_prevention-first&utm_content=reducing_cyber_complexity_a_critical_pillar_of_prevention_first_cybersecurity
https://www.eset.com/us/business/resource-center/white-papers/a-buyers-guide-to-extended-detection-and-response-what-is-xdr-and-how-can-it-strengthen-your-security/?utm_source=pdf&utm_medium=referral&utm_campaign=global_prevention-first&utm_content=reducing_cyber_complexity_a_critical_pillar_of_prevention_first_cybersecurity

PwC report claims

ESET
PROTECT

ESET MDR

Explore the benefits of MDR services from ESET that combines Al and human
expertise to achieve unmatched threat detection and rapid incident response,
and removes the need to maintain in-house security specialists.

LEARN MORE


https://www.pwc.com/gx/en/issues/cybersecurity/global-digital-trust-insights/organisational-complexity.html
https://www.eset.com/us/business/mdr-protection/?utm_source=pdf&utm_medium=referral&utm_campaign=global_prevention-first&utm_content=reducing_cyber_complexity_a_critical_pillar_of_prevention_first_cybersecurity
https://www.eset.com/us/business/mdr-protection/?utm_source=pdf&utm_medium=referral&utm_campaign=global_prevention-first&utm_content=reducing_cyber_complexity_a_critical_pillar_of_prevention_first_cybersecurity
https://www.eset.com/us/business/services/managed-detection-and-response/?utm_source=pdf&utm_medium=referral&utm_campaign=US_prevention-first&utm_content=reducing_cyber_complexity_a_critical_pillar_of_prevention_first_cybersecurity
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