
CYBERSECURITY 
AWARENESS QUIZ



Which of these topics  
should you consult  
with your IT team? 
(multiple answer)

Changing your password

Installing a new app

Receiving a suspicious email

Losing your work device

A malfunctioning device1



How can you prevent a data 
leak in public spaces?
(multiple answer)

Only connecting to a public Wi-Fi with 
a VPN turned off

�Using a screen privacy filter

Making work phone calls with Bluetooth 
headphones on

Using biometric authorization2



What are some of the 
characteristics of a secure 
password? Name at least 
four.

3



Change the default credentials.

Enable network encryption, ideally WPA3. 

Turn on remote management. 

Ask your company IT team for advice.4
What can you do to make 
your home Wi-Fi more 
secure? 
(multiple answer)



5 Print it and put it on their desk. 

Use pre-designated channels.

Send it to their private email. 

Create a public sharing link.

If you need to share 
a sensitive document with 
your colleague, how should 
you NOT do it? 
(multiple answer)



6
Can you guess how much 
time a hacker needs to crack 
the password Benny123?*

*source: https://www.passwordmonster.com/

https://www.passwordmonster.com/


7
Look for warning signs, such as a generic 
salutation and a sense of urgency.

Don’t act under pressure and take your 
time to read through the email carefully.

Click on the attachment to make sure it 
fits the message. 

Disable automatic loading of pictures.

How can you avoid falling 
victim to phishing scams? 
(multiple answer)



You are about to send 
a 25MB (or larger) sales 
results presentation to your 
boss. How would you do it 
so it is safe and efficient?
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9 Having a password manager

Having different passphrases for each  
of my accounts

Not using public Wi-Fi for work

Other:

I have been doing everything right!

Confession time!  
Which of these cybersecurity 
best practices did you not 
follow previously, but will 
follow from now on?



Let us know your thoughts. 
Did you learn anything 
new? Did any of the tips 
surprise you? If so, which 
ones?
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THANK YOU FOR 
PARTICIPATING!
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