6 BASIC RULES FOR A
GOOD PASSWORD POLICY

How your IT department can ensure a safer organization.

DEFINE THE POLICY IN AN ENFORCE PASSWORD POLICY
EASY-TO-UNDERSTAND FORM AT ALL LEVELS

BLACKLISTING BAD PASSWORDS STORAGE OF USER PASSWORDS
DON'T REQUIRE TOO-FREQUENT APPLY POLICY TO THE WHOLE
PASSWORD CHANGES NETWORK, INCLUDING IOT
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8 STEPS TO CREATE

STRONG PASSWORDS

Share these tips with all your employees

1.

This applies to each account to avoid compromising
multiple resources, if leaked. A password should

not be written down on sticky notes or in an
unencrypted file saved on any company device.

3.

A phrase with 30 or more characters, even if only
composed of alphabetics, is significantly safer than

an 8-character word with common substitutions
(such as ‘3’ for the letter ‘e, “I" for “i" or “I", etc.)
Phrases are also inherently easier to remember, so the

additional length is not as great a burden to the user.

5.

Never show your passwords to others, including
colleagues, superiors, family or the HelpDesk, since
phishers may pretend to be from IT support.

7.

These words can be brute forced in a dictionary
attack. This includes foreign languages or
expert terms from different fields.
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2.

The National Institute for Standards and
Technology (NIST) recommends at least 8
characters, offering a reasonable level of
protection against brute force attacks.

4.

Requiring users to include both uppercase and
lowercase characters, at least one number and
a special character rarely encourages users to
set stronger passwords, and rather leads to both
weaker and harder-to-remember passwords.

6.

“XXXX" is not a good password. Similarly, any
sequential characters (e.g. 1234"), and recognizable
patterns such as ‘qwerty’ should not be used.

8.

These can be guessed by the attackers based on
information acquired from social media. This includes
middle names, birthdates, addresses, schools,

and the names of pets, children or a spouse.

For more information visit
www.eset.com



	ESET-6rules-password-policy-oneSheet
	ESET-8steps-strong-passwords-oneSheet

