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Machine 
learning before 
it was cool
The AI journey at ESET began with early 
implementation in 1997 focused on improving  
the detection of macro viruses, testing  
and confirming that machine learning algorithms 
could lead to better protection of its  
customer base.

 

Figure 1: Results of sample processing via multilayered 
detection engine and detection tools, including samples 
identified as “virus” by neural networks (NEURAL 
PATTERN) as well as by other proprietary detection 
technologies.

Figure 2: Excerpt from manual of Heuristic macro virus 
scanner leveraging neural networks.

In the breakthrough that followed in 2005, ESET 
deployed its DNA Detections technology. By 
extracting key features – the ‘genes’ of potentially 
malicious samples – ESET engineers created broad 
DNA profiles that became the foundation for 
accurately distinguishing benign from malicious 
files and enabled the detection of never-before-
seen threats with similar traits that would emerge 
in years to come. 

This process, regularly updated by both automated 
systems and researchers, became a flexible, 
adaptive, and – most important of all – safe layer 
of defense.

Throughout its history, ESET has demonstrated that responsible 
innovation – especially with novel and quickly developing technologies 
like machine learning and artificial intelligence (AI) – is not only possible 
but essential in cybersecurity. 

Since 1997, when ESET experts conducted their first experiments using neural networks for threat detection, 
their approach stood apart due to its measured integration of these technologies. From the initial use to the 
present-day advanced systems, ESET R&D remains grounded in rigorous scientific testing, careful oversight, 
and focus on user safety and real-world benefit.



Page 4 of 12

ARTIFICIAL INTELLIGENCE AT ESET

Expecting boom in threats that will attempt to 
harness the power of machine learning – today 
often referred to as AI – ESET scaled up its use of 
the technology for real-world performance. 

Since 2006, machine-learning based backend 
expert systems have been a crucial part of 
processing, triage, labeling, and detection of the 
increasing quantity of samples – a number that has 
grown from tens of thousands of unique samples 
analyzed daily to its current levels of 750,000. 

Ultimately, these AI-assisted backend systems freed 
the capacity of ESET security experts, allowing 
them to focus less on tedious and repetitive tasks 
and more on research of the most interesting 
emerging threats. In the following years, the 
gathered threat intelligence laid the foundation 
for development of new advanced protective 
technologies that are helping the company address 
specific attack vectors even today.

The development and launch of ESET LiveGrid® 
cloud reputation system in 2010 led to another leap 
in detection and response. By embracing online 
learning, ESET started to deliver threat database 
updates within minutes to its clients across the 
globe. Again, the technology was no black box 
but an evolving, supervised layer that adapted as 
new samples and threats appeared, delivering the 
latest information about emerging threats almost 
instantly.

Freeing Expertise: 
Automation and  
Threat Research

Careful 
integration 
instead of hype
In the late 2010s, the surge of deep learning and 
neural algorithms led to boom in cybersecurity, 
with many newly established post-truth vendors 
exploiting the hype, promising nonrealistic results. 
Again, ESET chose the path of cautious integration 
over hype-driven adoption. 

While many competitors rushed to deploy the 
technology to evaluate virtually any malicious 
behavior – an approach that ultimately swamped 
defenders with false positives – ESET opted for 
exhaustive testing of its AI-related approaches 
when pitted against threats seen in the wild. 
Drawing on the results of that process, ESET 
engineers created a precise mix of long short-term 
memory (LSTM) neural networks, decision trees, 
and traditional supervised learning methods to 
form ESET Advanced Machine Learning module. 

This new technology, released publicly in 2017, 
balanced high detection rates with a close-to-zero 
false-positive rates – a critical differentiator for 
day-to-day operations of the already overstretched 
cybersecurity practitioners.

In the same year, Google researchers published the 
paper “Attention Is All You Need”, which introduced 
transformer architecture and sparked a new 
era of innovation in AI. In 2020, ESET became 
one of the first security vendors to deploy 
transformer-based detection model as an extra 
layer of defense against cyber threats. It’s worth 
noting that this advancement came years before 
transformers became the driving force behind 
generative AI tools like OpenAI’s ChatGPT.

https://papers.nips.cc/paper_files/paper/2017/file/3f5ee243547dee91fbd053c1c4a845aa-Paper.pdf
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Another chapter of AI-driven analysis at ESET 
begins with the introduction of ESET LiveGuard 
Advanced (formerly known as ESET Dynamic 
Threat Defense). Designed as a cloud sandbox,  
it combines several independent detection layers, 
including advanced unpacking and scanning, static 
and dynamic analysis, experimental detection 
engine, and in-depth behavioral analysis. 

 
 
In sum, rather than giving a single AI system 
unchecked authority, ESET LiveGuard Advanced 
leverages several types of algorithms and decision 
points, always cross-validating and correlating 
their outputs. Data produced by the exhaustive 
multilayered analysis is then consolidated into a 
final verdict presented to the customer who sent 
the request, placing the submitted sample in one 
of four categories: malicious, highly suspicious, 
suspicious, or clean.  

The training data for ESET LiveGuard Advanced 
is carefully selected from a continuously updated 
65TB+ database of precisely classified binaries 
including malicious, potentially unwanted, 
potentially unsafe, and benign samples. In 
contrast with that enormous data set, the size of 

the highly optimized, fast, and extremely efficient 
AI module distributed to the customers is mostly 
below 20MB.  

To maintain highest standard of performance 
against the constantly changing threat landscape, 
ESET retrains its AI model every week. This 
detection-focused model consists of roughly  

 
 
one million parameters and is thus vastly smaller  
than general-usage models which typically have 
trillions of parameters.    

The mix of precise training data, optimization, 
computational power, and multitude of analytical 
approaches allows ESET LiveGuard Advanced to 
detect a wide range of attacks, including:

	○ never-before-seen threats, 

	○ exploits aimed at zero-day vulnerabilities, 

	○ script-based attacks, 

	○ fileless malware, 

	○ and living-off-the-land techniques.

ESET AI today: Powerful, 
cross-checked, efficient 

Figure 4: Simplified scheme of sample processing in ESET LiveGuard Advanced

https://help.eset.com/elga/en-US/how_detection_layers_work.html
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Thanks to the high-powered backend 
infrastructure of the ESET cloud sandbox 99% of 
customer-submitted samples are analyzed in 
under 5 minutes. At the same time, this resource-
intensive processing runs in highly controlled, 
robust, ESET-operated cloud environments. 
This ensures safety of the process, while having 
minimal impact on clients’ computing resources.

ESET XDR:
Robust, 
resilient, 
reliable
As machine learning and AI matured, successful 
previous implementations proved that the 
scientific approach of ESET engineering teams 
ensures high detection rates while ensuring 
resilience against outside tampering. Even 
today, instead of relying on the latest trends in 
algorithms, ESET maintains its multilayered and 
multi-model approach, including supervised and 
unsupervised learning, deep learning, heuristic 
layers, and transformers. 

Before any new models or methods are 
implemented, they are first subjected to extensive, 
side-by-side testing – as not all AI models are 
equally fit for use in the security domain. ESET 
engineers then handpick approaches that are 
proven to be robust against adversarial 
manipulation, resilient against evolving attack 
tactics, and that minimize alert fatigue of 
defenders by keeping the false positives rates 
low. 

The practical results are notable in the ESET 
Protect Platform – company’s extended 
detection and response (XDR) solution – that 
enables management of tens of thousands of 
devices from one central console. The built-in 
technology, including AI, ingests large amounts of 
data collected from endpoints in the environment, 
cross-checks it with ESET global threat database, 
and then summarizes the results into clear 
dashboards and reports.

The ESET Protect Platform does not draw on AI 
capabilities only for detection but also for analysis 
and correlation of the aggregated endpoint 
activity. 

Through its built-in and automated feature 
Incident Creator, AI clusters related events, 
filters out noise, and visually represents 
threats in ways that help security teams 
understand and act swiftly. Incident Creator 
outputs are enriched with customer-specific data 
and contextual details such as computer names, 
user accounts, and network specifics, providing 
highly relevant, user-specific explanations and 
recommendations. 

This significantly improves understandability of 
complex data, reduces alert fatigue, and speeds 
up incident response in situations where minutes 
can mean the difference between a damaging 
compromise and successful defense of a system.

Trustworthy 
ESET AI 
Advisor
Pushing the innovation further, in 2024, ESET 
introduced AI Advisor – a system built with 
agentic AI in mind, merging the best of our human 
expertise with the capabilities of a large language 
model (LLM) and other techniques including 
retrieval-augmented generation (RAG) – 
integrated into ESET Inspect  and later added to 
ESET Threat Intelligence. 

Being based on LLMs – a technology naturally 
predisposed for human-language processing and 
outputs – ESET AI advisor autonomously creates 
names and descriptions for incidents to enhances 
security operations. This delivers immediate, 
intuitive threat detection, reduces false positives, 
streamlines management of the protected 
environment, and supports threat-hunting 
operations. 

AI Advisor is also capable of producing reports 
necessary for compliance and audit, answering 
inquiries into specific detections in detail, 
investigating any of the given incidents, 
recommending real-time remediation steps, and 
even producing a link to immediately identify and 
isolate the affected resource.
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To ensure AI Advisor’s responses are always 
fact-based, RAG techniques are used to search 
ESET-curated high-quality threat intelligence. 
To mitigate the risk of hallucinations, the model 
operates within ESET-devised and constantly 
maintained guardrails and always provides 
references to its sources.

Cyber threat 
intelligence 
powerhouse
Serving 500,000 business customers, 110 million 
direct customers, and over a billion indirect users, 
ESET telemetry receives a massive set of latest 
threat-related data daily. Cutting-edge automated 
systems and a team of more than 850 researchers 
and technology experts examine that data influx 
to discover novel attack techniques and tactics, 
making ESET a powerhouse of cyber threat 
intelligence.

ESET Threat Intelligence (ETI) leverages human 
expert experience collected over 35+ years, 
mixed with AI processing correlating indicators of 
compromise, tactics, techniques, and procedures 
(TTPs) to provide structured and actionable 
data feeds and thousands of pages of reports for 
defenders every year. To digest that volume of 
information, AI Advisor is also available for the 
ETI platform, searching and summarizing ESET 
research findings.

AI innovations 
and limits
Almost three decades of experimentation and 
development of AI-related security technologies 
have given ESET unique insights, a deep 
understanding of existing limits, and most of all, a 
broader perspective. The company acknowledges 
that AI technology, in itself, is neutral. The 
responsible deployment of AI rests in choices: 
keeping humans in the loop, setting robust 
guardrails, focusing on user benefit, and never 
losing sight of ethical standards. 

A good example is recognizing new risks 
introduced by generative AI, such as deepfakes, 
prompt injection, or model manipulation. ESET 
addresses these with a practical defense-in-depth 
approach with main focus on the underlying 
elements and infrastructure behind malicious AI 
activity. In other words, ESET detects artifacts 
such as malicious scripts, phishing links, fraudulent 
domains, and malicious file behaviors rather 
than engaging in resource-intensive – and often 
unnecessary – “AI-versus-AI” battles. 

Applying this pragmatic strategy ensures that 
ESET products uphold their light footprint on 
user system, are accessible across different 
environments, while retaining high detection and 
low false positive ratio.

Figure 5: ESET PROTECT Ecosystem
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Build trust 
where there  
is none
ESET, as a security vendor, naturally processes 
large volumes of malicious content, much of it 
containing personally identifiable information 
(PII). To protect user privacy, ESET uses off-the-
shelf frameworks enhanced with proprietary 
filters and analyzers, created and fine-tuned 
for accuracy by in-house experts. That way ESET 
ensures all PII is anonymized before any content 
is sent to the LLM.

This adaptability extends to detection of the 
latest threats, including malware written in 
modern platform-agnostic languages like Go, 
further demonstrating the approach where 
partnership with industry leaders and use of threat 
landscape research fuels the development of new, 
cutting-edge AI defense layers.

A current R&D project is also examining a range 
of automation improvements in ESET Protect 
Platform’s Incident Creator, where AI will not 
only produce actionable recommendations 
but ultimately provide one-click solutions for 
specific incidents, easing the workload of security 
practitioners monitoring the environment. 

Other directions currently being explored by 
ESET engineers include close collaborations with 
hardware leaders – such as Intel – for integration 
with neural processing units (NPUs) and ongoing 
support for major platforms. The objective is to 
optimize AI-powered modules at ESET for faster 
and more effective performance, thus further 
lowering the processing power demands on 
customers’ systems.

Page 9 of 12
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While highly effective at protecting PII, ESET 
continuously and rigorously tests this approach to 
ensure security of other sensitive data types – such 
as documents, passwords, API keys, and complex 
command lines containing customer-specific 
secrets – without compromising accuracy of its 
threat detection.

Yet, trust issues don’t end with PII. According to 
in-depth interviews with selected customers 
from different verticals, trusting AI with handling 
intellectual property and other sensitive data was 
among the top concerns. 

Figure 6: Example of PII anonymization using proprietary filters and analyzers developed in house by ESET experts.
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At ESET, use of AI has been defined by early 
adoption, persistent scientific rigor, and always 
underpinned with deep understanding of the 
trends and directions in the threat landscape. 
Blending these with advanced automation, careful 
human supervision, and emphasis on user-
centricity at every turn, ESET offers a model for 
how to leverage AI’s capabilities for the good of 
all. In doing so, ESET helps ensure that defenders 
always remain a step ahead, using an intelligent, 
adaptive, and, above all, secure and trustworthy set 
of security tools.

ESET AI 
philosophy
Over the past three decades, ESET has established 
itself as a leader in AI-powered cybersecurity by 
prioritizing safety, transparency, and user benefit 
without compromise, while being grounded in deep 
technical expertise, responsible innovation, and an 
understanding of the high stakes of securing digital 
environments. 

The company is attuned to the social and ethical 
responsibilities of AI, favoring practical methods 
that block attack vectors to protect large numbers 
of users rather than chasing unreliable detection of 
every potential threat individually. 

ESET employs a sophisticated, multilayered 
integration of AI models – combined with 
traditional detection methods and human 
oversight – to ensure that decisions consider 
context and user impact, rather than relying solely 
on automated systems.

Tools like ESET AI Advisor empower teams to 
manage the security of a system, regardless of their 
level of technical expertise or the complexity of the 
environment they’re managing, contributing to an 
effective human–AI collaboration. 

Ongoing investment into R&D and practical 
technology ensures that ESET technology 
continually adapts to emerging threats and 
continues to benefit users ranging from individuals 
to large enterprises.

With the dawn of agentic AI, more data and tasks 
will be entrusted to increasingly independent AI 
systems, expanding the security perimeter and 
transforming these models into highly attractive 
attack surface for threat actors. To mitigate the 
risk, ESET engineers are exploring:

	○ ways to leverage the Model Context Protocol 
(MCP) and Agent2Agent (A2A) Protocol to 
extend the ESET XDR platform by adding 
security proxy module, to monitoring client 
calls to AI models, identifying vulnerabilities, 
malicious content and behavior, and other 
risks for remediation.

	○ ways to detect and block malicious content, 
links, or code in replies of AI models that 
customers access via (AI) browsers.

These measures will serve as steppingstones 
toward a more comprehensive protective 
system overseeing the entire agentic AI 
infrastructure – monitoring agent behavior and 
leveraging ESET Threat Intelligence and indicators 
of compromise to detect and respond to security 
incidents.

Predict, prevent, 
protect
While exploring new defense opportunities, ESET 
is also aware of potential upcoming challenges 
related to the use of the latest AI models by threat 
actors. These include:

	○ Optimized attack techniques and malware.

	○ Improved social engineering.

	○ Increased volume of malicious scam, phishing, 
and disinformation campaigns. 

	○ Vulnerability discovery for malicious purposes.

	○ Identification of vulnerable individuals on 
social media and their manipulation into 
different “supportive” roles in cyberattacks 
(money mules, distribution, processing power 
for DDoS, etc.).

	○ Training small, open-source models to process 
stolen personal information and generate 
tailored scams.
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